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DApp for Food Traceability Based on  
PyTeal and Algorand

Abstract—The research area of this work is the applica-
tion of blockchain technologies in tracking the authenticity 
of organic food. This paper discusses the influence of block-
chain technology as one of the modern technologies and how 
it can change supply chain management. In the theoretical 
part of the work, the concept of supply chain management in 
the food industry will be explained, focusing on analysing the 
possible application of blockchain technology. The possibili-
ties will be looked at in detail with applications of blockchain 
technologies to trace the authenticity of the food. The main 
goal of the research is to propose an intelligent system for 
tracking the origin of organic food, such as coffee, based on 
blockchain technology. The practical part of the paper will 
present the traceability of organic coffee origin by develop-
ing smart contracts. Smart contracts will be developed us-
ing PyTeal programming language and Algorand blockchain 
platform.

Keywords - Supply Chain Management, Organic Food 
Traceability, Blockchain, PyTeal, Algorand

I. INTRODUCTION  

When purchasing organic food, consumers have high 
standards for its quality and depend on certification agen-
cies to confirm the quality and offer details about the items' 
sourcing. However, there are several drawbacks to organic 
food traceability, including issues with organic labelling, 
certification fraud, and worries about the openness of food 
information [1]. Chain of Custody (CoC) methods based 
on paper are used in many certification schemes. This 
mandates that all businesses throughout the supply chain 
maintain written records of the number of certified items 
they acquire and sell. Additionally, it necessitates the ar-
rival of auditors to verify those paper documents. Hence, 
information about the authenticity of the food is critical in 
the organic food supply chain, as it can show pesticide use, 
genetically modified organisms (GMOs), fair payments, 
and carbon or environmental footprint. Pesticides can be 

toxic to humans and have acute and chronic health effects. 
According to the World Health Organization, pesticide 
exposure's health and ecological impact remain concern-
ing. Concerning the above observations, this study aims 
to investigate the possibility of using blockchain technol-
ogy to track the authenticity of organic food. Blockchain 
enhances the sources to identify potential contamination 
sources and swiftly stop outbreaks. Transparency may in-
crease brand trust by validating and authenticating food 
provenance when utilising the Blockchain for food tracea-
bility. Additional advantages include preventing fraud and 
combating attacks with preventive measures that can save 
costs associated with food testing and increase margins. 

This paper provides a theoretical review of using 
blockchain technologies in supply chain management and 
food traceability using smart contracts and blockchain 
platforms. The practical part shows designing an ecosys-
tem for tracking organic coffee origin using Blockchain. 
Designing and development of smart contracts for the food 
chain are presented. A dApp is developed using PyTeal 
and Algorand blockchain technologies.  

II. BLOCKCHAIN IN THE SUPPLY CHAIN

A. The concept of supply chain management

The supply Chain is sources of raw materials and parts, 
production and assembly, warehousing and inventory 
tracking, order entry and order management, distribution 
through all channels, delivery to the customer, and the in-
formation systems required to track all of these activities 
are just a few of the activities involved in getting a product 
from the manufacturer to the customer [2]. All of these 
processes are coordinated and integrated by supply chain 
management. It connects every component in the chain, 

Petar Lukovac

Departement for E-business 
Faculty of Organizational Sciences 

University of Belgrade 
Belgrade, Serbia 

petar.lukovac@elab.fon.bg.ac.rs                                                    
[0000-0003-4561-8886]

Marko Suvajdžić

Digital Worlds Institute 
University of Florida, United States 

Florida, United States 
marko@digitalworlds.ufl.edu                                                         

[0000-0001-8418-3470]

Septian Nudin

Faculty of Organizational Sciences 
University of Belgrade 

Belgrade, Serbia 
sn20223527@student.fon.bg.ac.rs

Aleksandra Labus

Departement for E-business 
Faculty of Organizational Sciences 

University of Belgrade 
Belgrade, Serbia 

aleksandra@elab.rs 
[0000-0002-7716-5845]



212 Blockchain

including internal organisational divisions and external 
partners, vendors, carriers, third-party businesses, and in-
formation technology providers. The necessity of viewing 
the entire procedure as a single system is a crucial compo-
nent of supply chain management. To ascertain the genuine 
capabilities of the process, any inefficiency experienced 
across the supply chain (suppliers, production facilities, 
warehouses, customers, etc.) must be evaluated [3].

Throughout the supply chain, most traceability stand-
ards describe the capability to track the essential features 
of a product from its origin (including its ingredients) to 
the final process step. The various definitions of 'traceabil-
ity' encompass two or more of the following four concepts: 
consistency and clarity in terminology (e.g., 'tracking' vs 
'tracing'), backward follow-up of ingredients (tracing), for-
ward follow-up of products (tracking), and product history 
information throughout the supply chain [4]. The definition 
of food traceability as a logistics management component 
highlights that food safety and quality are quality assur-
ance capabilities whose efficiency and effectiveness de-
pend heavily on logistics operations [5]. While a compre-
hensive collection of traceability information is necessary 
for this procedure, the success of the recall process is also 
heavily dependent on the efficiency of logistical operations 
and the degree of integration between the various supply 
chain actors [6]. While other definitions of traceability em-
phasise the primary functionality of tracking and tracing, 
Bosona and Gebresenbet's report establishes a direct con-
nection between the purpose of traceability ("checked for 
safety and quality control") and the conditions of applica-
bility ("at all stages" and "at any time required"). Forward 
traceability (or "tracking") is distinguished from backward 
traceability (or "tracing") based on the direction of infor-
mation flow. The distinction is best described in the context 
of a product recall. The capacity to track means that prod-
ucts can be followed from the beginning to the conclusion 
of the supply chain and recognised based on recall criteria.

B. Blockchain Food Traceability System

Blockchain food traceability systems enable consum-
ers to receive any necessary food safety and quality control 
checks and backup data information to serve consumers' 
food safety needs better. These systems are part of logis-
tics management as an information system that captures, 
stores, and transmits information about the collection, 
rearing, and production at all stages of the food supply 
chain. Traceability, according to Ringsberg, is the process 
of figuring out how to identify the root of flaws in food 
safety failures throughout the supply chain [7]. The prima-
ry prevention of future food safety events is thought to be 
accomplished by BFTS [8]. It is seen as a critical instru-
ment for removing information asymmetry. Barcodes have 
been coupled with the blockchain food traceability system 
(BFTS) as an identifying tool to swiftly and precisely mon-
itor food items. The Quick Response (QR) code is always 
written as a two-dimensional barcode on the traceability 
labels [9]. A QR code has excellent readability and can 

hold enough info. When a piece of code is physically de-
stroyed, it is still quite readable [10]. Because they provide 
more data storage and encryption capabilities and envi-
ronmental protection, QR codes are viewed as improved 
linear bar codes in developed nations. The ability to match 
a variety of two-dimensional code decoding software and 
systems, as opposed to being restricted to reader devices, is 
one benefit of two-dimensional code over RFID and con-
ventional bar codes, which can be read by a wide range of 
devices, including smartphones [11]. The BFTS records all 
types of information at all levels of the food trade chain, 
according to the data flow and blockchain flow definition 
in the logistical process. The customer may use a QR code 
on the product label, load the system and get critical infor-
mation about food traceability.

C. Using Blockchain to Track and Trace Organic 
Food

The coffee industry can also utilise the Blockchain to 
improve supply chain traceability. This is due to the im-
mutability, traceability, and security that define blockchain 
technology. Big businesses frequently use this trait to 
boost sales and deal with the millions of brands affected 
by counterfeiting difficulties. The Global Financial Integ-
rity Organization (GFIO) has conducted studies that put 
the yearly cost of counterfeit or pirated goods from inter-
national trade between US$923 billion to US$1.13 trillion 
[12]. If the Blockchain's core features are applied to the 
coffee supply chain, the uniqueness of the beverage can 
also be preserved. Blockchain can improve coffee pro-
ducers' welfare, ensure quality, and decrease fraud in the 
sector. Customers of coffee dealers are informed of all the 
participants in producing the coffee before it reaches them. 
Customers should be able to comprehend why the compa-
ny sells coffee at the current pricing by using blockchain 
technology since coffee traders raise payments to farmers 
who adhere to the company's plantation requirements. 
Also, it is feasible for clients to tip farmers to improve their 
well-being.	

Using Blockchain, enterprises in the coffee industry 
can record production modifications on a single shared 
ledger, providing comprehensive data visibility and a sin-
gle source of truth. Because transactions are always times-
tamped and current, businesses can query the status and 
location of a product at any time. This aids in the fight 
against challenges such as counterfeit goods, compliance 
violations, delays, and waste. In addition, immediate ac-
tion can be performed during emergencies such as product 
recalls, and the ledger audit trail ensures regulatory com-
pliance. In addition, by connecting Blockchain with intel-
ligent technologies such as the Internet of Things, supply 
chains may automate the tracking of manufacturing, trans-
portation, and quality control conditions. Companies may 
also opt to share track-and-trace data with their custom-
ers to verify their products' legitimacy and the integrity of 
their supply chains.
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III. DESIGNING AN ECOSYSTEM FOR FOOD 
TRACEABILITY BASED ON BLOCKCHAIN

A. Food Traceability Platform in Coffee Supply Chain

The applied traceability platform is based on a web ap-
plication accessible to all stakeholders in the coffee supply 
chain (farmers, factories, roasters, consumers, and super-
visory authorities) (Figure 1). It enables operators to cap-
ture information from the coffee supply chain to ensure the 
quality of coffee and promote its marketing. The consumer 
will have access to the transactions in the various levels of 
the supply chain.

Fig 1. Traceability platform in the coffee supply chain

The key architectural components are the Backend 
framework, Relational Database Management System 
(RDBMS), and Distributed ledger technology (DLT). The 
development of the traceability platform is based on func-
tional and technological needs received from Aosta valley 
dairy. The backend framework is the software component 
of the system and incorporates all the core data entry and 
retrieval operations [13]. The authors utilised a framework 
based on the Python programming language. The authors 
determined the required data, tables, and columns to be 
created in the RDBMS. MySQL is used as the database, 
which is hosted by Amazon Web Services (AWS). Inte-
grating DLT and RDBMS enables the immutability of the 
supply chain's data by storing the required fields for iden-
tifying transactions from the relational database. The au-
thors selected the Algorand Blockchain after analysing and 
evaluating several Blockchain technologies. The Algorand 
Blockchain is among the greenest Blockchains due to its 
low power consumption consensus algorithm.

In this ecosystem architecture, the various stakeholders 
involved in the food traceability process include:

a.	Farmers and suppliers who provide the food prod-
ucts to be tracked

b.	Regulators and certifiers who set standards and 
regulations for the food products and certify com-
pliance

c.	Retailers and distributors who get the food prod-

ucts from farmers and suppliers to consumers
d.	Data analytics providers who provide insights and 

analysis based on the data generated by the Dapp
e.	Payment providers who offer payment solutions 

that are integrated with the Dapp

Fig 2. Ecosystem Architecture in tracking coffee

The DApp backend, which incorporates PyTeal-based 
smart contracts that enable food traceability on the Al-
gorand blockchain, supports the ecosystem. The Algorand 
blockchain provides a secure, transparent, and immutable 
record of all transactions and data about tracked agricultur-
al products. Farmers, suppliers, regulators, retailers, dis-
tributors, and consumers can interact with the DApp and 
access data related to the monitored food products through 
the DApp's frontend. The frontend is accessible via mobile 
and web applications. Data analytics providers have access 
to the data generated by the DApp to provide insights and 
analyses that can enhance the food traceability process. 
Farmers, suppliers, retailers, distributors, and other eco-
system participants can easily send and receive payments 
when payment providers integrate their solutions with the 
DApp. 
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B. Data Model

A data model was developed based on the organic cof-
fee production chain, considering all supply chain phases 
and operators (Figure 3). The data model describes the ta-
bles and columns to be supplied with specific values in the 
RDBMS and DLT.

Fig 3. Principal Details recorded by operators

Automatically logged by the system are the operator's 
name and the transaction's timestamp. Thus, each operator 
must record the following data at each phase:

1.	Transporter: The transporter begins the tour of the cof-
fee growers and logs each quantity supplied using the 
existing system. The transporter arrives at the coffee 
producer, logs into the traceability platform, and enters 
the following information: the total amount of coffee 
collected, the type of farm (mountain pasture or valley), 
the date and time of raw coffee collection, and finally 
uploads an image containing all the quantities supplied 
by the farmers. The transporter sends the collected cof-
fee to a dairy operator, who then processes it. At this 
step, the operator examines the most recent coffee pro-
duction transactions and selects the coffee production id 
to handle. In addition, they describe the type of product 
(coffee seed or another subproduct) and the quantity of 
semi-finished coffee seed produced.

2.	Seasoning operator: The semi-processed coffee seed is 
relocated to a unique location to mature. In this step, the 
seasoning operator selects the processing id containing 
the quantity of semi-finished coffee seeds to mature. In 
addition, they record the beginning and ending times of 
seasoning. Finally, the amount of coffee seeds labelled 
with CTF is recorded. The distribution operator initially 
selects the seasoning id and registers the packing date 
and shelf life. The transaction is submitted by the op-
erator, who then obtains the QrCode. Specifically, this 
phase is particularly essential since the system queries 
and stores all associated data in the Algorand Block-
chain.

3.	Sales operator or Consumer: During this phase, the 
information about the shop's arrival time and the Date-
Time of QrCode scanning is used to determine where 
the coffee was purchased and to display the product's 
history to the final consumer on the landing page of the 
coffee's official website.

IV. DAPP FOR TRACKING COFFEE ORIGIN 
BASED ON PYTEAL AND ALGORAND

A. Business Model Canvas

 

Fig 4. Business Model Canvas

The Business Model Canvas DApp for food traceabil-
ity based on PyTeal and Algorand is a decentralized appli-
cation that leverages the Algorand blockchain and PyTeal 
(a Python library for writing Algorand smart contracts) to 
enable transparent and trustworthy food traceability. It re-
lies on partnerships with farmers, suppliers, regulators, re-
tailers, distributors, data analytics providers, and payment 
providers. The DApp's value proposition lies in transpar-
ency, increased trust, and the potential for premium pric-
ing. Key activities include developing and maintaining the 
PyTeal smart contract, integrating with regulators and cer-
tifying bodies, providing user support, integrating payment 
solutions, and facilitating transactions within the supply 
chain. Customer relationships are built through transparen-
cy, feedback listening, loyalty rewards, excellent support, 
and collaboration with food producers.

The DApp targets farmers, suppliers, regulators, re-
tailers, distributors, and consumers. Key resources include 
the Algorand blockchain, a software development team, a 
marketing team, and PyTeal. Channels utilized include so-
cial media, partnerships, events, academic promotion, and 
the Algorand blockchain platform. The cost structure in-
cludes development, maintenance, customer support, and 
marketing expenses. Revenue streams come from transac-
tion fees, subscription models, advertising, and potential 
crowdfunding. Overall, the DApp enhances traceability, 
transparency, and trust in the food industry, benefiting all 
stakeholders involved.

In summary, the Business Model Canvas DApp for food 
traceability based on PyTeal and Algorand revolutionizes 
traceability in the food supply chain. It ensures transpar-
ency, fosters trust, and enables premium pricing. Through 
partnerships, key activities, customer relationships, target-
ed segments, key resources, channels, cost structure, and 
revenue streams, the DApp delivers its functionality effec-
tively, reaching a wide user base and generating value for 
all stakeholders involved.
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B. Smart contracts between stakeholders in the pro-
ducing coffee

This sequence diagram depicts the interaction between 
the parties involved in coffee production and a smart con-
tract that monitors the production procedure. The process's 
stakeholders include the coffee producer, the logistics 
company responsible for transporting the coffee, and the 
coffee roaster or purchaser (Figure 5). 

Fig 5. Sequences diagram for smart contracts between 
stakeholders in the producing coffee

The coffee Producer creates a new coffee batch and re-
cords the production stages using the smart contract to in-
itiate the sequence. The smart contract generates a unique 
batch identifier and notifies The Logistics Company and 
Consumers of the new batch. The coffee Producer then 
continues the coffee production process while using the 
smart contract to capture the quality inspection results. The 
smart contract communicates the inspection results to The 
Logistics Company and Consumers. 

The Logistics Company initiates the coffee shipment 
and documents the shipment details, including the quantity 
and destination, using the smart contract once the coffee 
production process is complete. The smart contract noti-
fies Coffee Producers and Coffee Consumers of the cargo. 
Consumers receive the coffee shipment and document the 
receipt using the smart contract. The smart contract then 
alerts Coffee Producer and The Logistics Company regard-
ing the shipment's delivery.

C.	 Implementation of Smart Contracts

The DApp will support two types of users: farmers and 
roasters. Farmers can create a new coffee batch by entering 
the coffee's origin, variety, and quality. Once a coffee batch 
is created, it will be assigned a unique identifier and added 
to the Algorand blockchain. Farmers can then sell their cof-
fee to roasters by transferring the coffee batch's ownership 
to the roaster's address. Roasters can view the available 
coffee batches and choose which batches they want to buy. 
Once a roaster purchases a coffee batch, the ownership will 

be transferred to the roaster's address, and a new record 
will be added to the Blockchain to reflect the transaction. 
The smart contract defines a coffee supply chain, which 
allows participants to create, receive, process, pack, ship, 
receive at port, roast, and export coffee. The smart con-
tract uses Algorand's stateful smart contract functionality, 
where participants can create and interact with a stateful 
application on the Algorand blockchain. The smart con-
tract uses Algorand's PyTeal library to define subroutines 
for each operation. The subroutines include specific logic 
to check if the function is valid and the data provided is 
correct before approving the transaction. If the transaction 
is invalid, an error message is returned.

Fig 6. Smart Contracts

The program defines several constants, represented as 
Bytes objects, that will be used as operation codes in the 
Algorand smart contract. These constants include:

■■ create_coffee: an operation to create a new coffee batch
■■ receive_coffee: an operation to receive a coffee batch
■■ process_coffee: an operation to process a coffee batch
■■ pack_coffee: an operation to pack a coffee batch
■■ ship_coffee: an operation to ship a coffee batch
■■ receive_at_port: an operation to receive a coffee batch at 
the destination port

■■ roast_coffee: an operation to roast a coffee batch
■■ export_coffee: an operation to export a coffee batch
These operations are likely specific to the smart con-

tract being developed and will be used in the contract's 
logic to determine how it interacts with the Blockchain and 
what actions it can perform. The local variables defined 
in the function, including local farmer, local coffee guid, 
local_coffee_type, local coffee_roaster, local_coffee batch 
number, and local coffee batch size, may represent data 
inputs or outputs for the smart contract. These variables 
will be used in the contract's logic to store and retrieve data 
related to the coffee batch.

The program module that is imported at the beginning 
of the code may contain additional functions and logic 
used in developing the smart contract. This code represents 
the beginning of creating an Algorand smart contract de-
signed to manage coffee batches' creation, processing, and 
shipping. Overall, the contract provides a transparent and 
secure way of managing the coffee supply chain, ensuring 
that the coffee is processed, packed, shipped, and received 
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correctly at each stage of the supply chain.

V. CONCLUSION

Creating a decentralised application (DApp) based on 
the PyTeal and Algorand blockchains for food tracking is 
a significant advancement in maintaining the safety and 
security of food. The DApp can successfully trace a food 
product's entire route from the farm to the table by utilis-
ing the transparency and immutability of blockchain tech-
nology, giving customers real-time details about its origin, 
quality, and safety. Using PyTeal, a smart contract lan-
guage based on Python, also allowed for the user-friendly 
and accessible implementation of complex logic and rules. 
This drastically lowered the entrance hurdles for devel-
opers and made it possible for the DApp to be developed 
more quickly and effectively. In general, a DApp for food 
traceability built on the PyTeal and Algorand blockchains 
might revolutionise the food business and increase con-
sumer trust and confidence in the goods they buy. It is a 
promising technology that might be crucial in assuring 
everyone's access to safe and secure food.
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