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Foreword to the EBT 2022 conference

Dear colleagues, dear friends,

We are glad to welcome you to the second E-business technologies conference, at FON, University of Bel-
grade. The goal of the conference is to gather leading professors, scientists, researches and experts in practice,
well-established IT companies and PhD students in order to share ideas and use cases from practice in area of
e-business.

Interactions and convergence of the advanced information technologies and e-business ecosystems have re-
defined methods modern business entities and ecosystems generate value, shape roles and activities, while
opening new directions, challenges and environments for both academia and practitioners. Digital e-business
ecosystems bring plethora of possibilities, opportunities and challenges in different contexts. We see E-busi-
ness technologies conference as a kind of a platform or environment for strategic networking on both national
and international level. In addition, the idea is to foster scientific potentials, skill and knowledge and promote
and empower the ideas of digital society, competencies, citizen science, crowds, etc.

EBT 2021 accepted 31 regular papers from 7 countries. In addition to a large number of researchers and
experts from Serbia, the conference will include researchers from abroad: Turkey, Russia, Iran, India, Libya
and Eritrea. Keynote lectures will be given by three eminent experts: prof.dr Vladan Devedzi¢, Professor of
Computer Science and Software Engineering at the University of Belgrade Faculty of Organizational Sciences
and the Corresponding member of Serbian Academy of Sciences and Arts, prof.dr Marko Suvajdzi¢, Associate
professor of Digital arts & sciences, University of Florida, USA, and prof.dr Dejan Miloji¢i¢, Distinguished
technologist at Hewlett Packard Labs and IEEE Computer Society President 2014, Hewlett Packard Labs,
Palo Alto, CA, USA.

Further, the conference includes many sessions and a workshop for students on the topic of Digital project
based learning organized within the Erasmus+ project “D-PBL: advancing project-based learning into the
Digital Era”, KA2 programme for cooperation partnerships in higher education.

We thank all the volunteers and other members of the organizational team for the huge effort, help and support

Welcome to EBT 2022 in Belgrade

Marijana Despotovi¢-Zrakic¢
Zorica Bogdanovi¢
Aleksandra Labus
DuSan Baraé
Bozidar Radenkovi¢
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KEYNOTE LECTURE

Al: Living 1s Easy with Eyes Closed

Vladan Devedzi¢

Professor of Computer Science and Software Engineering
Corresponding member of Serbian Academy of Sciences and Arts

University of Belgrade Faculty of Organizational Sciences
Belgrade, Serbia
vladan.devedzic@fon.bg.ac.rs

Abstract: Everybody's talking about Artificial Intelligence (AI). The hype is evident, and there is virtually no Al-free area
any more — business, technology, military, agriculture, medicine, industry, law, arts, media, education, even sports and politics,
all seem to be labeled 'Al', one way or another. However, does everyone who's talking about Al really understand what it is
and what underlies it? Have they ever read any textbook on AI? Can they explain why they label products, actions, events and
jobs 'AI'? What does a job in the area of Al look like? What does a job in another area look like if they say the job requires Al
skills? Are the systems labeled 'Al' solid, robust, autonomous? If they are intelligent, how intelligent are they? How does one
measure the intelligence of Al systems? What are the criteria to declare a system intelligent and not to discard it as dumb? Can
Al go wrong, or rogue? Do clear trends in the development of Al as a field emerge or not? This talk touches upon questions like
these, but it doesn't take sides; it rather indicates a variety of different views.
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KEYNOTE LECTURE

Blockchain protocol and i1ts mechanics: What 1s
Blockchain, its recent history, and its uses

Marko Suvajdzié

Associate professor of Digital arts & sciences

University of Florida
USA
marko@digitalworlds.ufl.edu

Abstract: The lecture will present foundations and functions of blockchain technologies, with the main focus on their inte-
gration into business systems. We will present the various blockchain protocols, discuss their expected development, and give
recommendations on how to choose the protocol that best suits business needs. Further, we will discuss the possible applications
of blockchain technologies in various domains that rely on the integration with Al and virtual reality, such as arts and creative
industries, gaming, metaverse and healthcare. Finally, we will present the main results of projects conducted at the Blockchain
Lab, University of Florida.







EBT 2022

KEYNOTE LECTURE

Digital strategy:
[gniting digital transformation

Dejan Milojici¢

Distinguished technologist at Hewlett Packard Labs
IEEE Computer Society President 2014

Hewlett Packard Labs, Palo Alto, CA
USA
dejanm@ieee.org

Abstract: IEEE Computer Society (IEEE CS) has unveiled its annual Technology Predictions, addressing the long-lasting
influence of the pandemic on tech advancements, new technology fundamentals, and anticipated trends shaping the industry
for 2022 and beyond. No one can say with 100% certainty what path the future of technology will take, but IEEE CS experts
in the field offer useful insights and predictions into some of the most influential possibilities. The top three tech trends that are
anticipated to dominate in 2022 are datacentric Al, remote medicine, and health, safety, and wearable biomedical technologies.

Converging technologies increasingly play crucial roles in disruption and are becoming essential for our survival. Predict-
ing technologies helps address pandemic impacts and concerns; it goes well beyond hypothetical exercise. The 2022 Technology
Predictions provides a deep dive into each prediction with analysis of specific problems and current demands; the opportuni-
ties for the technology; the impact the technology will have on the public, products, services, and related technologies; and the
sustainable solutions and business opportunities that it could potentially inhibit and/or enable.
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Do we need e-Business management or not? A
Critical Literature Review

Yiiksel Akay Unvan

Ankara Yildirim Beyazit University
Business School
Ankara, Turkey
aunvan@ybu.edu.tr
https://orcid.org/0000-0002-0983-1455

Abstract—Tue to technological developments and
Covid-19 pandemic, a highly competitive business en-
vironment was established. It becomes more important
for organizations to know their customers and partners
in this environment. As known during Covid-19 pan-
demic all potential customers of companies stayed at
home. These circumstances bring up how adaptation of
electronic business technologies are essential for firms.
Setting up new high technologies creates new concept
e-business management. This concept proves that if
companies cannot manage the adaptation process sys-
tematically, it will be waste of resources and time for
that company. As a result, most of the organizations
produce researches and contribute to the literature to
adapt to e-business technologies. The main purpose of
this article is to review the existed e-business manage-
ment literature and to make a critical examination of
research based on the last five year.

Keywords: E-Business Management, COVID-19,
Systematic Review

[. INTRODUCTION

In the previous five years, the usage of e-business is in-
creased rapidly and the quantity of research papers examine
mostly the relationship between e-business and informa-
tion technologies (Ghobakhloo & Tang, 2011). In the re-
cent years, the COVID-19 have forced companies to adapt
digital transformation to sustain their business. Firms that
adopted the traditional way of doing business could not
operate during the COVID-19 measures. To be successful
in an uncertain and competitive business environment, or-
ganizations should devise strategies to innovate their tech-
nologies to facilitate internal knowledge transfer and adapt
their e-business management to integrate internationally
based systems into their operations (Kim & Ramkaran,
2004; Zhu & Kraemer, 2002; Martin et al, 2011).

The importance of e-business technologies for institutions
has increased rapidly. Previously many traditional and
family-owned companies reject to use new technologies
(Huang, Kaigang, Kumar, Praveena, 2018). Moreover,
companies did not see the importance of e-business man-
agement over time. After technological breakthrough and
Covid-19, the communication between organizations and

Ahmet Siikrii Pampal

Ankara Yildirim Beyazit University
Business School
Ankara, Turkey
aspampal@ybu.edu.tr
https://orcid.org/0000-0003-0334-8195

customers are lost. They seek new ways to commerce their
product or service and to strength the relationship between
partners and customers. E-business management concept
is adapted by company owners and top level executives.
They realized that e-business technologies are must for or-
ganization success (Chaffey and Smith, 2008).

With the implementation of e-business technologies, many
companies aim to integrate high technology into all busi-
ness processes. Companies from various countries under-
stand the importance of the term and are used by these
organizations. At the same time, researchers realized the
importance of e-commerce in the 1960s. However, the
concept was not clearly defined and understood by the
readers. The development of the Internet has a serious
impact on the definition of the new concept of e-business
management.

In the last five years it is clearly seen that many firms,
non-governmental organizations, non-profit organiza-
tions and researchers clearly understand the importance
of e-business management to survive in a highly dynamic
business environment and to increase the business perfor-
mance in internal and external work of the company (Sru-
amsiri et al. 2017; Lisa & Burke, 2018; Alshurideh, 2019;
AL-Mansour & AL-Ajmi, 2020; Olayinka and Wynn,
2021; Attila, 2022).

A CRITICAL LITERATURE REVIEW: E-BUSI-
NESS MANAGEMENT

Researchers realized the term “’e-business” in the begin-
ning of 1960s via development in information technolo-
gies (Zwass, 1996; Wigang, 1997). After the advancement
on internet, e-business has increased its importance for
organizations (Melao, 2009). Electronic business technol-
ogies have become inevitable for organizations to increase
their performance. E-business technologies has increased
confinity in every business operation in an organization.
Biggs (2000) supports the idea that the e-business tech-
nologies are a breakthrough development for organizations
created by the evolution of internet.

Chaffey and Smith (2008) define e-business technologies
as usage of internet and electronic networks are key for
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business success. This technology includes e-commerce
which is providing services to customers and purchasing
and selling goods via technological advancements (Tur-
ban et al., 2006). Electronic business technologies provide
proper web-based platform for companies to establish col-
laboration with suppliers, agents, customers etc., and eas-
iness of the communication between business partners to
create competitive advantage over their rivals (Currie and
Parikh, 2006). On the other hand, firms use the fruitful in-
formation in online platforms to identify their competitors,
improve their product quality and invest in research and
development in their goods and services (Singh, 2002).

The current technological development pushes businesses
to be self-service businesses based on current technology
(Dabhokar et al. 2003). Usage of e-business technologies
support companies to explore new markets, to forge new
alliances and improve their customer relationship and it
rapidly increase burst velocity of using e-business in busi-
ness environment (Deise et al., 2000). In other words,
e-business technologies establish clear communication
inside whole organization among suppliers, workers, cli-
ents, stakeholders regardless of the physical business envi-
ronment (Rodgers et al., 2002). Building effective digital
communication among partners help companies to reach
focused customers and to find right business partners
(Strauss and Frost, 2001, p:6). Follit (2000) supports that
adaptation of e-business technologies increase interaction
between customers and organization and improves rela-
tionship lead to loyalty in the relationship then result in
gaining competitive advantage over rivals and to increase
organization profits.

During Covid-19, e-business management become a wide-
ly needed concept for various institutions such as educa-
tional and public institutions and so on. Electronic web-
sites are established to teach tutors and students how to
adapt new technologies while learning how to be success-
ful in their projects (Lisa & Burke, 2018). According to
Falae (2018) e-business technologies support online learn-
ing in business via some courses aimed to teach students
from different ages and countries. E-business technologies
enable people to get their education anywhere and anytime
(Huang et al., 2018). In public institutions governments
transform their traditional public work into electronic
environment such as Turkish government (Yildirim and
Bostanci. 2022). As lockdowns became the new normal
during Covid-19, businesses and consumers increasingly
“went digital”, providing and purchasing more goods and
services online, raising e-commerce’s share of global retail
trade from 14% in 2019 to about 17% in 2020 (UNCTAD,
2021).

E-business is using newly emerging technologies in order
to establish clear communication and manage relation be-
tween customers and business partners to improve com-
panies’ services and products (Lin & Lin, 2008; Palacios
et al., 2014; Alshurideh et al., 2015; Oliveira et al., 2016;
Alshurideh, 2016; Alshurideh, 2019; Alzoubi et al., 2020).
Ash and Bur (2003) supported the term e-business man-

agement as organizing internal and external processes of
firms and those processes based on internet (Hinton and
Barnes, 2005). Urbaczewski (2002) divides e-business in
two key elements: online (network, computer based infor-
mation tech etc.) processes and exchanging values (goods,
services, money, information time etc) of firm. Companies
adapt new technologies to integrate and manage interor-
ganizational activities (Bolat et al., 2016) and aim to de-
velop business models to maximize profit and improve
business value (Lin, 2008).

Business Management comprehend all activities happened
in internet such as online money exchange, e-commerce
and e-trade transactions, digital marketing and so on (Sru-
amsiri et al. 2017). The common e-business management
tools are listed in Figure 1 below.

SOCIGI Med/u
TS I:> Viral Marketing | E-Mail Market
Management Tools Y PAEEVGIREdng e
N

Figure 1: E-Business Management Tools (Zebari, R.
R., Zeebaree, S. R., Jacksi, K., & Shukur, H. M. 2019)

Adapting e-business technologies hand over priority to
companies a competitive advantage in developing coun-
tries (Olayinka and Wynn, 2021). Olayinka and Wynn
(2021) suggested that organizations must prepare different
strategies among partners, customers and internal units.
Otherwise, adapting new technologies are going to be re-
sulted as waste of resources and decayed business perfor-
mance. On the other hand, e business management must be
seen as a holistic way to clarify benefits of e-business on
performance (Chen, Rutkar, Carrillo, 2013). It will help or-
ganizations to consider predicted benefits and implementa-
tion of new management roles (Chaffey, 2013).

Covid-19 fastens the digital transformation process of
companies and evolves the e-business management to
create value added products and services (Aherinia, Sha-
riatnej, Saedi, Moshtaghi, 2021). The world is constant-
ly changing day by day and digital marketing tools are
comprehend everywhere, which brings out the concept of
e-business management (Treiblmaier & Sillaber, 2021) .
During COVID-19, organizations realized that this pan-
demic cause lots of unemployment (Zhang et al., 2020;
Kuijpers, 2020). On the other hand, it brings out some op-
portunities with it (AL-Mansour & AL-Ajmi, 2020).

Today's economic environment and competitive climate
require innovative products and processes to survive in
these business conditions. In order to gain a competitive
advantage in the market, companies should focus on their
customers and aim to develop e-business technologies in
their work (Youniss, 2022). E Business technologies be-
come beneficial and essential while managing customer
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relationship (Siby & George, 2022). The Figure 2 shows
the general framework for e-business management in a
competitive environment.

Type of E ) | Type of E-Marketing ‘

]‘ Marketing ‘
Marketing Style | Approach

Penetration

Electronic Means

Mobile Presence  [oee + Channel Distribution

Competitive Business
Business Model | Managemen ‘

Revenue Model l
\ ) Type

Cost Structure 1|

Type of CRM Vakue Proposition
Approach |

Figure 2 Framework for E-Business Management in com-
petitive environment (Isaias, P, Carvalho, L. C., Junior,
N. C., & Cassundé, F. R. 2019)

CRM analytics

‘ Target Market H Resources ‘

In the last twenty years, e-business management have
rapidly growth its importance and many researches are
completed in e-business technologies and management of
those technologies (Ghobakhloo & Tang, 2011). During
COVID-19, companies realized that they must adapt dig-
ital transformation and continuous update and innovation
of their technologies in order to integrate all organization
activities successfully (Attila, 2022; Kim & Ramkaran,
2004) and use e-business management methods to estab-
lish long term relationship among business units to sus-
tain competitive advantage in environmental uncertainties
(Zhu & Kraemer, 2002; Martin et al, 2011). Thereupon,
e-business management supports companies in digital
transformation while integrating relations among depart-
ments, units, customers and help firms to manage their
activities effectively then create value added products or
services (Attila, 2022).

[II. METHODOLOGY

In this paper, a systematic review technique is applied while
collecting and analyzing existing studies. In this context, it
is essential to understand how e-business management is
developed during last five years. Using systematic review
is overviewing main studies in the literature (Greenhalgh,
1997; Régo et al., 2021). In this technique, firstly the relat-
ed studies are read and the existing problem is summarized
and then it is aimed to identify the gap in the current liter-
ature. In summary, this paper presents a systematic review
over the literature of e-business management.

In the scope of this study, the systematic review was done
in three steps. Firstly, the research was done on the basis
of the Web of Science database. Moreover, some filters
such as “last five years, only English, articles” were ap-
plied while searching. In addition, e-business management
term was added to filter in order to find the related articles.
In the second step, only articles from business and man-
agement journals were searched. Finally, totally 32 articles
have reviewed at the end of the study. The Figure 3 below
summarizes the research details.

WebofScience Databese Search Term:

Applying Filters: E-Business Management
-Last 5 years

-Only Articles Literature Review:

-Business or Management Journals

32 Articles

Figure 3 Systematic Review Process

IV. CONCLUSION

As aresult, e-business management sustains its importance
for companies. At the same time, following new coming
technologies and adapting them to business procedures
become inevitable during COVID-19. That is, e-business
management technologies are adapted and used by com-
panies (Attila, 2022; Kim & Rambkaran, 2004) and those
companies reach their strategic goals and become success-
ful in an uncertain business environment (Ghobakhloo &
Tang, 2011).

Moreover, companies need to adapt to e-business technol-
ogies in order to survive the COVID-19 period with the
least cost. Reaching more customers, easiness of com-
munication with business partners and technological ad-
vancement in business processes support companies to
reach upcoming opportunities in the market (AL-Mansour
& AL-Ajmi, 2020). The adaptation of e-business technolo-
gies helps companies to have competitive advantage.

The implementation of systemic review of this study
demonstrates that e-business management shows its impor-
tance in last twenty years period. However, the essentiality
of the topic is increased in the last five years. Especially,
in the last two years, that is in the COVID-19 period, the
needs of e-business technologies boost the usage by firms.
Currently, it becomes a hot topic for researchers to contrib-
ute the literature of e-business and COVID-19.

Finally, this literature review article aims to contribute
current e-business management literature. The main input
which this article provide to literature is applying a sys-
tematic review in e-business management literature. With
this, there are also some limitations in this research. For
example, in the recent ten years, apart from the attention of
the topic, there are few researches about the subject. More-
over, it is understood that there are mostly articles from
the last five years on the subject in the literature. However,
this topic needs more than five years of systematic review
in e-business management. In further research, researchers
can extend the time and write a more comprehensive liter-
ature review on e-business management. As a result, the
answer to the question, which is the title of this study, is
that although traditional methods still maintain their posi-
tion to a certain extent, e-business management has taken
its place as an inevitable necessity to exist in the sector, as
a fact confirmed by the Covid-19 process.
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Abstract—This paper presents a methodological ap-
proach to introducing a new fashion brand to the digital mar-
ket. According to the developed methodological approach,
the readiness for the introduction of a new fashion brand to
the digital market was determined, and the obtained results
were analyzed. For the appearance of a new fashion brand on
the Internet, it is necessary to develop an internet marketing
plan that includes an Internet business plan and digital mar-
keting strategies. According to the proposed methodological
approach in this research, the implementation of the Internet
marketing plan of a new fashion brand is presented. The pro-
posed method can be adapted and used for introducing any
new brand or other products to the digital market.

Keywords - Internet Marketing Plan, Internet Business
Plan, Digital Marketing, Fashion Brand

[LINTRODUCTION

The development of modern information technologies
has initiated the inevitable digital transformation in all
industries, including fashion [1][2]. The digitalization of
the fashion industry aims to create a completely new ex-
perience for the end-users enabling e-commerce services,
and real-time support during the purchase process [1]. The
process of digitalization has affected all business process-
es in the fashion industry: from the production of fashion
brands to marketing promotions and selling to the end cus-
tomers, creating in this way new e-supply chains [1][3][4].

The concept of digitalization is applied all over the
world and many fashion houses have their appearance on
the Internet and use digital marketing strategies for promo-
tion, omnichannel communication, and monitoring of cus-
tomers' needs [5]. The existence of websites, mobile appli-
cations and social networks business profiles is important
for the appearance of fashion brands on the Internet, which
increases the visual identity and credibility of and im-
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proves the relationship with customers and stakeholders.
Through the website, as one of the most used channels of
digital marketing, business and shopping possibilities are
expanding. Online shopping aims to bring the brand closer
to the customers, create a sense of security and provide
assistance when shopping. By purchasing through the site
or mobile applications, customers are provided with re-
al-time information through online channels and this way
of shopping allows them to save time during the purchase

[6].

The digital world has affected the customers' habits and
behavior when shopping [6][7]. It is very important for
fashion brands to find their place in the digital world and
to bring their products closer to customers in a creative and
modern way [8]. An important role in positioning a fashion
brand on the digital market is played by the plan of its ap-
pearance on the Internet and marketing promotion, which
will encourage customers to make a purchase. New infor-
mation technologies make it possible to easily identify the
needs of customers by collecting and analyzing data from
websites, mobile applications, and social networks [6][9].

The main aim of this paper is proposing a methodo-
logical approach to introducing a new fashion brand to the
digital market. Using the proposed method, the readiness
for the introduction of a new fashion brand to the digital
market is analyzed and the implementation of the Internet
marketing plan is presented.

I1. DIGITAL FASHION INDUSTRY

Fashion is a cultural phenomenon that reflects the ap-
pearance and status of an individual through clothing and
other fashion accessories [10][11]. It is related to social
epochs and habits of society and as such represents the so-
cial image of society in certain periods of time [6]. These
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original perceptions of fashion as a social giant have not
changed since its inception, but what has changed is the
way of communication and selling products to customers.
The advent of e-business has led to the replacement of one-
way communication with more interactive and dynamic
strategies in the business world [6][12][13].

Many studies have shown that a very large number of
customers enjoy the benefits of online shopping from their
homes, which has caused an increasing presence of fashion
brands on the Internet [10][14][15]. In order for a fashion
brand to be competitive in the online market, it is very im-
portant that it achieves and maintains the recognition of
its brand.

The digital fashion industry can be defined as a network
that includes a number of different online channels that are
put in support of fashion brands [10][16]. It encompass-
es the sum of the characteristics of a product, services, or
fashion brand as an organization that, in a specified way,
is a particular perception or experience of users and other
stakeholders [10][16].

There are three disruptors that affect the digital fashion
industry [17]:

= Digital start-ups. As a consequence of the rapid devel-
opment of the Internet and digital platforms, a large
number of fashion brands run only e-business. Sales are
made only online, through websites, mobile applications
or social networks, which leads to reduced costs and
more affordable prices for the customers themselves. In
this case, physical stores and traditional sales and com-
munication channels do not exist in the business [17].

= Al-enabled demand forecasting and product design. Ar-
tificial intelligence is the science of intelligent computer
programs and machines that behave and act in imitation
of a certain level of human intelligence. The fashion in-
dustry market is rapidly changing and requires timely
anticipation of customer needs and requirements. Tradi-
tional fashion houses end the production process much
earlier before the sale, which can lead to a significant
discrepancy between planned and actual demand. As
a result, artificial intelligence has found a place in the
fashion industry as a way to anticipate customer needs
and product design, thereby minimizing inventory and
missed sales opportunities [18].

= Collaborative consumption. It is defined as “traditional
sharing, bartering, lending, trading, renting, gifting, and
swapping” via a digital medium [17]. It has appeared in
many industries, including fashion, where it is constant-
ly growing. There are two ways of using collaborative
consumption in the fashion industry: the first involves
platforms through which it is possible to rent clothes for
a short period of time, while the second refers to peer-
to-peer platforms through which it is possible to donate
and buy second-hand clothes [19].

The application of modern information and communi-
cation technologies has enabled a great transformation in
the business of fashion brands and created an opportunity
for sales through online channels. Web 2.0 has created a
need for new communication strategies as customers have

ceased to be passive participants in the communication
chain who only receive information through traditional
channels [6]. In online environments, fashion brands dis-
play a set of features of their products using various for-
mats such as text, images, or video, which gives to cus-
tomers additional information and contributes to better
visualization of the brand [20].

The challenge of a new fashion brand lies in finding the
right e-business techniques and tools and consequently the
right strategy by which the fashion brand will find its place
in the digital market [6][21]. A key goal of the e-business
of a fashion brand is enabling an easy way of shopping
using services that would help customers to decide what to
buy (for example, enabling virtual trying of clothes) [22].

III. THE METHODOLOGICAL APPROACH TO IN-
TRODUCING A NEW FASHION BRAND TO THE
ONLINE MARKET

The methodological approach to introducing a new
fashion brand to the digitl market is presented in Figure 1.

Identifying a need for a new fashion brand in digital market

Analysis of readiness to
introduce a new fashion
brand on the online market

Identifying target audience Competitive analysis

v

Development of a new fashion brand

Defining online clothing Designing and manufacturing
niche clothing

Designing fashion brand
name and a logo

v

Defining Internet marketing plan for fashion brand

Internet business plan Digital marketing strategies

Mission and vision Business model canvas

CRM strategy

SWOT analysis Revenue model

Omnichannel marketing
strategy

Project managment team Web presence

‘ Web site design

Electronic store

Digital payment
system

Loyalty programs
Risk management

Digital marketing
techniques

Financial analysis

v

Implementation of Internet marketing plan

Choosing web site Implementation of

domain and hosting Launc.hlng Enabling digital digital marketing
. electronic store payment system .
provider strategies
Business result analysis
RFM analysis Web site Digital marketing metrics and KPIs ROI

analytics

Fig. 1. The methodological approach to introducing a
new fashion brand to the digital market

Proposed methodological approach encompasses fol-
lowing:

1. Identifying a need for a new fashion brand in digital
market. To develop a new fashion brand and present it
to customers, it is necessary to examine the readiness to
introduce a new fashion brand on the online market. In
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this way, the target audience can be identified and their
needs for specific fashion apparel. It is also important to
analyze the digital market and the competitors’ advan-
tages and disadvantages of e-business.

2.Development of a new fashion brand. After identifying
customers' needs, follows defining online clothing niche
and fashion designers can approach designing new fash-
ion brand. This step also implies designing a fashion
brand name and suitable logo.

3. Defining Internet marketing plan for fashion brand. This
step implies defining an internet business plan and digi-
tal marketing strategies. Internet business plan contains
missions and vision of a new fashion brand, Business
Model Canvas, revenue model, SWOT analysis, design-
ing a web presence, cost planning, and risk manage-
ment. Digital marketing strategies for new fashion brand
include defining CRM, omnichannel marketing strate-
gies, loyalty programs, and digital marketing techniques
(e-mail marketing, affiliate programs, social media mar-
keting, etc.). The project management team is responsi-
ble for defining these elements of the internet marketing
plan and can gather a team of fashion designers and styl-
ists, IT designers and programmers, marketing manag-
ers, project managers, and financial managers.

4.Implementation of Internet marketing plan. This step
includes the implementation of all elements related to
web site development and appliances of digital market-
ing strategies.

5. Business result analysis. After implementing an internet
marketing plan, it is necessary to monitor and analyze
achieved business results in order to improve future of-
fers and fashion brand development.

IV. ANALYSIS OF READINESS TO INTRODUCE
A NEW FASHION BRAND ON THE DIGITAL
MARKET

In order to examine the readiness of consumers to in-
troduce a new fashion brand, as well as to determine their
preferences, attitudes and expectations, an exploratory
quantitative research was conducted. For the purposes of
this research, a survey was created, which included two
groups of questions. The first group of questions included
those aimed at identifying demographic data, such as age,
level of education, employment and material status, etc.
In addition to demographic questions, the first group also
included questions related to the level of digital literacy
of respondents, the degree of use of social networks and
habits when buying clothes. Another group of questions
referred to questions that examined respondents' prefer-
ences and attitudes about online wardrobe shopping. This
includes issues ranging from the frequency of online ward-
robe shopping, through the different specifics of shopping,
to possible negative experiences in such activities.

A total of 144 respondents participated in the research,
of which 13 responses of male respondents were excluded
from the further research process because they do not be-
long to the target group of the research, ie adult females.
Average age of respondents M = 26.82; SD = 7.38. Re-

garding the educational structure of the sample, 47.3%
were persons with completed secondary school, 32.1%
were persons with a university degree or higher, and
20.6% were persons with completed postgraduate studies.
The majority of respondents (56.5%) rated their material
status as average, ie similar to people from their environ-
ment, while 11.5% of those with slightly worse and 32%
of those with above-average or far better material status.

Respondents generally (87%) rated their digital litera-
cy as excellent, choosing the option to successfully use a
computer or smartphone for various activities. Only 9.9%
of respondents stated that they use a computer or smart-
phone only for basic activities, while 3.1% of them use as-
sistance in using these devices. Figure 2 shows the extent
to which respondents use different social media.

When it comes to the type of wardrobe they buy, re-
spondents prefer a ready-made wardrobe, rather than tai-
loring (Fig.3).
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Fig. 2. The degree to which respondents use different
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Fig. 3. The type of wardrobe respondents buy

It is similar with the way of shopping, ie the respond-
ents largely prefer to buy clothes in traditional stores com-
pared to online stores (Fig.4).
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Fig. 4. Place of buying clothes

Table 1 presents the frequency of wardrobe purchases
via the website and social media.

Shoppin Shopping via
Frequency via gzbsigte sociglpmegdia
Once every few years 9% 32%
Several times a year 67% 54%
Several times a month | 20% 11%
Several times a week 3% 2%
Almost every day 1% 1%

Table 1. Frequency of wardrobe purchases via website
and social media

In terms of the type of clothing they buy online, dresses
(M =3.29; SD = 1.2) and T-shirts (M = 3.01; SD = 1.03)
stand out, while shirts and blouses are somewhat rarer (M
=2, 62; SD 1.28), trousers (M = 2.44; SD 1.37) as well
as skirts (M = 2.38; SD = 1.21). The respondents are less
likely to buy jackets, shorts, overalls and bodysuits online.

The preferences of the respondents' style of dress are pre-
sented in Table 2.

Dress style M SD
Casual style 4,19 0,809
Sports style 3,49 1.016
Elegant style 3,48 1.073
Classy style 3,13 1.016
Business style 3,06 1.018
Chic style 2,58 1.243
Street style 2,52 1.230
Vintage style 2,17 1.068
Sexy style 1,95 1.437

Table 2. The preferences of the respondents’ style

Respondents point out cash on delivery as the preferred
method of payment, followed by card payments and, to a
very small extent, payments to the account and PayPal
(Figure 5).

PayPal

Fig. 5. Preferred payment method

The importance of various factors when buying clothes
online is presented in Figure 6.
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Fig. 6 The importance of various factors when buying
clothes online
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V. AN EXAMPLE OF THE IMPLEMENTATION
OF ANEW FASHION BRAND
IN THE ONLINE MARKET

A. Business Model Canvas

The digital transformation has led to the emergence of
new e-business models. For e-business and appearance on
the Internet, it is necessary to define an internet market-
ing plan and an Internet business plan. Within the Internet
business plan, the key elements are the canvas business
model and the revenue model. The business model canvas
is an instrument of strategic management and a framework
for developing new and documenting existing business
models [22][23]. It consists of nine segments that need to
be defined:

= Key partners. Partners who help run business activities.

= Key activities. Activities that represent the core of the
company's business system.

= Key resources. Resources used by the company in creat-
ing value for customers.

® Value propositions. Products and services that the com-
pany offers to meet the needs of its customers.

= Customer relationships. There are different relationships
with customers such as personal assistance, self-service,
automated services, etc.

= Customer segments. Description of the characteristics of
all user groups (stakeholders) and their role in the sys-
tem.

® Channels. The basis for building relationships and long-
term trust between users and the business system.

® Cost structure. The set of costs that only the business
requires to perform its activities.

= Revenue streams. The way a company generates reve-
nue from each market segment.

Defining the canvas business model enables faster ad-
aptation to constant changes in the market and gaining a
competitive advantage. For the newly created fashion
brand, it is very important to precisely define all segments
of this model in order to strengthen the network of poten-
tial customers, and later create a network of loyal custom-
ers.

At Business Model Canvas of a new fashion brand,
the focus is on developing a website and online store (Fig.
7). The key partners are suppliers who would deliver pre-
agreed goods, a courier service that would deliver the
ordered products, media partners through which market-
ing promotions would be realized and payment gateway
companies through which transactions would be secure-
ly enabled. Key activities would be the development of a
website and e-store through which loyal customers would
have certain benefits and the implementation of digital
marketing strategies. All these activities would be imple-
mented using the key resources (partners, development
team, physical resources). All this would be done in order
to successfully achieve the proposed values of the fashion

brand- to create an open market that facilitates communi-
cation between buyer and seller, a wide range of products,
flexible payment methods, fast delivery, customization and
innovation, cheaper and more efficient shopping. The idea
is to achieve the best possible relationship with customers
by providing them with a loyalty program, as well as safe
purchasing of products. The channels through which busi-
ness would be conducted would be the main channels of
digital marketing: website, mobile application, social net-
works, as well as sites of other companies. The market is
divided into segments depending on the age of the women.
Online sales of products would generate the highest reve-
nue, while costs would relate to marketing, development
and maintenance of e-business and operating costs.
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Fig. 7. Business Model Canvas of a new fashion
brand

B. Revenue Model

A revenue model is a way for a company to generate
revenue, generate profit, and return invested capital. [24]
The proposed revenue model for a new fashion brand con-
sists of 5 submodels (Fig. 8): advertising model, subscrip-
tion model, transaction commission model, sales model
and affilation model.

Revenue model

Transaction
commission model

Subscription

model Affiliation model

Sales model

Advertising model

Include other
brands in your
offer

Affiliate and

Loyalty program Internet shop The clothes Fashion Blogger

Fig. 8. Revenue Model

The main source of income would be the online sale
of clothing, which is represented through the sales mod-
el. Partnerships with brands and their presentation on the
website of the fashion brand are planned as well. This is
an advertising model and affiliate model. Cooperation with
various influencers on social networks and fashion blogs
also presents using an affiliate model. In this case, promot-
ers who redirect consumers to a fashion brand's website get
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a percentage of sales, ie. if the customer buys the product
based on their recommendation, promoters receive a fee in
return. Since the fashion brand would only have an online
store, another source of income is the commissions that
are obtained by enabling the transactions. This is a model
of transaction fees. For the subscription model, the fashion
brand company would develop a loyalty program. Apply-
ing for this program brings various benefits to members.
Applying for the program, as well as membership in the
club is completely free, however, every time you purchase
something your exclusivity as a member of the loyalty club
increases. So, customers here are actually conditioned to
buy as much as possible, and in return receive increasing
benefits from the company (discounts, invitations to exclu-
sive events, pop-up stores, etc.).

C. Web site appearance

Many options are available within the web applica-
tion, from the home screen to the e-shop. Various search
filters have been created for easier navigation and product
search. Each product is described in detail, and buyers for
all doubts can ask a question within the formed chatbot
or directly by contacting the seller through various social
media that are connected to the application itself. A loyalty
program has also been developed, which contributes to a
greater connection with the brand, and includes collect-
ing certain points when buying and ranking in relation to
their total number. Personalization is enabled by creating
an avatar with the personal characteristics of the customer.
Some of the options are shown in Fig. 9.

VI. CONLUSION

The scientific contribution of this paper is the develop-
ment of the methodological approach to introducing a new
fashion brand to the digital market. The development and
implementation of key models of the Internet marketing
plan are presented, and future directions of research will be
related to further method implementation and evaluation.
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Abstract— Recently, museums have been experiencing
sharp decline in public funding worldwide. Innovative class-
es of financing are required to fulfill the gaps in museums’
budgets. This paper examines a particular technology-ena-
bled class of financing — civic crowdfunding — as a potential
mechanism for the attraction of sponsorships and donations
for the museum operations. A specific questionnaire was
designed to collect primary data on the potentials of civic
crowdfunding of a specific project — the renovation of the
Memorial Museum of NadeZda and Rastko Petrovié. As indi-
cated by the respondents (N=284), civic crowdfunding can be
additional mechanism and viable alternative to the classical
forms of public financing.

Keywords - innovative financing, civic crowdfunding,
museum management

[LLINTRODUCTION

Museum management has been recently developing
as an important field of scholarly interest [1]. A number
of external and internal factors have affected the age-old
industry of museums, thus changing the paradigm of con-
servativism in the museum management. For instance,
museums as public institutions generally suffer from low
managerial efficiency of museum managers [2]. The new
role of museum directors requires a change from museum
being ‘predominantly custodial institutions to becoming
increasingly focused on audience attraction’ [3].

Additionally, museums worldwide face cutbacks in
their budgets and governmental financial support. Some
studies report on the immense budgetary constraints of
museums in the last few years [4]. The other studies, none-
theless, report on a progressive decline in the governmen-
tal funding of museums in the last few decades [5].

Finally, museums are faced with the development of
novel technologies. For instance, blockchain technolo-
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gies are used for tracking system for the loan of cultural
objects, thus facilitating the circulation of cultural items
and artefacts [6]. Even from a grand scheme of things, the
paradigm of digitalization has touched upon museums [7].

Overall laggard management of public institutions,
coupled with budgetary constraints that museums nowa-
days face, create a need for additional sources and ways of
financing. Technology advancement, however, enable new
mechanisms for donations and sponsorships. A particular-
ly suitable solution might be civic crowdfunding.

Civic crowdfunding is a specific sub-genre of crowd-
funding [8]. Civic crowdfunding is an alternative public fi-
nancing instrument [9], used to finance quasi-public assets
and projects [10]. In the context of this paper, ‘quasi-pub-
lic assets’ refers to the cultural heritage.

As in other forms of crowdfunding, participation of
small-scale investors is crucial for the success of the pro-
ject posted on a crowdfunding platform such as Kickstart-
er or IndiGoGo. Unlike other crowdfunding projects, civic
crowdfunding is used for fundraising for public assets or
projects. The success of a civic crowdfunding project is
usually attributable to the participation of citizens as in-
vestors.

The concurrent body of knowledge has already deline-
ated a possible direction of the greater citizen participation
in financing public cultural institutions [11]. Also, direct
financial participation of citizens in financing public goods
and services has a long tradition in Serbia [12]. The use
of technology-driven methods of financing public goods,
such as civic crowdfunding, on the other side, has not been
vastly implemented in Serbia [13].

The aim of this paper is to examine the potential of
civic crowdfunding as an alternative financing instrument
for the museums. More precisely, this study is focused on
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the examination of the main drivers (antecedents) of the
investors’ decision to invest either time or money in civic
crowdfunding projects.

This study is focused on a single business case study
of required renovation and refurbishment of the Memori-
al Museum of Nadezda and Rastko Petrovi¢ in Belgrade.
Using a specifically developed questionnaire to address
this aim, we collected responses from 284 respondents.
The data were used to test the main factors that could af-
fect either time- or monetary-related investments in the
above-mentioned civic crowdfunding project.

The remainder of this paper is organized as follows.
Section 2 briefly explains the business case for the civic
crowdfunding project of the Memorial Museum of Na-
dezda and Rastko Petrovi¢, which is part of the National
Museum of Serbia). Section 3 delineates the methodology
(research instrument, variables, measures, sampling proce-
dure and data processing). Section 4 explains the results.
Section 5 contextualizes the findings in the form of discus-
sion and conclusions.

II. ABUSINESS CASE FOR THE MEMORIAL MUSE-
UM OF NADEZDA AND RASTKO PETROVIC

The cultural institution Museum - Legacy of Nadezda
and Rastko Petrovic¢ is a lasting memory of the greats of
our culture and art. It was opened thanks to the noble gift
of their sister Ljubica Lukovié. In 1967, she bequeathed all
her immovable and movable property to the National Mu-
seum of Serbia, on the condition that this important legacy
be permanently exhibited in her house [14].

The museum has a collection of the famous Serbian
painter — Nadezda Petrovi¢ — a symbol of feminism and
important artist and a nurse of WWI [15]. In addition to the
collection of paintings by Nadezda Petrovié, the donor be-
queathed to the Museum the works of other Bulgarian and
foreign artists from the collection of Rastko Petrovi¢ (such
as I. Mestrovié¢, P. Picasso, O. Rodin, A. Modigliani, E.
Degas, J. Cocteau, etc.). A valuable segment of the legacy
is also represented by the manuscripts of Rasta Petrovic,
his African and Mexican collection, travel films, gramo-
phone records, his drawings and especially his large and
rich library. This precious gesture of giving was the best
way to permanently preserve an extremely valuable col-
lection of paintings and other art objects, personal belong-
ings and memories from the lives of great artists, which
also complements our understanding and interpretation of
various aspects of their personality and creativity [16][17].

This institution is of great importance for the gener-
al cultural heritage of Serbia. At the moment, the Muse-
um-Legacy requires intense investment in renovation and
refurbishment.

III. METHODOLOGY

A. Research model

For the purpose of this paper, we examined three vari-
ables that might affect the success of the civic crowdfund-
ing project: 1) project difficulty (rewarded from [18]), 2)
managerial experience (developed following [18]), and 3)
emotional aspects (inspired by 3). These independent vari-
ables were developed following [19].

As for the dependent variables, we investigated possi-
ble investment of time or money towards the civic crowd-
funding project following the scale developed by [20]. In-
vestment in time means a consumption of a person’s time
to recommend, comment or in any other mean unforcefully
communicate the idea of the project [21].

The set of hypotheses is graphically displayed in Fig. 1.
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Fig. 1. The hypothesized model

B. Research instrument, variables and measures

We based our study on primary data collected via a spe-
cifically developed questionnaire. The questionnaire had
six parts. The first part aimed at collecting demographic
characteristics of the respondents. Parts 2-4 aimed at col-
lecting data on independent variables (Project Difficulty,
Managerial Experience, and Project Plan). Each inde-
pendent variable was multi-itemed and measured at a Lik-
ert-type scale. Individual items of the independent varia-
bles are given in Table 1.

Table 1. Variables and measures (independent variables)

Item Code Inquiry
Project PD1 It is difficult for management to
Difficulty realize the plan
(PD) PD2 | Itis difficult for management to
complete project on-time
PD3 Overall, the project is difficult to
implement
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MD1 | Managerial team is experienced

in carrying out this project

Managerial
Experience
(MD)

MD2 | Managerial team has compe-

tence to complete this project

MD3 | Managerial team has corre-
sponding knowledge to imple-

ment this project

EA1 | Visiting this museum would be

beneficial for learning

Emotional
Aspects
(EA)

EA2 | Visiting this museum would be
beneficial for amazement and

surprise

EA3 | Visiting this museum would be

beneficial for involvement

EA4 | Visiting this museum would be
beneficial for identification with

the historical period

EAS | Visiting this museum would be
beneficial for identification with

the artists

Visiting this museum would be
beneficial for entertainment

EAG6

Parts 4-5 of the questionnaire aimed at collecting data
on the dependent variables (Investment of time and Invest-
ment of Money). The dependent variables were also mul-
ti-itemed and operationalized as: 1) probability, 2) readi-
ness and 3) likelihood for the investment t of time and/or
money. Once again, the Likert-type scale was used.

C. Sampling procedure

In total we sent the questionnaire in the e-form to more
than 1.200 email addresses. The snowball sampling tech-
nique was used, following the recommendations given in
[22]. The total of 295 were returned and 284 marked as
valid.

D. Data processing

Data were entered in the Statistical Package for So-
cial Science. The descriptive statistics were used for the
pre-analysis. Cronbach Alpha was used for the internal re-
liability of the multi-itemed constructs. Pearson moment
two tailed correlation was used for the interdependence
among the observed variables. Finally, two regression
models were used to validate the hypotheses.

IV. RESULTS

A. Sample features

The sample was gender-disbalanced, since 60.3% of
respondents were female. Most of the respondents were
educated (16.7% holding college, 64.1% holding bachelor

or master, and 2.8% holding doctoral degrees). Only about
5% of respondents have not visited any museums in last
five years, whereas 17.1% have visited 1-2 times, 43.6%
have visited 3-5 times, and 34.5% have visited more than
five times in the last five years.

B. Pre-analysis

Prior to testing hypotheses, we conducted pre-analysis,
including means and standard deviations, internal reliabil-
ity analysis and correlation analysis (Table 2).

Table 2. Means, standard deviations, internal reliability
and correlation matrix

Varia- Mean | STD | CA 2 3 4 5
ble

PD 4.23 1.74 | 94 B3FF | T9EE | JORE | 5k

ME 3.86 1.84 | 95 92%k | BO** | 76%*

EA 3.59 1.73 | .93 84%F | 79x*

Inv- 4.16 1.94 | 98 85%*

Time

InvMon | 4.12 1.62 | .87

**p<0.01

As shown in Table 1, the respondents were relatively
moderately interested into investing in the crowdfunding
project either time (Mean=4.16, STD=1.94) or money
(Mean=4.12, STD=1.62). All the multi-itemed constructs
were scaled to analyze internal reliability using the Cron-
bach Alpha. All the values were highly above the tradi-
tional threshold of CA>0.70. Finally, we found a number
of statistically significant correlations both between and
among the independent and dependent variables. Moreo-
ver, all the correlation coefficients were strong (r>0.70).

C. Hypotheses testing

As we learned about the statistical significance and the
strength of the relationship between and among the ob-
served variables, we proceeded to hypotheses testing. The
first regression model used Investment of Time (InvTime)
as a dependent variable, and three independent variables
(Project Difficulty — PD, Managerial Experience — ME,
and Emotional Aspects — EA).

Prior to that, we examined the possible existence of
auto- and multi-collinearity. As shown in Table 3, the val-
ue for Durbin-Watson test (DW=2.03) was in between the
traditional threshold (1.5<DW<2.5). Also, Variance Infla-
tion Factor (VIF) was below the threshold of VIF<10.00
for each observed independent variable (3.23, 7.66, and
6.57 respectively).

Finally, we confirmed H1 (R>=.75, p<.01). In particu-
lar, two out of three observed independent variables were
found to be statistically significant predictors of time in-
vestment in this potential civic crowdfunding project —
project difficulty (Beta=.36, sig.<.01), and emotional as-
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pects (Beta=.65, sig.<.01).

Table 3. Regression analysis for model 1

Dep.var.: Unst.Coeff | St.Coeff.
InvTime B SE Beta t Sig. VIF
(Constant) | .27 15 1.78 .08
PD 40 .06 .36 6.74 .00 3.23
ME -09 | .08 -.09 -1.12 .26 7.66
EA 72 .08 .65 6.401 .00 6.57
P value R .87 Adj R? .76 bW 2.03
<.001 R? 5 SE .96 F 292.81

Afterwards, we tested H2 (Table 4). Once again, we
pre-checked for a possible auto- and multi-collinearity.
Both Durbin-Watson (DW=1.99) and VIF (the same val-
ues as in the previous model) were within the standards,
and we concluded that no auto/ or multi-collinearity is
present in the model. We confirmed H2 (R*=.81, p<.01).
Once again, two out of three variables were found to be
statistically significant predictors of time investment in
this potential civic crowdfunding project — project difficul-
ty (Beta=.32, sig.<.01), and emotional aspects (Beta=.51,
sig.<.01).

Table 4. Regression analysis for model 2

Dep.var.: Unst.Coeff | St.Coeff.
InvTime B SE Beta t Sig. VIF
(Constant) | 1.05 | .15 7.17 .08
PD .30 .06 32 5.23 .00 3.23
ME 18 .08 .02 28 .82 7.66
EA A48 .08 51 5.81 .00 6.57
P value R .81 Adj R? .66 bW 1.99
<.001 R? .66 SE .94 F 186.15

V. DISCUSSION AND CONCLUSIONS

A. Key findings

The aim of this paper was to examine the potential
of civic crowdfunding as an alternative financing instru-
ment for the museums. More precisely, the objective was
to specify what the main drivers (antecedents) are of the
investors’ decision to invest either time or money in civic
crowdfunding projects. Three variables were tested — pro-
ject difficulty, managerial experience, and emotional as-
pects of investing. For this purpose, a specifically devel-
oped questionnaire was used to collect 284 responses.

We confirmed that all project difficulty and emotional
aspects play pivotal role in the citizens’ decision to invest
in civic crowdfunding project of the renovation of the Me-
morial Museum of Nadezda and Rastko Petrovi¢ (a part of
the National Museum of Serbia).

B. Contributions and Implications

This paper adds to the concurrent body of knowledge
in the field of civic crowdfunding by explaining the pos-
sible factors that affect the decision to invest in a specific
project. From a grand scheme of things, this field is known
as directing the wisdom of the crowd [23]. Hitherto, driv-
ers of success for civic crowdfunding projects have been
examined in the areas such as higher education [24], local
government projects [25], or social work [26]. Very little
has been known about museum financing via civic crowd-
funding.

The specific novelty of this paper is the examination
of specific drivers of investment decision for museum
crowdfunding projects. As expected, the results indicate
that the emotional aspect is a key factor for investment.
This finding is in line with other crowdfunding studies that
find emotions to be a vital force for investors, such as [27].

As for the managerial implications, this study has
isolated emotions as the main predictor of the success in
potential civic crowdfunding projects. Accordingly, emo-
tional messages could increase the probability of the suc-
cess of the elaborated project. It should be underlined that
positive affective and perceptual language could increase
the emotional connection and the sense of ownership of
the investment. However, extensive use of social messages
reduces the likelihood of the project success [28].

C. Limitations and further recommendations

This study has a number of flaws that could seriously
affect the generalizability of the findings. First, the study
is based on a limited sample size. An avenue for further
research is the extension of the sample to generate a na-
tion-wide conclusion regarding the innovations in financ-
ing museums in Serbia.

Second, the study included only a paucity of possible
antecedents of investment decisions in civic crowdfunding
projects. Also, the examined variables could be considered
as a ‘low-tension’ and relatively obvious predictors. Fol-
low-up studies should concentrate on additional and more
intriguing factors.

Finally, this study was focused on a single and poten-
tial project. Other studies should focus on general read-
iness of Serbian people to invest in civic projects over
crowdfunding platforms, and some ongoing projects of a
public importance.

D. Concluding remarks

Although the aim of this study was to examine and ex-
plore the main drivers for the potential civic crowdfund-
ing project, this paper addresses a more profound societal
issue. Namely, traditional government-backed sources
of financing museums are becoming scanter and scant-
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er. Nevertheless, the direct financing (such as admission
charging) might utterly jeopardize the number and range
of visitors. In the world of today, it seems that free access
to the cultural heritage might be a paramount factor for the
preservation of cultural heritage.

This paper tackles a more profound social interroga-

tives and issues related to the preservation of the Serbian
cultural heritage. In specific, we elaborate on the possibil-
ity of the diversification of financing museums via the use
of novel technologies.
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Abstract— A promising direction for the transformation
of social networks is the connection of commercial and fi-
nancial communications to them. This solves a whole range
of problems: monetizing social networks, retaining users in
networks, and increasing network traffic; receipt of financial
and commercial services by network users in the process of
network communications; and expanding the client base of
financial institutions. At the intersection of financial services
and social media, a new phenomenon has emerged — access
to financial services on online social media (FS OSN). The
novelty and the first steps in the formation of financial inclu-
sions require conceptual justification and determination of
approaches to their study. It is equally important to analyze
the effectiveness of incorporating FS OSN into the general
system of knowledge, business processes and social commu-
nications. This analysis is carried out from an institutional
point of view and agent-based modeling. The article propos-
es methods and models that allow analyzing the socio-eco-
nomic behavior of consumers of financial services in social
networks from the moment they start applying for financial
services (e.g., clicking on ads) to making decisions, as well as
providing financial services. both through social media chan-
nels and bypassing them but using them at different stages
of subsequent maintenance. The agent-based approach to
the design of financial inclusions in social networks allows
us to identify the conditions for the stability of the system
and the conditions for transition to other states, as well as
to establish the relationship between the evolution of finan-
cial intermediation and the social network and the innovative
mission of digital financial technologies and social networks.
Specific nodes, links and their strengths and weaknesses are
the main structures of analysis important for determining
the behavior of financial intermediaries, social networks, and
their participants, as well as building a model of interaction
between nodes. These interactions are considered as a set of
social and business contacts in the network.

Keywords - Online Social Networks, Financial Interme-
diation, Agent-Based Modeling

[.LINTRODUCTION

Social networks are an example of spontaneous devel-
opment [1] and represent a high level of self-organization
[2]. They are constantly in motion — moving from one state
to another. Recently, social networks offered an increas-

ingly wide range of financial and commercial services. For
this, various recommender-based applications have been
developed [3]. They help network users make decisions in
the face of information overload and help financial insti-
tutions and retailers promote their services and products
[4] and retain customer [5]. As a result, there are changes
in the information, commercial and financial space, in the
organization and structure of intermediation, as well as in
the forms and methods of providing financial services to
end users. Social networks are also changing their func-
tionality and commercialization are expanding. They are
increasingly offering their users a wide range of financial
services and goods [6], which allows network users to
make transactions in a “one-stop shop” — receive services
and buy goods when communicating on social networks.
In addition, financial services are not tied to business
hours and office/shop location but are tied to the location
of the network user. Equally important is the personifica-
tion of the offer of services and goods. At the same time,
it becomes possible to individualize services and consider
the interests of network users more fully. As a result, the
previously dominant universality, mass character and ho-
mogeneity of financial services are giving way to person-
alized offers. However, the prospects for the penetration
of e-finance and e-commerce into social networks are still
unclear [ 7]. A powerful accelerator of the commercializa-
tion of social sites is the monetization of social media plat-
forms, the scaling of financial services and commerce, and
the desire to retain users and increase traffic. The commer-
cial success of financial and commercial applications in
social networks acts as a kind of guarantee for the further
development of this process. Financial and business appli-
cations in mobile communications are especially rapidly
gaining momentum [8§].

Modern social media platforms are based on Web 2.0
technologies, which have opened a wide range of oppor-
tunities for companies to connect to social sites [9]. The
transition to Web 3.0 [10], which combines machine and
human intelligence to create new ideas and values, great-
ly expands these opportunities. This shift will greatly ex-
pand the boundaries of social online technologies. The
transition to Web 4.0 implies the further development of
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the mobile space (allows you to combine real and virtual
objects and users to create new value). At the heart of Web
5.0 is a sensory-emotional space that will further expand
the boundaries of social sites to include additional features
[117,[12].

Financial intermediaries are moving to better platforms
as they connect businesses with end-users. The interaction
between a financial intermediary, a social network, and a
user can be viewed as a multi-agent system [13]. Doing
business on a social platform provides stakeholders with
the information they need to achieve their goals. The in-
troduction of the Internet and e-commerce has led to the
automation of many of the tasks performed by financial
intermediaries and merchants and has led to the emergence
of new intermediaries and structures. In some cases, the
importance of complementary intermediary relationships
is increasing significantly, leading to a change in the role of
traditional financial intermediaries and traders. However,
the key is usability and the value that new links create. It
is no coincidence that social networks have included finan-
cial services in their activities. There were appropriate pre-
requisites for this, among which the intermediary function
stands out, which is the basis of both financial activity and
social communications.

Intermediation refers to the ability of social networks,
first, to provide various value-added services, following
the example of traditional financial intermediaries; sec-
ondly, to compensate for the negative consequences of ad-
ditional costs arising in the process of value creation due
to the appearance of additional links in the intermediary
chain [14]; thirdly, to unite the efforts of all participants
in the value chain in the context of adding a new element
and new functions to the function; fourthly, to transfer the
function of trust from one person to another [15]. A gener-
al approach to intermediary value chain analysis has been
proposed by Bakos (1998) [16]. The analysis of value-add-
ed intermediary services requires an integrated approach,
including the analysis of the relationship between the buyer
and the seller, the search for a pricing mechanism and price
compromises, facilitation of transactions and the provision
of appropriate infrastructure. Social media offered all these
elements. The social media platform is fully suited for of-
fering goods and financial services to online users [17].

Conceptualization of new knowledge and processes
based on the introduction of financial and commercial ser-
vices in social networks is possible and necessary with the
accumulation of the necessary statistical data. However, a
hypothetical review of changes is possible at an early stage.
It allows you to assess the current situation and consider
possible trends and options for changes in financial inter-
mediation and social networks. Financial and commercial
services are becoming a prominent trend in the develop-
ment of social media, financial intermediation, and e-com-
merce [18]. Social sites do not have restrictions on the time
and place of the provision of services, unlike real offices
and shops. Mobility, combined with the flexibility afford-
ed by modern recommender systems embedded in social

networks, allows such services to capture the attention of
online users [19]. Social distancing and lockdowns caused
by the COVID-19 pandemic have accelerated the spread
of financial services and social media commerce [20]. As
a result, the phenomenon of inclusive financial and trading
participation in social networks has emerged, which serves
to provide financial services and trade through social net-
works.

Although financial and merchant services have become
a prominent trend in the development of social networks
on the Internet, some restrictions may affect their further
development. Among them, the following financial restric-
tions stand out: firstly, in a number of countries there are
state restrictions on the development of financial servic-
es through social networks - from direct prohibitions (for
example, in China) to requirements for licensing financial
activities; secondly, financial institutions are introducing
direct communication with customers - blogs, managers,
networks interacting with customers online; thirdly, digital
platforms are emerging that organize direct links between
money holders and borrowers, which excludes financial
institutions from the process of lending and investing. The
article addresses the following questions. How can mi-
crofinance and micro trade determine the macroeconom-
ic structure, in particular the development of the financial
sector, and contribute to the creation of a unified informa-
tion and financial environment? Is it possible to analyze
these processes using agent-based modeling? What new
financial technologies make it possible to expand the func-
tions of financial intermediation and combine them with
information mediation? Is the advent of financial services
on social media a milestone in the development of finan-
cial and social intermediation, or just one of many passing
phenomena?

II. THE STRUCTURE OF THE STUDY AND ITS
FORMAL BASIS

There is a wealth of academic and practical literature
on social media and its commercial functions [21], as well
as financial intermediation [22], [23]. However, it is ex-
tremely rare to find works explaining the inclusion of fi-
nancial services in social networks [24], and the behavior
of participants in financial interactions in social networks.
In addition, there are no works on the conceptualization of
the nature of financial intermediation in social networks
and on agent-based modeling of systems of financial and
commercial recommendations in social networks. The
literature on both social networks [25] and recommender
systems [26], as well as the microstructure of the financial
market [27], including cash and investment retail [28] and
e-commerce [29], is extensive and includes both academic
and industry publications. It is difficult, if not impossible,
to give even a superficial overview in a few pages of these
two, until recently, completely unrelated areas. However,
with the digitalization of finance and retail and the advent
of recommender systems, financial and merchandise social
media applications have been developed. As a result, fi-
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nancial and commercial functions have been incorporated
into social networks. At the same time, there was an in-
stitutionalization of financial and commercial services in
social networks in the form of financial inclusions (FI) and
commercial inclusions in social networks.

The novelty and the first steps in the development of FI
require the conceptualization and definition of approaches
to the study of this problem. No less important is the choice
of practical approaches related to its effective inclusion in
the overall system of knowledge, business processes and
social communications. There is a wide field of activity
here, as information, trade and financial flows merge into
a single organizational form, which opens great prospects
for business and social communications and can influence
the behavior of markets and social users. The new engine
emerged from financial and commercial applications in-
tegrated into social networks based on recommender sys-
tems. At the first stage, the initiators of their formation
were trade and financial institutions. Later, key social
networks began to develop this niche. In some cases, they
used the services of trade and financial intermediaries; in
others they included the functions of the latter within their
scope. To this end, social networks have included licensed
banking or settlement operators in their structure. A lot of
work has been done in academia and business practice to
develop the theory and economic use of social networks,
recommender systems, e-finance, and e-commerce; the re-
lationship between these areas is still unclear. This article
presents an innovative idea that allows you to integrate
these arecas and move on to conceptualization based on
building an agent model and analyzing the mechanism for
optimizing the interaction of agents.

III. CONCEPTUAL FRAMEWORK AND
HYPOTHESIS

FI Concepts: Financial Intermediation & Social Media
— Financial and Social Information Systems — Financial
Recommender Systems; User-Oriented Systems — Agent-
Based Models — Agent Behavior — Recommender Sys-
tem — System Optimization.

The problem of financial recommendations in this arti-
cle is formulated as follows: let U is a set of users, S is a set
of financial services; Then g: U X S — R, where R is a fully
ordered set, that is, a utility function such that g(u, s) meas-
ures the gain in the utility of a financial service s for user u.

The main function of the network is to convey infor-
mation and values that "flow" through the connections
between nodes [30]. The flow of information between
network participants is affected by the distance between
nodes, the position of nodes in the network and the inte-
gration of nodes into the network, that is, contacts and their
strength. In this case, mediation was ignored. However, in
essence, mediation was recognized because the network
was seen as a channel for the transmission of information.
The introduction of social media financial applications
has demonstrated the importance of online intermediation

and the role of new embedded nodes in spreading infor-
mation and influencing other nodes. The article discuss-
es the mechanism for including financial intermediation
in the system of social mediation. Financial investments
in social networks have a high information and social-in-
teractive potential, which has yet to be studied in detail.
Network connections are critical to the efficient behavior
and operation of agents in an agent society. The division of
the network into the center and the periphery allows us to
evaluate the dynamics of the network and the integration
of new arrivals. How can financial inclusion use informa-
tion to integrate into a dynamic network that runs from the
periphery to the center? The agent model allows you to
analyze not only the behavior of participants, but also the
movement of information between them [31]. The problem
is solved in different ways: (i) if the nodes that determine
the input of financial information into the system are taken
as the center, and users are taken as the periphery, then in-
formation about intermediation is collected, (ii) if network
users are considered as central nodes, then the emphasis is
on efficiency meeting their needs.

The environment in which recommender technology is
commonly used has changed markedly over the past few
years in terms of the scale, variety, and complexity of data
available. Modern recommender apps not only have a ma-
trix of user and item ratings, but also complex user expe-
rience data, detailed item profiles, and large-scale (own,
public, or third-party) resources of many different types.
For their successful functioning, various optimizers are
used. Agent-based modeling is used as a lens to understand
the nature of competing processes in recommender sys-
tems and the logic behind recommender development. The
agent-based model of group behavior is used to model the
logic of collective decisions, determined by reaching the
consensus threshold. The key parameter of the model is the
corporatism of interaction between agents. The probability
of collective decisions depends on individual preferences
and the strength of cooperation between agents.

The development of modern recommender systems
has been accompanied by significant progress in the de-
velopment of efficient algorithms for optimizing data input
into recommender systems and in understanding the role
of recommender functionality in various application are-
as. The availability and convergence of technologies and
resources in social systems—personal user data, user in-
teraction records, user-generated content, social networks,
rich databases, geospatial information, and so on—have
changed the context in which recommendations are made.
Extensive information increases the ability to offer bet-
ter solutions. However, the amount of information com-
plicates the decision-making process. To simplify it, you
need to optimize your data. Therefore, optimization prob-
lems become decisive in the process of making decisions
and preparing recommendations.
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A. Limitations/implications of the study

This research is limited to agent-based modeling of
agent behavior when developing recommendations. The
emerging collective behavior with consistent and non-de-
terministic individual decision-making can be modeled
within the agent-based approach with local interaction be-
tween agents who are inclined to cooperate, considering
the optimization of decisions.

IV. AGENT-BASED MODELING

An important problem of economic theory is the mod-
eling of the market, which is necessary to assess its state
and predict its behavior in time and space (for example,
to assess the prospects of markets in different countries).
Rather conditionally, this task can be reduced to finding
a certain law that allows, from the available information
about the market at the initial moment of time , to deter-
mine its future state at any moment of time. Simulation
allows (i) to understand the behavior of decentralized
agents within financial and trade inclusions, (ii) to assess
the behavior of such inclusions in social networks, (iii) to
study the influence of individual behavior of agents, (iv) to
assess the evolution of financial and trade inclusions, and
(v) to optimize the interaction of financial and commercial
agents with network users. At the same time, it becomes
possible to assess the behavior of agents at the individu-
al level - network users, financial institutions, shops, and
social sites. A global vision of their behavior arises in the
course of the activity of many agents, that is, as a result of
modeling from the bottom up.

Agent-based modeling can be viewed as an alternative
to DSGE models since in some cases they can better rep-
resent financial markets than standard models. Such mod-
eling serves as a kind of background for the decision-mak-
ing process.

A. Agent-based models

At the heart of the model construction of the propos-
al: each agent is interested in the realization of their own
interests and, therefore, focuses on their own costs and
benefits; private costs and benefits depend on other inter-
ests - financial and commercial agents in social networks;
each agent promotes its interests and seeks to benefit from
other agents. The state of agents has the following graph-
ical structures: three-agent system - relations of a finan-
cial intermediary with social networks and network users
(Fig. 1a) - FSU; four-agent system - relations of financial
and commercial intermediaries with social networks and
network users (Fig.1b) - USFM, where F is a financial in-
termediary, S is a social network in the network, U is a
network user, M is a seller. In a four-agent system, the fi-
nancial intermediary is the dependent variable - the actions
of the financial intermediary depend on the buyer's choice
of the purchase method, and the buyer is the independent

variable - he determines the purchase from his own or bor-
rowed funds.

S -C S M

Figures 1. (a) Three-agent— F-S-U and (b) four-agent
system — U-S-F-M

The success of financial intermediaries and merchants
largely depends on the number of online users. In turn, us-
ers also benefit from the number of network participants.
First, financial, and commercial intermediaries grow their
business through participation in social networks and ben-
efit from their scale; secondly, costs decrease as the num-
ber of users of financial and commercial services increases;
thirdly, the effectiveness of collective action increases with
the increase in the scale of the network and financial and
commercial activities. User groups with financial and com-
mercial interests are defined as "inclusive" groups [32]. In
contrast, "exclusive" groups attempt to promote targets
for which the average benefit falls as group membership
grows or is independent of group size. Therefore, finan-
cial and trade inclusions can be seen as a digital version of
interactions that can be viewed in terms of the microeco-
nomic structure of contracts and the theory of firms [33].

The sociometric approach to social and financial net-
works considers the location of nodes in the network [34].
Thus, network methods and graph theory allow us to pro-
ceed to the establishment of the centrality index [35]. It
identifies the most important nodes in the network [36].
The centrality index characterizes both the uniqueness and
the direction of the events and information on the site on a
certain key topic (for example, financial and commercial).
Centrality determines the position and state of financial
and commercial services and their functions in social net-
works. The increase in the value of these functions is as-
sociated with their transition from peripheral to central. At
the heart of this transition lies on the one hand, the digitali-
zation of finance and its transfer to big data, and on the oth-
er hand, the transformations in social networks associated
with the completion of their explosive growth and the tran-
sition to some slowdown [37].To stimulate development,
social networks are moving from extensive mechanisms to
search-intensive ones.

All this leads to an increase in networks and the num-
ber of network nodes, as well as to a change in the centers
of influence of nodes in the network [38]. The rise of the
typology of flow processes [39] determines the emergence
of financial functions and their integration into the network
mode [40] Centrality issues become the subject of research
not only for commercial, but also for credit and investment
networks when determining the relationship between in-
terest rate, investment premium and risk [41]. Graphs of
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financial investments in the network allow you to deter-
mine their connectivity, optimize paths between nodes
and, thereby, determine the best recommendations, as well
as improve the efficiency of connecting users to financial
services and commercial transactions.

B. State and properties of agents

The graph denoted by G is represented by a set of
nodes - a financial institution (F), a store (M), a social net-
work (S), and a network user (U), connected by edges. In
the model, the graph is denoted by G and is represented
by a set of nodes - a financial institution (F), a store (M),
a social network (S), and a network user (U), connected
by edges. The number of ribs depends on the nodes in a
particular group, in which financial activities, trade, com-
munication services, and social, commercial, and financial
needs are concentrated.

Financial services in social networks can be represent-
ed in the form of financial inclusions in which there is a
series of end devices — a set of nodes (F, M, S, U) on a
plane, labeled with integer coordinates (i, j), each of which
can be in one of the states ¢_(i,j):

o_(i)) (t+D)=0(c_(kD ()I(k]) € N (i), 2

where N (i, j) is some neighborhood of the point (i,
j), which according to von Neumann is defined as N_N"1
(1,))={(k,D| |i-k|+|j-1<1}; according to Moore as N_N"1
(1,))={(k,D| |i-k|<|j-1|<1}. Various transition states arise,
which are determined by the number of states ¢ and the
number of other participants n: N_r=c"(¢"n ).

The evolution of participants leads to the emergence of
sequences that obey certain rules. These rules can be attrib-
uted to local stable connections that affect the behavior of
the entire system. First, in the process of interaction, local
stable connections are formed. They are based on financial
advice and contacts based on financial advice and services.
Second, local changes in the initial conditions affect the
parameters of the entire system and lead to its evolution.

The state of the system depends on the values that the
participants bring to it. As part of a financial inclusions, the
value depends on the sum of all values - an online user, a
store, a social network, and a financial institution. Various
specific values are possible both for each participant and
for the entire system. The agent-based model makes it pos-
sible to identify patterns in the development of a collective
solution for various interactions of agents, as well as to
study the influence of changes and behavior of agents dur-
ing the transition from an individual solution to a collec-
tive one, that is, in the process of coordinating a solution.
The agent model makes it possible to model the logic of
collective decisions determined by the achievement of a
threshold value [43]. The key parameter of the model is
the cooperativeness of agents, which places the group in
a certain financial and cultural dimension of individual-
ism / collectivism. There are many types of collective ac-

tion. All of them cannot be reflected using the same formal
model. Any model requires simplification of actions and
situations, which allows considering the required circum-
stances [44].

The transition to financial services begins after two
separate agents (a network user and a financial institution)
or three separate agents (a network user, a merchant, and
a financial institution) have prepared a common solution,
that is, in the process of reaching a collective decision. The
likelihood of moving to a collective decision depends on
individual user preferences and financial guidance, as well
as the strength of collaboration between agents. Collabo-
ration allows the behavior of individual agents to be cor-
rected. The recommendation system is designed to prepare
cooperation. Each agent has complex behavior. They are
based on simple local interactions between agents. Some
of these interactions are used in local optimization. How-
ever, general optimization of financial and commercial in-
teractions on social media has not yet been used for global
optimization.

C. Agents’ behavior

Thus, special systems appear on social networks — FSU
and FSUM, which are associated with financial and com-
mercial services for social users, which are defined as fi-
nancial investments. These systems can generate various
types of behavior, from asymptotically stable to chaotic
and unstable [45]. The stability of the system is ensured by
the constant formation of supply and demand for financial
services and goods, as well as by algorithms for recom-
mendations for applications in social networks [46]. FSU
and FSUM are multi-agent systems. They have a special
architecture and behavior determined by their agents [47].

Dividing the FSU system into simple interactions re-
veals simple rules of behavior for each agent, their groups
(U-F, U-S and FS) — subsystems and the entire system as
a whole [48]. The action of each agent depends on the en-
vironment, the state of the system, and other agents. The
state of each system depends on other systems (for exam-
ple, the financial system and social networking site) and
the interaction of agents in the subsystem. Coordination
in such subsystems depends on the actions of agents. The
actions of agents are generally rational, but asynchronous
and random. Other systems affect the state of the system.
Variations in the behavior of individual agents can affect
the state of the entire system of financial inclusions and
lead to the expansion or reduction of the scale of its func-
tioning.

This study does not consider agents such as the state
and its regulators, which have a significant influence on
the development of the entire system. The design of legal
standards can stimulate, change, or suppress trends that
lead to the formation of financial investments (e. g., by
licensing the financial activities of social sites. An impor-
tant condition for the development of this system is also a
change in the behavior of agents [49] towards the forma-
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tion of both cooperative and non-cooperative behavior. As
a result, changes are possible in the ways and dynamics of
collaboration between agents [50], as well as in the scal-
ing and diffusion of financial services. The emergence of
financial services will prompt a change in group behavior
that can be described in terms of evolutionary game the-
ory [51]. In this case, the actions of random netizens are
assessed using simple adaptive rules of rational behavior,
rather than a form of consistency of opinions and strategies
[52]. Nash equilibrium means the correspondence between
the behavior of a financial intermediary and a network
user. As a result, equilibrium becomes a kind of reference
point for a dynamic process at the level of netizens who
have chosen financial services, rather than a form of coor-
dination between beliefs and strategies. These interactions
are not limited to the formation of a system of financial
investments. They also change the status, properties, and
place of agents in the network.

The development of financial services provided on so-
cial media is happening in stages. At the first stage, social
media includes simpler forms of financial services such as
payments for goods and services and international money
transfers. There is a gradual shift towards more sophisti-
cated financial services, including investment and equity
advisory, equity trading, lending, and insurance. As finan-
cial services expand, the properties of the system change.
In the development of social networks, the introduction of
innovations, certain leaps are possible. For example, the
behavior of Facebook and its users may change due to the
introduction of digital currency. This jump is probably re-
flected in the change in the company name proposed at the
end of 2021. As a result, a certain parameter of the sys-
tem changes. Similar transitions were observed earlier in
various areas. This happened in graph theory during the
transition to the study of random graphs [53]. During these
transitions, agents update their state and some properties
based on new information. In many cases, information is
extracted from random data and noise [54] by crossing cer-
tain thresholds. In digital systems, thresholds can be varia-
ble [55]. In such cases, the accumulated changes overcome
the threshold barrier, which allows the system to move to a
new state and offer the system participants new forms and
conditions of behavior and service.

V. STATISTICAL AND GAME APPROACHES

The evolution of financial services on social media can
be viewed from a statistical point of view as the evolution
of a multi-agent system. It has an initial matrix and transi-
tions during a Markov process. The state of such a system
at each time step is represented by a random variable. This
is a vector. It contains the probabilities of certain parame-
ters that determine the actual state of financial investments
(for example, the positions of agents, demand and supply
of financial services and their characteristics). In this case,
the system of financial integration into social networks can
be considered stable [56], since the distribution of states
converges to an equilibrium distribution, that is, to the fol-

lowing position: P (X =j) — = j when n — oo. In this case,
the system of financial inclusions is stable, since, for large
values of n, the probability distribution of the states of the
system is provided regardless of the time step n [57].

An agent-based approach to the design of financial
services in social networks allows us to identify different
states, including the conditions for the stability of a mul-
ti-agent system [58]. Among them, two conditions are dis-
tinguished that are important for optimizing the behavior
of agents - adaptability and learnability. According to Jen-
nings (2000) [59], agents are: (i) able to solve problems us-
ing well-defined constraints and interfaces; (ii) located in
an environment that serves as an entrance to the operation;
(iii) set specific goals and outline ways to achieve them,;
(iv) flexible and adaptive to changes in the environment:
(v) able to control their behavior in the course of achieving
their goals; (vi) active - able to respond to changes and be
guided by its goals.

The proposed interpretation of the state of the system
cannot easily be applied to multi-agent interactions leading
to the formation of financial inclusions. There are sever-
al explanations for this. First, the apparent output of the
system is discrete (expressed in multiple states) but con-
tinuous. Significant volumes of data with a high level of
noise are difficult to process. It is especially difficult to
identify unknown parameters behind a time-delayed noise
system. Various noise-corrected identification methods
are used for identification [60]. Second, all financial in-
teractions are deterministic. The slightest changes in the
initial conditions change the overall picture. By statistical-
ly interpreting more behaviors, only approximate values
for a specific configuration are generated. Nevertheless,
the evolutionary game theory allows one to determine
the strategies of agents and their effectiveness [61], and
in combination with evolutionary methods can establish
the conditions for the formation and phase transition from
one stage to another stage, as well as the type and state
of financial inclusions [62]. Third, there is a significant
accumulation of various nonlinear effects, which makes it
difficult to assess the transitions between different states
of the system. Transitions occur spontaneously and do not
depend on the decisions of one agent. They are based on
the cumulative decisions of all agents. When a multi-agent
system is denoted by a continuous Markov chain with dis-
crete time with a potentially unknown distribution of the
transition probability, the stability of the system becomes
a set of effects [63].

Learning in a multi-agent environment is difficult due
to nonstationary, which is based on changing the behavior
of both the financial intermediary and the network user.
There are two possible answers to nonstationary: adaptabil-
ity to the behavior of another agent (financial intermediary
or network user), proactive influence on the stabilization
strategy of another agent, which can limit the nonstation-
ary caused by another agent. Some modern recommender
systems based on neural networks has such abilities. Wang
et al. (2021) proposed to define an uncontrollable reward
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for stability to teach a robotic system to deliberately influ-
ence another agent so that it stabilizes in the direction of
a single strategy [64]. Stability refers to an advanced and
relatively well-studied concept in physics in which it is
viewed as the property of a system to continually return to
a state of stable equilibrium after a minor disturbance. The
mathematical definition of stability is not suitable for mul-
ti-agent financial systems with stochastic characteristics.
The stability of multi-agent financial systems is achieved
by preserving the basic properties of the system and re-
turning it to its original state after various disturbances
and changes in the values of the system parameters, for
example, when new agents appear (for example, the cre-
ation of new financial institutions, the issue of securities
or the elimination of the consequences of bankruptcy or
takeover, merger). If a small initial disturbance becomes
significant, the system becomes unstable.

A multi-agent financial system is in equilibrium pro-
vided that its statistical characteristics remain constant,
including when external conditions change that may af-
fect the system (for example, when government regulation
changes) [65]. During violations in financial intermedia-
tion systems (for example, under the influence of digitali-
zation of finance, implementation of financial recommen-
dation systems, etc.) and in social media systems, the final
states of systems change. Multi-agent systems formed in
the form of financial inclusions can be represented as a set
of agents participating in a multiplayer game. In-game the-
ory, stability is the main property of balance. In this case,
the problem of finding equilibrium is reduced to choosing
the optimal strategy. Resilience can then be used to de-
scribe the characteristics of a set of strategies that are in
equilibrium. If each player's strategy is the best response
to the strategy of others, and no player has any incentive
to deviate from the chosen strategy, then this state is the
Nash equilibrium.

The stability of the financial services system in social
networks is achieved through the actions performed by all
agents of the system. Therefore, the equilibrium point is
reached when each agent is in such a state that he does
not need further work in the system, that is, the end-user
either received the necessary financial service or refused
it, which means that he left the system. In this case, the
totality of agents' actions leads to stability - the termination
of the system. Then each agent acts as if he is coordinating
his actions with other agents. At the same time, the crowd
effect allows predicting the behavior of agents [66]. The
approach to the financial service system in social networks
as a multi-agent system allows using the game method to
study the behavior of agents and the entire system. In this
case, the observed behaviors are considered, not the deci-
sions made by the agents.

VI. CONCLUSIONS

The new "normal" caused by the COVID-19 pandemic
has affected netizens and social media functionality. As a
result, the transition of social networks to the provision of

financial and commercial services to users has accelerated
dramatically. For this, various applications have been de-
veloped and implemented that can respond to user requests
and make recommendations to satisfy them. In turn, the fi-
nancial sector faced a major challenge to respond to chang-
es in customer behavior, which were largely related to the
decline in their economic potential due to COVID-19. All
these processes were combined with increased autonomy
and isolation of customers, which led to a decrease in the
number of customer calls to offices and the transition to
online solutions. At the same time, pressure has increased
on social media and digital payment, settlement, credit,
and trading systems.

Financial and commercial applications were formed
through the development of financial and commercial rec-
ommender systems in social networks, which was accom-
panied by an increase in the efficiency and effectiveness
of interaction between all participants. As recommender
systems become more complex and more in line with the
requirements of consumers and financial intermediaries,
as well as the conditions provided by social systems, the
conditions have been prepared for their integration and in-
stitutionalization in social networks. As a result, financial
applications continued structural and organizational con-
solidation and institutionalization within social networks.

In the process of incorporating financial services into
social networks, several organizational principles stand
out. Among them, the following are especially noticeable:
the institutionalization of processes, the absence of time
limits, the transition to self-organization and self-govern-
ment, simplified large-scale replication.

Institutionalization is observed in the formation of
financial inclusions in social networks. The course of in-
stitutionalization is analyzed using a three-agent model
and characteristics of agent behavior. The mechanism of
institutionalization can be built according to a three-agent
model, and by analyzing the behavior of agents, it is possi-
ble to determine the main causal relationships, conditions,
and results of its formation. The institutionalization of
financial inclusions is based on large databases and new
knowledge that comes at the disposal of financial inter-
mediaries.

The institutionalization of financial and commercial
processes in social networks is focused on databases.
However, this information does not explain organization-
al changes. Knowledge is not a traditional entity. In ad-
dition, each site in its own way solves the problem of the
functioning of financial investments. In some cases, it all
comes down to simple recommendation systems that so-
cial networks provide to financial intermediaries on var-
ious terms; in others, social networks are evolving their
way of delivering financial services. In the latter case, so-
cial networks consider the mechanisms of state regulation.
The transition to institutionalization is also associated with
the financial culture of society, which can both stimulate
and limit its course.
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Entities that are process-oriented in terms of execution
time are practically unlimited in their work. Deep learning
allows recommender systems to replicate skills and expand
almost indefinitely as needed throughout the site. Optimi-
zation allows you to regulate decision-making processes.

Different roles, interests, and tasks of agents - for ex-
ample, financial intermediaries determine the demand and
supply of network users for financial services, rank the
positions of supply and demand - require different sets of
methods, tools, and the study of different databases. The
most common algorithms use autoregressive tools. They
can be coded in different programming languages.

Financial inclusion in social networks, as in other
complex digital systems, creates new challenges for ex-
perimentation, testing, and widespread use of social, finan-
cial, and technical systems. In such systems, autonomous
agents interact both locally and remotely with other agents
to not only make intelligent choices, but also save time and
resources. As a result, the productivity and efficiency of
economic and social systems increase.

The accelerated development of the new takes place
during the activation of the mechanism of self-organiza-
tion of the system through the interaction in financial ap-
plications with social networks. So, agents in the process
of agreeing on the conditions for the consumption of finan-
cial services adjust to each other. Although such complex
systems are deployed and managed using a centralized
infrastructure (financial intermediaries, social networking
sites and their processing power), the socio-technical na-
ture of these systems requires new approaches. These ap-
proaches should be cost-effective, build trust and enhance
transparency, and be consistent with the social values of
network users (including privacy, autonomy, fairness, and
fairness in choosing and receiving services).

In this article, we define financial investment in social
networks as a potential set of financial services that net-
work users receive when using social networks. Financial
inclusions are distinct from, but dependent on, and may
be an element of traditional financial intermediation and
financial start-ups but are (i) embedded in social networks
or (ii) financial functions are performed directly by social
sites. We consider the first option in connection with the
expansion of financial intermediation to social networks
- the use of social networks by financial intermediaries to
scale their activities; the second option is to expand social
networks in the financial sector to retain network users,
increase network traffic and monetize network services.

The results of the study of this article can serve as a
guide for further study of the evolution of financial and
trade services and their integration into social networks as
a dynamic process with unexpressed equilibrium points.
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Abstract—The paper presents research that proposes
prototype solutions based on open innovations, the Internet
of Things, and crowdsourcing, which can increase traffic safe-
ty and reduce human casualties and material damage. The
paper's authors conducted the research in cooperation with
the Faculty of Organizational Sciences (FON) students in Bel-
grade and railway experts. FON students were presented with
seven typical situations on the railway in Serbia. Traffic safe-
ty is often endangered, with human casualties and significant
material damage, and the cause of these negative phenomena
and accidents is not the railway. Traditional technical-tech-
nological solutions to these traffic problems to increase safety
are extremely expensive and functionally complex, so they
cannot be comprehensive, universal, and global. After the
research, prototype solutions based on crowdsourcing prin-
ciples were proposed, based on open innovations and the In-
ternet of Things, to reduce the number and consequences of
such characteristic situations on the railway. The research
results confirm that open innovations based on crowdsourc-
ing and the Internet of Things can increase safety in specific
segments of railway traffic.

Keywords - Open innovation, railways, crowdsourcing,
Internet of Things, transport, prototype

[.LINTRODUCTION

There are typical situations in the railway traffic in Ser-
bia. Safety and accidents with human victims and signifi-
cant material damages are often endangered, which causes
a negative attitude of public opinion towards this traffic
system. At the same time, the cause of these negative phe-
nomena and accidents is not the railway.

Such situations in railway traffic occur along with the
entire territory of Serbian railways. They are numerous,
from extraordinary events at road crossings, through ac-
cidents due to electric shocks from the contact network
above the track and walking on the open railway, to the
theft of railway parts and equipment. In a situation when,
after several decades of insufficient investments in the
railway, a comprehensive process of modernization of
the railway infrastructure and rolling stock in Serbia has
begun, such cases and the consequences they bring with
them have highly negative connotations.
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The stated typical situations on the railway can be
solved with traditional and modern technical-technologi-
cal solutions. However, they are costly and functionally
complex, so such cases cannot be resolved uniquely on the
entire territory of Serbian railways.

The development of the Internet of Things has enabled
the wider community to define problems and offer solu-
tions in many areas of social action (Bogdanovié, et.al.,
2021; Stojanovi¢, et.al., 2022) and even in railway trans-
port (Zhong, et.al., 2021). At the same time, in this way,
railway companies have the opportunity to seek solutions
to specific issues of their functioning and business, both
outside the traditional and classical frameworks of inno-
vation.

Despite that, Serbian railways have not tried to develop
prototype solutions by applying open innovations based on
the Internet of Things, thanks to which issues in specif-
ic segments of traffic will be resolved, especially when it
comes to increasing safety and reducing human casualties
and material damage.

Based on knowledge of open innovations and railways,
an analysis of the possibility of applying open innovations
based on crowdsourcing and the Internet of Things in this
transport system in Serbia aims to improve safety and im-
prove the functioning operation of railways comprehen-
sively. At the same time, in realizing this project task, all
challenges, limitations, and directions of development in
this area when it comes to the railway are considered.

II. BACKGROUND

The term "open innovation" was first used by Ches-
brough in 2003 in a paper (Chesbrough, 2003). Accord-
ing to this author, open innovation represents the use of
knowledge from the company and its environment to ac-
celerate internal innovation processes with external ex-
pertise and increase the market for external placement of
existing internal innovations (Chesbrough, 2012). It is a
sixth chronological innovation management model (Trott,
2017), which began in 2000 and is still ongoing. It is char-
acterized by a combination of ideas from the internal and
external environment to advance the development of new
technologies.
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Until about twenty years ago, innovative activities in
companies were limited by the boundaries of those compa-
nies. This means these companies have implemented cre-
ative and development projects exclusively in controlled
conditions, with their internal resources and knowledge
and without competitiveness.

However, the development of modern technologies,
especially the Internet of Things (Santoro, et al., 2018;
Wang, et al., 2021), opportunities for capital inflows, an
increasing number of experts in various fields of social
life, as well as an increasing number of options to quality
and innovative solutions come from outside the company
(Cruz & Astudillo, 2020), conditioned that the previous
traditional and closed innovation processes no longer give
the expected results (Dhal, et.al., 2018; Radenkovi¢ et al.,
2020).

In such conditions, the previous model of closed in-
novation was faced with a shorter life expectancy for new
products and rising costs of technological development.
Its efficiency was constantly declining (Dodgson, et.al.,
2008). Therefore, the concept of open innovation was
introduced, which enabled companies to use knowledge
from the immediate and widest social environment, from
other companies, research organizations, educational insti-
tutions, local governments, and even directly from the cit-
izens themselves (Santoro, et.al., 2018; Wang, et.al., 2021;
Stojanovi¢, et.al., 2020).

Accordingly, open innovations are a "distributed in-
novation process based on managing knowledge flows
beyond the organization's boundaries" (Chesbrough &
Bogers, 2014; Bogers, et.al., 2018). The critical factors for
the success of open investments are clear goals, enabling
cooperation, transparency, rewarding participants, finding
the proper channels, and commitment (Subtil de Oliveira,
et.al., 2018).

The European Commission promoted the Open In-
novation 2.0 approach to synergy and integration of in-
novation processes, which was based on cooperation, in-
novation ecosystems, and joint value creation (Curley &
Salmelin, 2013; Lopes, et.al., 2021). The development of
information technologies and the emergence of the "In-
dustry 4.0" paradigm have created the conditions for in-
novation processes today to represent the integration of
knowledge in business, education, public and state admin-
istration, non-governmental sector, and individuals (Sto-
janovi¢, et.al., 2021; Hizam- Hanafiah, & Soomro, 2021).

While many studies over the past two decades have ad-
dressed the challenges of the benefits of open innovation
strategies or the benefits that can flow from them, few au-
thors have analyzed the difficulties in implementing open
innovations and tried to guide managers to direct such
processes to better evaluate and more successfully apply
open innovations. There are international research and de-
velopment organizations, such as the Institute for Industri-
al Technology Research, that deal with a platform-based
system of open innovation and its generation from idea

to commercialization to create social and economic value
(Wang et al., 2021).

In the professional literature, but also in practice, the
concept of open innovation is based on the crowdsourc-
ing approach, in which the "mass of individuals" (crowd)
is a source of knowledge, leading to faster, more innova-
tive, and better solutions (Estellés-Arolas, et.al. 2012).
Crowdsourcing is most often used to gather ideas at the
beginning of the innovation process, which is key to suc-
cessfully implementing a project (Sari¢, et.al., 2022). Au-
thor Jeff Howe (Howe, 2008) defined crowdsourcing as
the process by which a particular task is transferred from
specialized individuals in the form of an open call to an
undefined, large group of people outside the firm. If the
necessary conditions are met, the community will almost
always achieve better results than any employee within
one company.

Open innovations are applied in various sectors and
areas of social life, with the best results being obtained
just when cross-sectorial cooperation is achieved. The rail-
ways and the railway industry, which are multidisciplinary
and complex systems, are, thanks to this, particularly sus-
ceptible to the application of open innovations.

With the development of the Internet of Things and
social networks, open innovations based on the Internet
are increasingly replacing open innovations in the tradi-
tional sense, which represent organizational internal and
external interaction in a limited area. Online environments
offer new ideas, products, and services. Public sharing can
link knowledge management and open innovation, ena-
bling companies to reduce risk, improve speed, and open
innovation platforms to reach innovative resources. This is
confirmed by data collected through semi-structural inter-
views with eight railway transport experts (Babaei Ebra-
himabadi, et.al., 2019).

In the previous two decades, Serbian railways almost
did not apply the concept of open innovations as a propos-
al for solving specific issues of functioning and business
in railway transport, and the professional literature did not
deal with this topic. Meanwhile, in European and world
railway companies, the application of open innovations
gave original, efficient, and high-quality answers to exist-
ing problems (Dodgson, et al., 2015; Thurner & Gersh-
man, 2014; Hanley, et al., 2022).

Thus, the international company for the production of
high-speed trains "Alstom" used open innovations to solve
the problem of fallen withered leaves, which caused ad-
hesion between rails and train wheels ("Open Innovation
in Railway: Example of AlstomTM | ideXlab"). Indian
Railways organized an open session on future innovations
in business, after which over 100,000 innovative propos-
als ("Improving Indian Railways with Open Innovation")
arrived online. At the open call of the Eurotunnel, which
connects France and Great Britain below the English
Channel, 38 companies from these two countries applied
with innovative proposals for improving the maintenance
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of railway vehicles ("CPC and Eurotunnel Invite SMEs to
Provide Railway Innovation Solutions").

Mafex, the Spanish Railway Industry Association,
which brings together 90 companies, implemented the
Rail Activacion project with funding from the European
Union's research and innovation program Horizon 2020.
The main goal of this project was to create and direct rail-
way operations and organizational mechanisms for small
and medium-sized enterprises from the railway sector to
take over innovation in the workplace as part of the open
innovation ecosystem. Rail Activation is the first business
model of its kind in the railway industry, thanks to which
employees become dedicated workers through the adop-
tion of innovations in the workplace. Within this project,
research was realized, including 203 respondents from 16
European countries. (RailActivation project website http://
railactivation.eu/)

III. METHODOLOGY

Students of the University of Belgrade, Faculty of Or-
ganizational Sciences (FON), were presented with sev-
en characteristic situations in railway traffic in Serbia, in
which safety is often endangered, with human casualties
and significant material damage, which causes negative
public attitude towards this traffic and business system.
All this causes considerable damage to the "Infrastructure
of Serbian Railways" and the railway operators in Serbia,
especially in the period of substantial infrastructural and
investment investments in this transport system.

Representatives of the "Infrastructure of Serbian Rail-
ways" presented to FON students the following character-
istic situations on Serbian railways:

1. Traffic safety at road crossings;

2. Accidents from electric shock from the catenary above
the railway;

3. Creating conditions for easier use of the railway for per-
sons with reduced mobility and disability;

4. Destruction of the protective fence along the railway;
5. Noise from railway traffic;

6. Theft of parts of railway infrastructure and equipment;
7. Accidents on the open track.

FON students were divided into seven groups, with be-
tween three and six participants. After getting acquainted
with the topics, groups of students could request additional
information for a better approach to solving problems.

Each group proposed a prototype solution for one of
the seven presented topics based on information, analysis,
and research, based on crowdsourcing, open innovations,
and the Internet of Things, to reduce the number of such
situations and their consequences on railway traffic. In
cooperation with FON students, the authors of this paper
conducted this research for three months in 2022.

IV. RESEARCH AND OBJECTIVES

Within the research conducted in cooperation with FON
students, with the help of experts from the "Infrastructure
of Serbian Railways," seven distinct areas in railway traffic
were defined, which frequently occur, resulting in human
casualties, endangering traffic safety, tremendous materi-
al damage and deteriorating public attitudes towards this
traffic system.

The paper aimed to find and propose prototype solu-
tions on crowdsourcing principles and based on informa-
tion, analysis, and research of the mentioned situations,
which will reduce the number and consequences of such
events on Serbian railways. The prototype solutions result
from crowdsourcing and the application of open innova-
tions based on information technologies, mainly on tech-
nologies of the Internet of Things. The following seven ar-
eas and characteristic situations in railway transport have
been defined, with significant detrimental consequences
for human lives and property:

Traffic safety at road crossings

Description of the situation: When crossing the railway,
drivers of road vehicles do not respect the road signaliza-
tion (Andreja's cross, STOP sign), do not stop in front of
road crossings, cross the railway carelessly, and irrespon-
sibly, slip under lowered ramps and break them. All this
leads to accidents at road crossings, for which, according
to official statistics, drivers of road vehicles are responsi-
ble in 95% of cases and in which there are fatalities.

Terms of reference: Proposed open innovation that
will increase the attention of road vehicle drivers, improve
compliance with traffic signals, increase traffic safety and
reduce the number of accidents at road crossings.

Accidents from electric shock from the overhead con-
tact line

Situation description: Young people in train stations
climb on freight cars for selfies or fun. While climbing,
they enter the circuit around the contact network, where
the voltage is 25 thousand volts, and they are killed due to
an electric shock. On average, five young people die each
year in this way.

Project task: Proposal of open innovation that warns
young people not to climb on wagons, approach the circuit
from the catenary, and threaten the dangers of the catenary
above the railway. That proposal reduces the number of
such cases and the number of human victims.

Creating conditions for easier use of the railway by
persons with reduced mobility and disabilities

Description of the situation: In many railway stations
in Serbia, persons with reduced mobility and disability do
not have adequate conditions for the use of these facilities.
This is especially true of the large number of stations in
Serbia built several decades ago when social awareness
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and responsibility were not at a high level. This applies to
people with reduced mobility, blind and partially sighted,
and deaf and hard of hearing people who have difficulty
using railway services and facilities.

Project task: Proposal of open innovations to enable
disabled people to make more accessible and safer use of
railway services and facilities.

Destruction of the protective fence along the track

Description of the situation: A protective fence has
been installed along the railway along the first Serbian
high-speed railway Belgrade - Novi Sad, and on a small
number of other railways in Serbia. Citizens are destroying
this fence along the railway to cross the railway in illegal
places, thus endangering their lives and traffic safety.

Project task: Open innovations based on which citizens
will be warned not to do so, and damage to the protective
fence along the railway will be registered and detected the
fastest.

Noise from railway traffic

Description of the situation: More and more often, the
railways are addressed by citizens from the settlements
near the railway, with remarks that the railway is making
too much noise and asking for the installation of sound
fences along the railway.

Project task: Regular monitoring of noise along the
railway through open innovations to a timely response.

Theft of parts of railway infrastructure and equipment

Description of the situation: Thefts of parts of the rail-
way infrastructure and equipment are daily, and the dam-
age that the railway suffers because of that is measured at
the annual level of tens of millions of dinars. In addition, in
this way, the safety of railway traffic is endangered, trans-
port is interrupted on certain sections, and it happens that
those people are killed during the theft.

Project task: Open innovations that will protect railway
infrastructure and equipment, with the aim of reducing the
number of such cases and material damage caused to rail-
ways.

Accidents on the open track

Situation description: People are injured while mov-
ing on the railway so that a train hits them. Some suffer
because of their carelessness (phone calls or earphones)
because they come to the railway zone and the train runs
over them. Other people commit suicide. In none of these
situations can a train driver avoid an accident.

Project task: Proposed open innovations, which will
warn careless people that they are moving in the railway
zone, that a train is coming and that they are in danger.

V. RESULTS

Students who participated in the research and applica-
tion of crowdsourcing should have proposed a prototype
based on open innovations as a solution for specific sit-
uations in railway traffic and did not say that this trans-
port system is a great challenge in this area. In the past
decades, there were no significant investments in railway
infrastructure and vehicles and almost no investments in
maintenance, which is why this type of transport was slow
and of poor quality.

Although the investment process in the railways worth
about five billion euros has begun in the past few years and
the first Serbian high-speed railway at 200 km / h has been
built, this attitude of researchers shows that more time is
needed for this mode of transport to become attractive,
challenging and promising for researchers and students,
not only when it comes to the application of open technol-
ogies, but also modern technical and technological solu-
tions in the modernization of railways and trains.

The students were most interested in creating a proto-
type based on open innovations, which would create condi-
tions for people with reduced mobility or disabilities to use
the railway more easily. In this way, they showed a high
level of social awareness and responsibility for solving the
problems of people with special needs. In the coming peri-
od, this can direct future research on the principles of open
innovation in this area, but at the same time initiate the
railway to address the issue of people with special needs
much more actively on the principles of open innovation.

On the other hand, none of the student groups showed
interest in finding a prototype solution for accidents that
occur on the railway from high voltage electric shocks from
the contact network above the railway. The participants in
the research did not sufficiently or at all recognize the dan-
ger posed by the contact network above the railway with a
voltage of 25 thousand volts, which kills an average of five
young people a year, primarily due to selfies or climbing
wagons. Since the participants in the research were also
young, the lack of interest in this problem may mean that
students were not aware of the potential dangers of electric
shock in this situation, but also that the railway did not get
to know the young people well enough by climbing on the
wagon and approaching the catenary above the track, they
can get hurt. Both reasons in the coming period should di-
rect further activities of the railway to solve this problem,
both by finding a prototype of open innovations based on
the Internet of Things and by applying modern technical
and technological solutions.

Although all groups during the research had the oppor-
tunity to turn for additional information and explanations
for each of the areas and characteristic situations in railway
traffic, the research group used this opportunity to propose
a prototype solution for the protection of railway parts and
theft equipment, the aim of which was to reduce the num-
ber of such thefts and material damage to the railway on
that basis.
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The questions that this research group of students asked
to find the best prototype for the protection of railway parts
and equipment from the theft were:

a. What equipment needs to be protected?

b.How has the problem of equipment theft been
solved so far?

c.In which places do thefts most often occur?

d.In what time interval do theft of equipment most
often happen?

Students who participated in this quarterly research on
the above issues and areas of railway safety proposed a
prototype of open innovations based on crowdsourcing,
which answered the project task and offered solutions to
specific situations on the railway. In addition, during the
research, students developed solutions based on project
management and proposed marketing plans for product
and service development.

During the preparation of the open innovation proto-
type, the researchers faced the limitations and challenges
posed by a complex technical-technological system such
as the railway. Widespread (3,500 km of railways in Ser-
bia), a large number of executors in the organization and
functioning of railway traffic, the impact of other traffic
participants and service users on railway safety, complex-
ity and interdependence of infrastructure and transport ca-
pacities, significant funds needed for investment and main-
tenance of railways, etc.

These are just some of the limitations that students en-
countered when researching and finding open innovations
as a proposal for solving specific issues of railway safety.

At the same time, when finding open innovations in
the form of prototypes, students, in addition to these limi-
tations, had in mind the possibilities for their practical ap-
plication, including technical-technological and financial
aspects. With the proposed open innovations, the partici-
pants in the research offered solutions based on the Inter-
net of Things, which can increase safety and reduce harm-
ful consequences in specific segments of the functioning
of railway traffic.

VI. CONCLUSION

Solving problems in railway traffic by applying open
innovations represents a complete business novelty in the
functioning of this transport system.

Until now, railway companies have not practiced trying
to solve specific problems in their functioning with open
innovations. The classical approach to solving the men-
tioned situations in railway traffic is costly and technically
and technologically complex, so its application is limited
and more difficult. Therefore, there is a justified business
and functional need for the railway system to solve cer-
tain characteristic situations for traffic safety by applying
open innovations, which can be much easier to use, more

straightforward, cheaper, and more rational while achiev-
ing the desired effects.

In this research and work, for the first time, open in-
novations and prototype proposals based on them are
proposed as a new solution to essential issues of railway
traffic safety. The first such attempt after the research is
a significant business and technical-technological innova-
tion in approaching the most complex topics of railway
safety, even when the proposed prototype solutions apply
only to the local level and specific segments of the global
problem.

The realized research confirmed that the application of
open innovations based on crowdsourcing and information
technologies, mainly on technologies of the Internet of
Things, can improve traffic safety in specific segments of
railway transport.
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Abstract— The beginning of 21% century marked a
paradigm switch in regards to Research and Development
(R&D) programs conducted in companies, internally. Gener-
ating new ideas and developing new products “behind closed
doors” was considered “the right-way”, where companies
could control product development from the idea to the point
of commercialization. With the emergence of start-ups, this
closed-innovation approach was replaced with open-innova-
tion model. This model allowed companies to commercial-
ize their ideas and outsource innovations from other firms,
partners, individuals, etc. One popular way of outsourcing
are hackathons. Hackathons have made a significant impact
in the world of digital innovation — starting out as student
indoor hang-outs to worldwide organized events. This study
researches the topic of open innovation focusing on the role
of hackathons. Main goal is to provide a comprehensive over-
view of the open innovation model and hackathons. Further,
research will be focus on analyzing data and discussion about
hackathon events that happened in the last decade at the Fac-
ulty of organizational sciences, University of Belgrade.

Keywords - open innovation, hackathon, research and
development

I. INTRODUCTION

Research and Development (R&D) used to be consid-
ered a valuable strategic asset [1] for any company that
wanted to make competitive product on the market. Gen-
erating new ideas and developing new products “behind
closed doors” was considered “the right-way”, where com-
panies could control product development from the idea
to the point of commercialization[1][2]. The beginning of
21st century marked a paradigm switch in regards to R&D
[2]-[4]. With the emergence of start-ups, this closed-inno-
vation approach was replaced with open-innovation model
[1][5]. This model allowed companies to commercialize
their ideas and outsource innovations from other firms,
partners, individuals, etc.[1].

One popular way of outsourcing are hackathons. Hack-
athons are organized as time-bounded (typically 24 hours)

Boris Vajagi¢

University of Belgrade
Faculty of organisational sciences
Belgrade, Serbia
boris.vajagic@elab.rs

Milos§ Prorocié¢

University of Belgrade
Faculty of organisational sciences
Belgrade, Serbia
mp20200008@student.fon.bg.ac.rs

intense competitions, where multidisciplinary teams gen-
erate innovative solutions to a given problem [6]. Hacka-
thons have made a significant impact in the world of digi-
tal innovation — starting out as student indoor hang-outs to
worldwide organized events[7].

This study researches the topic of open innovation fo-
cusing on the role of hackathons. Main goal is to provide
a comprehensive overview of the open innovation model
and hackathons. Further, research will be focus on analyz-
ing data and discussion about hackathon events that hap-
pened in the last decade at the Faculty of organizational
sciences, University of Belgrade.

II. RESEARCH METHODOLOGY

This research is based on systematic literature review
of the key topics, such as open innovations and hacka-
thons, and data analysis of hackathons held at Faculty of
organizational sciences, University of Belgrade, from year
2013 to present.

The literature review follows five-stage process de-
fined by [8]:

1. Definition of search criteria

2. Literature search

3. Literature refinement and article selection

4. Analysis of selected articles

5. Presentation of findings

Data analysis was conducted in several steps:

1. Collecting available data

2. Sorting and “cleaning” data
3. Systematization

4. Analysis

5. Visual representation
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III. LITERATURE OVERVIEW

A. Open innovations

The term open innovation emerged in early 2000s and
was promoted by the prof. Henry Chesbrough [1], [2], [4],
[9]. It was used to describe a paradigm-shift where an or-
ganization seeks for innovation outside of their own inter-
nal R&D centers, knowledge base, sources and resources,
using various external sources (such as customer feedback,
published patents, competitors, external agencies, the pub-
lic etc.) to drive innovation [2][10].

The old model of generating new ideas can be de-
scribed as closed innovation model [1], [2]. Companies
and organizations would firmly rely on their internal re-
sources and R&D centers to create ideas, develop product
or services and bring them to the market, believing that
successful innovation requires control [1]. Investing more
in internal R&D, hiring top-of-the-class graduates and ex-
perts and aggressively controlling their intellectual prop-
erty, was the right way — formula that will inevitably bring
profit [1], [10].

Closed innovation model Open innovation model
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Figure I Closed vs Open innovation model [1]

The open innovation model arose as a consequence
of changes in society and industry — mobility of knowl-
edge workers and the rise of new form of financial struc-
ture - venture capital [1], [10], [11]. These changes opened
company boundaries of innovation processes and a new
research paradigm was created allowing the creation of
projects from internal or external sources and allowing
new technology to enter at any stage (research, develop-
ment, placement, etc.) [11]. This model, allows company
to attack the cost side of the traditional R&D method, uti-
lizing external R&D resources to save time and money and
up the ante on the revenue side by licensing out internal
technologies [11].

B. Hackatons

Hackathons are organized as time-bounded (typically
24 hours) intense competitions, where multidisciplinary
teams generate innovative solutions to a given problem
[6]. Hackathons have made a significant impact in the
world of digital innovation — starting out as student indoor
hang-outs to worldwide organized events [7]. Gaining
popularity over the years, hackathons evolved from geek
student competitions to an event that many software com-
panies, organizations, even government agencies organize

with the purpose of encouraging digital innovation with
their assets and resources [7].

In early 2000s, hackathons became prominent and
were seen by companies and venture capitalists as a mean
of rapid software and technologies development and dis-
covery of new areas for innovation and financing [7].

Briscoe and Mulligan [7] classified hackathons in two
major groups:

1. Tech-centric which focus on software development us-
ing specific technology or developing a specific appli-
cation

2. Focus-centric which target social issues and/or business
objectives through software development.

Although, hackathons can be great way for participants
to self-improve, learn, network [7][12] and for companies,
organizations and other organizers to generate new ideas
[6], [13]-[15], the question about the future of those pro-
jects still remains [14], [16], [17]

Majority of the conducted research focuses on the
hackathon event itself and not the outcomes. Authors in
[17] point out that there is limited research done on cor-
porate hackathons, which comes as a surprise knowing
companies increasingly invest in hackathons to encourage
internal innovation [18], [19].

Study [16] has shown that only 5% of all hackathon
projects are continued for more that 5 months. The same
study also differentiates between short- and long-term con-
tinuation, where [16]:

® short-term continuation is dependent on the number of
technologies a team uses to create a project and winning
a prize at a large event, while

= Jong-term continuation is dependent on skill diversity
and skill matching among team members and their in-
tention to expand their project’s reach.

Study [17] focused their research on five teams from
Microsoft’s OneWeek hackathon in summer 2017, aiming
to identify how attitudes and activities before, during and
after a hackathon can foster or hinder potential outcomes
related to projects and individuals. Their work identified
several aspects of a theory on the continuation of hacka-
thon projects in a corporate setting:

= Career oriented leadership
= Expertise focused learning
= Project-focused preparation
= Matching skills and tasks

= Hit the ground running and freeze the project before the
end

= Find a home

= Evolution not revolution
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IV. DATA ANALISYS

The data that’s the focus of this analysis is gathered
from the Association of Students of Information Science
FONIS at the Faculty of organizational sciences. This as-
sociation has been the main organizer of student hacka-
thons at the faculty since 2001. This study covers the data
gather from year 2013. to present of the FON Hackathon
event.

Research was focused on growing interest for hack-
athon participation by students and companies’ involve-
ment in hackathon organization.

A. Hackathon themes

When first organized, hackathon was an internal event
for FONIS members who wanted to test their skills in com-
petitive setting.

In 2010 hackathon became an open event for students
of the Faculty of organizational sciences, and since 2015
event has been opened for all students in Serbia. Hacka-
thon themes varied through years and show the rising in-
terest of companies’ involvement in the events.

Table 1. Hackathon themes

Who set
Theme the topic Year
1 | System of scheduling appointments and FOS* 2013
ordering student service certificates
2 | FOS alumni management system FOS® 2014
3 | Open data MESTD® | 2015
4 | Development of applications with use in SBB¢ 2016
the field of environmental sustainability
5 | Development of applications for business | Telekom 2017
improvement during the EXIT festival Srbija
based on data from base stations
6 | Application of ICT to improve security in | SAGA? 2019
large cities
7 | Development of applications to encour- FONIS 2020
age sustainable development in cities
8 | Proactive and/or reactive action in emer- | Raiffeisen | 2021
gency situations bank
9 | Development of ecological awareness Levi9 2022
and application of environmental protec-
tion principles

* Faculty of organizational sciences

® Ministry of education, science and technological development
¢ Serbia Broadband

4 Saga New Frontier Group

B. Hackathon applicants and participants

Number of applicants and participants also varied
through the years showing the increased popularization of
hackathon events.

In the first year, number of applicants was 23, compared
toyear2022, where thatnumber was tentimes the size, count-

ing 240 applicants. The Fig 2. clearly shows the continuous
increase in interest for participation in hackathon events.
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Figure 2 Number of applicants through the years
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Figure 3 Number of participants through the years

Number of actual participants didn’t vary much in
quantity as the organizing capacity of the FONIS organi-
zation didn’t change through years. Number of teams was
constantly between 8 and 10.

Following charts show the diversity of participants
studying origin for the last three years (Figure 4).

It is interesting to see the increase of the number of
employed participants.

As mentioned before, FON Hackathon became open
for all students in Serbia in 2015, but it is interesting to see
that 5 high-school students participated in university level
hackathon in year 2022 (Fig. 5), even though high-school
level hackathons were organized as well.

V. CONCLUSION

This paper gives a literature overview of the open inno-
vation concept and the role of hackathon in its implemen-
tation. The question that will be further pursued through
future research will focus on the continuation of the hack-
athon projects and its utilization in corporate setting.

The data analysis showed us a rising interest in hacka-
thon participation by students and companies’ involvement
in organization of the hackathon. This lays the foundation
for future research that will have a twofold focus:
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® on participants: reasons for participation, expectations,
hackathon impact on further development, future/cur-
rent employment, etc.

® on companies: reasons for involvement, continuation of
the hackathon projects, impact of generated ideas, etc.
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Abstract— Irrigation systems have been demanding the
automation of the system for getting faster and more precise
manner of agriculture which will be enhanced the produc-
tivity rate and reduced the processing time and labor cost.
During automation, irrigating the large areas of plants is a
difficult job. To overcome such problems, irrigation schedul-
ing techniques can be applied to monitor the soil and crop
conditions. Irrigation scheduling plays a vital role when ir-
rigating the land and how much water is to be applied. This
improves the irrigation system as well as reduces the irriga-
tion cost and increases crop yield. For this purpose, modeling,
simulation, and setting of the control parameters for the au-
tomation of the irrigation system are carried out using Pro-
portional-Integral-Derivative (PID). Further, to improve the
performance of the control system, Artificial Neural Network
(ANN) based intelligent control system is applied for effective
irrigation scheduling where evapotranspiration, ecological
conditions, type of crop, and the amount of water are esti-
mated for irrigation The model is simulated using MATLAB
software, and it is found that ANN-based intelligent control
systems can provide a better solution for saving the resources
and can also provide optimized results to different types of
agriculture cultivation.

Keywords - Irrigation systems, PID control system, Arti-
ficial Neural Network (ANN), Irrigation Scheduling, Control
system, etc.

I. INTRODUCTION

The intelligent systems have been providing the solu-
tion for the environment to build the decisions making
system for futuristic aspects and analysis of their sur-
roundings which plays a vital role in human society's
accomplishments to be self-sufficient in food and living
of life requirements. Irrigation is the most important part
of agriculture in many parts of the world where water is
an inadequate resource and irrigation techniques must be
automated with precision and accuracy so that limited re-
source can be utilized effectively and efficiently manner.
During automation, the design of a control system for ir-
rigation scheduling is the most essential aspect where ir-
rigation scheduling is to attempt on when to irrigate and
how much water will have to be supplied. This is focused
on the fixed-rate or variable rate of its control system.

For this different types of controllers are attempted such
as ON-OFF controller, PD, PI, PID, etc. [1,2]. The major
disadvantage of ON-OFF controllers cannot give optimal
results for varying time delays phenomenon and varying
system parameters of the controller whereas PD, PI, and
PID give slightly better results than an ON-OFF controller.
Artificial Neural Network (ANN) controllers have the po-
tential whereby set up the input parameters like soil mois-
ture, air temperature, humidity, radiations etc., the model
of control system can be developed which provides the
output information for evapotranspiration, type of crop,
ecological conditions, the amount of water required for ir-
rigation. Using proposed this method, effective irrigation
scheduling can be achieved to the level of water, moisture
in the soil, use of pesticides and fertilizers, etc.

The main objective of this paper is to develop a model
for a control system where a PID system is applied and fur-
ther improvement of the system, ANN control technique is
applied for effective irrigation scheduling for agricultural
land. The classifications of the crop into different types of
areas can be set according to the requirement with different
environmental conditions in similar resources so that these
can be identified in a group in the same category. There-
fore, irrigation needs can be identified with lesser water
requirements.

This paper is presented as follows: a brief report of
a literature survey for different controllers application to-
wards irrigation applications is discussed in Section II. In
section III, a novel concept on PID controller enabled in an
irrigation system is proposed where the major focus is on
minimizing the drawbacks of the ON-OFF control system.
In section 1V, a system architecture of ANN Controllers'
application in the irrigation scheduling is discussed. The
conclusion is written in Section V.

II. BRIEF LITERATURE SURVEY ABOUT MODE-
LING, SIMULATION, AND APPLIED CONTROL
SYSTEM ON THE IRRIGATION SYSTEM

In the past, some researchers have reported on auto-
mated irrigation systems where different types of control
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systems are identified. Ding et al. [3] have focused on the
fuzzy self-adaptive PID controller which is applied to the
automatic control system of canal operation. During op-
eration, the controlled parameters are set based on fuzzy
logic reasoning and the optimal best fine-tuning of PID
controller parameters. Colaizzi et al. [4] have applied a
plant canopy temperature for improving irrigation systems
towards crop management where a remotely sensed plant
canopy temperature theory has been applied. Shirazpasha
et al. [5] have attempted automated irrigation for farms
or nurseries which gives information to farmers about the
exact amount of water requirement. This turns valves ON-
OFF using a solenoid valve and microcontroller. Pavithra
et al. [6] have developed an android phone-control irriga-
tion system where Application Programmable Interface
(AP]) is applied to develop Android applications plat-
form using the Java programming language. Goyal et al.
[7] have emphasized modeling of daily pan evaporation
in subtropical climates using various controllers which
increases the accuracy/precision of daily pan evaporation
estimation during subtropical climates. Rodriguez et al.
[8] have developed a control algorithm for automatic ir-
rigation scheduling in a soilless culture where the control
system is based on a PID algorithm and it provides the
automatic operation with the minimum cost. Goodchild et
al. [9] have attempted on a PID controller for providing
the proper control of soil moisture conditions by supplying
the exact amount of water according to the requirement of
the plant. subsequently, the PID controller is modified by
changing the environmental conditions such as different
rainfall, high-temperature conditions, etc so that the con-
troller can work under different conditions such as water-
ing, windup, plant stress conditions, etc. Poyen et al. [10]
have attempted an ANN controller which is applied for
precise moisture control in smart irrigation. The control-
ler interacts with the requisite soil moisture and calculated
soil moisture conditions. Lozoya et al. [11] have presented
a model of control strategy applied to an irrigation sys-
tem for making efficient use of water for large crop fields,
that is applying the correct amount of water at a suitable
place at the exact time. Ghodake et al. [12] have focused
on the design of an automated drip irrigation system where
a feasibility study has been carried out regarding cost-ef-
fectiveness. Shitu et al. [13] have summarized the review
on smart different control systems for water management
applications whereas Guo et al. [14] have attempted the
real-time control system for irrigation applications where
a model for predictive control is applied for finding the
plant's desired root-zone deficit level with specified varia-
ble rainfall parameters etc. Sheikh et al. [15] have empha-
sized the importance and significance of modernization of
irrigation in the agriculture field by applying a PID con-
troller where all-natural parameters including temperature,
air humidity, wind speed, radiation, and soil moisture are
taken into account. Munir et al. [16] have employed an [oT
system for smart energy consumption and smart irrigation
in tunnel farming where a set of sensors records the plant
data efficiently and their water requirement. An applica-
tion is also developed for monitoring and controlling the
irrigation system. Sudharshan et al. [17] have attempted on

renewable energy-based smart irrigation system where the
fuzzy logic algorithm is used to control the solenoid valve
and data from the sensors are sent to the adafruit.io cloud
platform so that users can monitor the moisture and hu-
midity level etc. Jacob et al. [18] have attempted on mode-
ling the automatic sprinkler irrigation process using a PID
controller and finite-state machine where automatic con-
trol logic is designed for automatic irrigation systems in
real-time. Gonzalez-Briones et al. [19] have attempted an
intelligent multi-agent system where the data are gathered
from wireless sensor networks for potato crops. Further,
the data have been uploaded to the cloud. EL-Zemity et al.
[20] have developed a wastewater treatment model with
smart irrigation utilizing a PID controller where the PID
gain parameters are tuned using MATLAB and the cor-
relation for the performance of the wastewater treatment
processing is achieved. Abioye et al. [21] have attempted
an loT-based monitoring framework using ES Presso Lite
and V2.0 module which interfaces the various soil mois-
ture sensors to measure soil moisture contents for mustard
leaf plants. Poyen et al. [22] have applied a fuzzy rule-
based controller to control the check the water wastage by
providing an optimal irrigating environment for farming
where the necessary control action regulates the actuators
by supplying the right amount of water to the farm. Further,
Jain et al. [23,24] have demonstrated an loT-enabled smart
drip irrigation system using web/android applications for
agricultural applications whereas in this paper, modeling,
simulation, and setting of the control parameters for auto-
mation of irrigation system using PID and ANN methods
are proposed which will help in an irrigation scheduling.
This is a novel part of this paper.

III. DESIGN OF PID BASED AND ANN-BASED CON-
TROLLERS FOR AUTOMATED IRRIGATION
SYSTEM

A. Modelling of system parameters for PID con-
troller towards automated irrigation system

For designing the controller for an automated irriga-
tion system, several parameters like the kind of soil, kind
of plants, leaf coverage plays, etc play an essential role
during the cultivation of crops where an optimal decision
is required for providing the water requirement. For taking
the optimal decision, the controller should be designed in
such a way as to how much water (and/or fertilizer) will
be used in respective irrigation sessions/areas and repeat-
ability can be itself accordingly to the requirement. In the
pre-defined control/direct control method, there is no feed-
back from the controlled object. For taking the account
of a feedback system, the study on irrigation sessions is
required where repeatability is a major concern accord-
ing to irrigation session/area. Considering these aspects,
a PID controller i.e. a close loop system is proposed for a
feedback control system where the process variable may
be fixed with a setpoint, and produced an error signal will
be corrected as per requirement. This controls the output
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parameters of the system and this process may be contin-
ued up to the zero error signal or the process variable value
will be equal to the set point. During operation, the input
parameters are considered as soil humidity, air humidity,
temperature, radiation, wind speed, and salinity and the
output parameters are taken as opening and closing the op-
eration of the valve for water requirement or fertilizer, and
a combination of both, opening and closing walls, turning
energy systems (like lights, ventilation, heating, etc), etc.

During the development of the controller, the follow-
ing steps are attempted as given below;

i. Input data from sensors: In this step, various
parameters like soil moisture, air humidity, tem-
perature, radiation, and wind speed are collected.
Then these parameters are needed for the next step
as input.

ii.Development of Evapotranspiration model:
During the development of the model, this block
transforms the four input parameters for achieving
the actual soil moisture.

iii. Required soil moisture condition: This block
gives information about the amount of water re-
quired for the appropriate growth of plants.

iv. Application of PID and ANN controller: In
this step, by applying the application of PID and
ANN controller, the requisite soil moisture and ac-
tual soil moisture can be compared which helps in
the decision-making process dynamically.

Desired Soil
Moisture
Input data Evapotranspirati PID and ANN
from el on Model Controller
Sensors

Valve
position

Fig. 1. Block diagram of basic
irrigation control system

The input for the irrigation control system is simulated
using SIMULINK in a MATLAB environment as shown in
Fig. 1 where the following inputs are considered.

B. Modelling for input parameters from acquired
sensors

For estimation of humidity from the environment, the
four input parameters such as air humidity, temperature,

radiation, and wind speed are considered which affects the
evapotranspiration model.

i. Temperature: The temperature is the essential pa-
rameter for monitoring and control of the irrigation system
which is illustrated as a continuous sine wave signal and
simulated for the day and night temperature transforma-
tion. If any sharp changes occur in exceptional cases such
as deserts etc. The following input variable parameters are
considered as given below;

= A sine wave with an amplitude of 5 °C is considered

= A frequency of 0.2618 rad/h for a time period of 24 h is
measured (i.e. 0.2168 rad/h = 2pi/T=2pi/24).

= A constant bias (offset) at 30 °C is taken

After simulation, it is found that the air humidity can
reach the maximum temperature of 35°C (mid-day) and
the minimum can reach +25°C (mid-night). In this manner,
the temperature can be found on any particular day by set-
ting the variable parameters as shown in Fig. 2.

ii. Air humidity: For considering the air humidity, the
following parameters are taken.

= A sine wave is taken with an amplitude of 10%
= Bias of 60% (constant);

= A frequency of 0.2618 rad/h is measured for the period
of 24 h.

iii. Wind speed: For considering the air humidity, the
following parameters are taken.

= A sine wave with an amplitude of 1 km/h is taken
® Bias of 3.5 km/h (constant) is considered

= A frequency of 0.2618 rad/h is measured for the period
of 24 h.

iv. Radiation: By considering the maximum possible
radiation at the earth’s surface (Rmax), the model is de-
veloped.

= A sine wave with an amplitude of 2MJ/m2 is taken
® The bias of 112MJ/m2

= A frequency ranging of 0.2618 rad/h is measured for the
period of 24 h.

=

—Tengeise
— Aty

=
T

— W ez

=
T

Response
P

Fig 2. Input Parameters of Evapotranspiration model-
Graphical representation
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C.Required Soil Moisture Condition

It is dependent relative to the type of soil, kind of plant,
type of growth parameters, type of land, etc. The required
soil moisture is found as shown in Fig. 3.

¥ T T T

5

0 5 10 1% il % N % 4 8 %
Time

Fig. 3. Required soil moisture behavior

D. Evapotranspiration Model

A Penman-Monteith equation is considered based on an
estimation of reference evapotranspiration eq. [25] where
the equation can be presented by a combination function
of maximum and minimum temperature, radiation, wind
speed, and vapour pressure. The Penman-Monteith eq.
[25] is written as given below;

¥X900XUp

Fr = 0.408 A(Rp =G+ ———(es—¢a)
0 A+y(1+0.34U5)
(1)
__ 4098 e°(T)
(T+273.3)2
(2)
o _ (17.27T)
e’(T) = 0.6108exp (T+273.3)
(3)
y=2Px 107 = 0001628 x~
4)

ET, = Reference evapotranspiration [mm day-1],

G = Soil heat flux density [MJ m-2 day-1],

R = Net radiation at the crop surface [MJ m-2 day1],
U,= Wind speed at 2 m height [m s 1],

T = Mean daily air temperature at 2 m height [°C],
D = Slope vapour pressure curve [kPa °C-1],

e = Saturation vapour pressure[kPa],

e, = Actual vapour pressure [kPa],

e -e,= e°(T) =Saturation vapour pressure deficit [kPa],

P = Atmospheric pressure [kPa],
g = Psychrometric constant [kPa °C1],

€%T) = Saturation vapour pressure at the air temperature
T [kPa],

z = Elevation above sea level [m],

C= Specific heat at constant pressure, 1.013x103 [MJkg-1
°C-1],

€ = Ratio molecular weight of water vapour/dry air =0.622,

A = Latent heat of vaporization, 2.45 [MJ kg-1].

E. Input and output of the controller

The controller has two inputs i.e. the required/desired
soil moisture and calculated soil moisture from the evap-
otranspiration model. There is only one output of the con-
troller, also called control input for the valve position. It
builds the system configuration straightforwardly.

IV. RESULTS AND DISCUSSIONS

The above-mentioned requirement in mind behavior of
the controller is simulated in SIMULINK-MATLAB soft-
ware and the block diagram is shown in Fig. 4.

ﬁiﬁ

¢ =

[—

Fig. 4. ON-OFF based control system with Evapo-
transpiration model

At first, the ON-OFF controller is implemented along
with the evapotranspiration model where reference (Re-
quired) Soil moisture is taken into account and simulated.
It is found that the ON-OFF control-based system shows
continuous oscillation at the output as shown in Fig. 5. This
shows that the system is unstable and shows oscillating be-
havior. From input "Subsystem" to output "PID Control-
ler", the output of step response before tuning is shown in
Fig. 6. It is found that this ON-OFF control-based system
is not stable.

For improving the control system and finding the sta-
bility of the control system, a PID control is applied using
SIMULINK-MATLAB software as shown in Fig. 6. This
helps in improving the real-time process parameters (such
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as moisture, humidity, temperature, sunlight intensity, etc.)
of the control system.

|=—Evapotranspiaton Model{Actl st
|——Requred Moste:
|——ONIOFF Conteks

Response

0 5 10 15 2 % k4 3% [} [ 5
Time

Fig. 5. Simulation results of ON-OFF control based
system

L I I | 1 | | | |
0 2 4 6 8 0 1 " [} [ 2
Time

Fig. 6. The output of step response before tuning of
PID control system

¥

=R
)
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q

Fig. 7. PID based control system with Evapotranspi-
ration model

By applying a PID control system, the closed-loop ir-
rigation control improves crop yields condition and it also
helps in effective resource utilization. By controlling the
irrigation system, the changes in soil moisture meet the
requirement of water for crop yielding. After applying a
PID control system, the system reacts in a faster manner
which provides precise manner change in environmental
conditions like under-watering, rainfall, plant stress, and
windup conditions. For obtaining PID gain parameters,
the transfer function of the system is given below:

—257—-25 -1

Fis)= T1s

)

This shows that systems have two degrees of freedom

and the system has oscillating behavior. During applying
the PID tuner in the SIMULINK model, the value of kp,
ki, and kd are given in Table 1. The obtained performance
parameters of the PID control system are shown in Table 2.

Table 1. kp, k, kd values in PID Tuner

K, K, k N
0.4755 | 0.4867 | 0.2722 | 1.7464
u(s) k; Ns I

_ k f—

e(s) F To TRl +N

(6)

kp is the proportional gain, k; is the integral gain, k  is the
derivative gain, and N is the filter coefficient respectively.
After applying PID gain parameters, system response and
Root Locus plot are shown in Fig. 8 and 9. These show
the system is stable and the poles are negative and the Left
side. The simulation results are shown in Fig. 10.

Table 2. Obtained performance parameters of PID con-
trol system

X
Controller Parameters
Tuned Block
p -047141 -0.47556
| -0.5052 -0.48672
D 0.25777 0.2723
N 1.8288 1.7465
Performance and Robustness
Tuned Block
Rise time 1.46 seconds 1.48 seconds
Settling time 12.3 seconds 12.4 seconds
Overshoot 14.7 % 14.8 %
Peak 1.15 1.15
Gain margin -Inf dB @ 0 rad/s -Inf dB @ 0 rad/s
Phase margin 111 deg @ 1.83rad/s |110 deg @ 1.75 rad/s
Closed-loop stability  [Stable Stable
Root Locus
1.5
1k
.‘-é’ 0.5
<]
&
m ) O —_—
2
5
S -0.5
£
_1 =
1.5
-2 -1.5 -1 -0.5 0 0.5 1

Real Axis (seconds'1)
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(a) Root Locus before tuning system.

During the implementation of the ANN Controller, the
following parameters are considered in the design of con-
‘ T T I ! trol architecture in the SIMULINK model.

= Topology type: Distributed Time Delay Neural Network

= Name of training function: Bayesian Regulation func-

Imaginary Axis (seconas’' )
P - <

tion.

0 A = Performance: Sum squared error is taken as a perfor-
mance measure.

A 1 ® Goal value: 0.0001.

= [ earning rate: 0.05.
The SIMULINK model is shown in Fig. 11. During

Q4

2% | | x J the training of the neural network model, the direct cas-
2 15 L w—_— 45 0 15 cade controller along with the Evapotranspiration model is
applied. The controller target is to achieve the actual soil

(b) Root Locus afier tuning moisture to the required soil moisture so that the resources

. like water and energy can be optimized. During analysis,
| dbgm the control valve is considered as an open condition and
From: Sisysiem To:PD) Confoler . . . ..
T e aaas T the required soil moisture limits go beyond the measured
soil moisture and the control value should be considered a
closed condition. The performance of the actual soil mois-
ture shows without any oscillations as shown in Fig. 12.
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(c) Bode plot of PID controller B

Fig. 9. Root locus and Bode plot of ON-OFF control

based system
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[ g |——PID Canfrollr
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Fig. 10. Simulation results of PID based control
System ’ 1 ! ! L L ! | | |

Further, ANN method is applied in the control system
for finding effective irrigation scheduling. This is modeled Fig. 12. The output of the Simulink Model of the ANN
on the brain where neurons are connected in complex pat- Controller
terns to get the processed data by sensing through sensors
and training the data and store in memories. This is a sys-
tem based on the operation of biological neural networks
or it is also defined as an emulation of a biological neural



54 IoT and Smart Environments

e meend B Training: R=0.70641 Test: R=0.75939
Neural Network
— = — o ~ O Data 8 O Data
ey gl im = fl—n Sl 5
o 0 + + Y=T QQ
- - o] :
Algorithms Q4 [ 4
Data Division: Random (dividerand) o o (b 0
Training: Bayesian Regularization (trainbr) © © 0 0 %
Performance: Mean Squared Error (mse) h h @
Calculations: MEX o - b2
Propress o 0] 00 6
Epoch: o | 1000 iterations 1000 1y = :
Time: 0:00:01 L Ill 00 OO oqu)o
Performance: oo [MNSH6N | ooo ] =
Gradient: 186 (IO O79TN | 1.00e-07 Y 3 0 )
Mu: 0.00500 0.00100 1.00e+10 52 N
Effective # Param: 310 [NSSaN | o.00 0 32
Sum Squared Param: 2.76e+03 [IESONN | 0.00 [o]
Plots -4
[ Performance (plotperform) -4 -2 0 2 4 6 -2 0 2 4 6
| Training State | wiottrainstate) Targa Tal’gq
[ Error Histogram (ploterrhist)
[ Regression (plotregression)
[ Fit (plotfit)
All: R=0.715
Plot Interval: ' 1 epochs
L 4 epoch - O Data
-6
@ Stop Training @ cancel +
°
. . o
Fig. 13. Training the ANN Model s
=2
0
o
s Function Fit for Output Element 1 I‘I 0
Training Targets ‘5
6 Training Outputs o 2
Validation Targets ‘5 -
- Validation Outputs o
S 4 Test Targets
E Test Outputs -4
=2 Errors 4 2 0 2 4 6
] Fit
s Target
5 0
g
O -2 . .
Fig. 16. Trained and tested output data of ANN model
-4
D T T R N R S S
4 & N & T T Best Training Performance is 3.9595 atepoch 6
2 . 103 F
I —
I [ es!
2F I Best
4 . mn
Input E :
7‘3’102
Fig. 14. Variations of the input-output model 5
°
2
S
Error Histogram with 20 Bins & o
c
I Training S
20t I et =2 B
Zero Error
25
10° A A ) L L ) . L L )
20 0 100 200 300 400 500 600 700 800 900 1000
1000 Epochs

Instances
o

Fig. 17. Best training performance in terms of mean
square error

-
o

~ WL o
o ¢ ~ ©
% 8 B N
o 0 9

e
- N~
® 3
e

-0.1402

Errors = Targets - Outputs

Fig. 15. Error histogram with 20 bins



2022 International conference on E-business technologies (EBT) 55

Gradient =0.079077, at epoch 1000
T T T T T

gradient
2
_—

Mu =0.001, at epoch 1000

100 —— T T T T T
21010
1 0.20 L 1 I I L L L L I
Num Parameters = 3.2402, at epoch 1000
T T T T T T T T
£20 1
©
o
0 Y T Y T T T T . .
104 Sum Squared Param = 1.5016, at epoch 1000
<
@102 1

Validation Checks =0, at epoch 1000

1 T T T T
F
©
>
L L L L

1 L L L s L
0 100 200 30 400 500 600 700 800 900 1000
1000 Epochs

Fig. 18. Best performance of ANN controller

The following observations are envisaged as given in
Table 3.

Table 3. Training and testing data

SAMPLES MSE R
TRAINING 221 3.95948e-0 7.00783-1
TESTING 48 3.73856e-0 7.56047e-1

From Fig. 13 to Fig. 18, it is observed that:

1. The regression value of the model tested is 0.75 thus the
model is 75 percent accurate in terms of predicting the
optimal output.

2.The ANN controller controls the valve effectively where
a low energy system is required for operating the sys-
tem. Therefore, both energy and water can be saved in
the environment.

Hence, by applying ANN controller, a cost-effective
and result-oriented irrigation control system has been
achieved which can be directly implemented for practical
implementation.

V. CONCLUSION

In this paper, the control of drip irrigation systems is
discussed by applying different types of control systems
such as ON-OFF, PID, and ANN. The proposed ANN
control method is also compared with PID and ON-OFF
controller. It is found that the ON-OFF controller-based
system fails suddenly due to its limitations where the PID
controller is provided a solution for a stable control system
by tuning the control gain parameters. The ANN-based
approach has provided the trained data for drip irrigation
scheduling and the results show a better implementation
and more efficient control method. This ANN controller
does not need the aforementioned knowledge of the sys-
tem and has the intrinsic ability to self-adjust the changing

conditions. It is important to note that ANN-based systems
can provide a better solution for saving a lot of resources
like energy and water and can also provide optimized re-
sults for different types of agriculture cultivations. In the
future, this controller will be implemented with hardware
in crop cultivation.
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Abstract— This paper presents system that manages Wi-
Fi credentials for ESP32 based IoT system. Managing system
is based on NFC technology. Paper offers a solution for the
problem of frequent changing of Wi-Fi credentials when an
IoT system is moved from place to place and needs to con-
nect to different access points. NFC technology is chosen as
a medium because it is widely accessible in modern smart-
phones, and also offers low-cost solutions. Data containing
SSID name and password of access point that IoT system
should establish connection to are written into NFC tag using
smartphone. Using designed system, that data is transferred
to ESP32. Speed and form of that data transfer is analyzed.
In systems where speed is not of dominant interest, described
system can deliver appropriate results.

Keywords - Internet of Things, Wi-Fi, ESP32, NFC.

[LINTRODUCTION

Continuous growth of the Internet of Things field led
to development of many devices that are able to perform
many specific tasks using many different communication
methods. Great versatility of IoT devices, beside many
qualities, also constantly brings some new challenges [1,
2]. Depending on the special application of the device and
the primary wireless communication method, different ap-
plications put pressure on different resources of devices.
This paper concerns systems where the primary wireless
communication method is through local accessible Wi-Fi
access point. One of the specific problems that occurs in
the later phases of Wi-Fi enabled products implementation
is the method of acquiring Wi-Fi configuration data (SSID
name and/or password) for local access point [2-4].

In the most cases, during the testing and debugging
phase, Wi-Fi credentials are hardcoded into the code.
Development of the device also includes testing of other
properties of the device, so most of testing engineers are
focused on operation of the device. Still, most of the IoT
devices that uses Wi-Fi as a primary wireless data trans-
fer method are designed to have vast area of application,
meaning, beside other, that it can be used in various plac-
es, using different access points. To fully exploit this ca-
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pability, it is needed that designed devices have intuitive
and straightforward method of inserting SSID name and
password for the targeted access point. This problem is
usually solved with adding of some input circuit that can
enter these credentials. Most basic solution is to connect a
small keyboard and a display so that all of the needed data
can be entered. Still, this solution impact the size of the
devices drastically and demands supply for many compo-
nents. Solution is improved with adding of touch-screen
displays. In that way, keyboard is not necessary anymore.
Display is anyway part of almost all devices, so this im-
proves the solution drastically. On the other hand, touch-
screen displays demand a lot of memory resources by the
driving MCU, robust libraries and are still not suitable for
low-cost solutions. Therefore, it is needed to develop a
method that is versatile to use, energy efficient and adapted
to low-cost IoT solutions [3, 4].

II. METHODOLOGY

Basic use of the Wi-Fi managing system is to ensure
that Wi-Fi credentials are dynamic and editable. Dynam-
ic credentials are usually realized using dynamic buffer.
During development phase, credentials for the main access
point can be loaded to the buffer. If the main access point is
accessible, after booting, device attempts to connect to the
main access point. If it succeeds, it remains connected for
the further operation. However, it is needed to accordingly
handle cases when the connection is not successful. Some-
times, connection fail because of temporary spontaneous
disruptions. In those cases, with multiple connection at-
tempts, device finally connects and operate further, before
it returns to sleep or low energy mode. There are cases
when the mainly used access point is simply unavailable
(in case of power shutdowns, constant obstacles or simple
modem or router malfunctioning). Then, it is still need-
ed to perform measurements and or actions, but instead
of sending it, data is stored into the back up memory unit,
most often a SD card [5, 6]. Even more often, it occurs that
device used on one location using an access point should
be mobile, and needed to use in different locations. On
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every different location, device connects to a different ac-
cess point. Therefore, it is needed to allow simple process
of inserting credentials. Proposed solution focuses on this
problem.

Most of the modern smartphones come with NFC (near
field communication) module. NFC is a wireless short-
range and high frequency communication technology that
allows the exchange of data between devices [7]. It is is
based on RFID principle. System consists of a tag and a
reader. When a tag is put close enough into the reader field,
data is transferred using load modulation. Comparison be-
tween RFID and NFC technologies are given in table I [8,
9].

TABLE I: COMPARISON OF RFID AND NFC TECH-
NOLOGIES

RFID NFC
Communication type: | Unidirectional | Bidirectional
Range: <Im <0.1m
Operating frequency: | LF — Micro- 13.56 MHz
wave range
Set-up time: <0.2s <0.2s
Avg. consumption: <35mA <15mA
Tag data size: <1kB <8 kB

Main difference between the most of commercial RFID
systems and NFC systems is that using NFC, unlike RFID,
data transfer can be done in both directions, both from a
tag to a reader and from a reader to a tag. A lot of NFC
tags come with enough memory to take enough data (com-
mercial ranging from 512 B to even 8 kB), and are widely
available as flexible tags, gluing tags or even wearable tags.
In this paper, Wi-Fi credentials managing system is imple-
mented using NFC data transfer. There were researches
concerning using NFC for information transfer [9, 10]. It
was concluded that this technology requires minimum hu-
man operation and that it offers a lot of possibilities for
further implementation.

III. EXPERIMENT

In order to connect to the new Wi-Fi access point, data
containing new Wi-Fi credentials is to be transferred to
NFC tag. Tag is then put in front of the reader, where the
data is read and transferred to the ESP32 device. Data is
then parsed and two specific strings (SSID name and pass-
word) are extracted. ESP32 attempts to connect to the local
Wi-Fi network using extracted data. Block schematic of

the experiments is shown in the Fig. 1.
) ((‘!’))

router

NFC

tag ESP32

module

Fig. 1.Block schematic of the setup.

A. Used devices and tools

Tags used in these experiments are widely accessible
Mifare Classic tags [11] with a memory size of 1 Kilobyte
(kB) that use ISO 14443 standard. This type of tags con-
tains Unique Identifier Number (UID) and is NFC Data
Exchange Format (NDEF) enabled. UID for every tag is
different, seven bytes long and cannot be changed. Tag be-
ing NDEF enabled means that it can receive NDEF mes-
sages. Writing data to a tag corresponds to sending appro-
priate NDEF message to the tag. NDEF content of the tag
is formattable and rewriteable. In this paper, only NDEF
method for data transfer is used.

For the transfer to be accomplished, it is needed to
write data into NFC tag. In described experiments data
containing Wi-Fi credentials is loaded into the tag via An-
droid smartphone. Freeware third party application NFC
Tools is used [12]. Using this application, it is possible to
write different types of data to the tag (simple strings, ac-
tive mobile phone number, Wi-Fi credentials, links, and
other). Data is written with selecting specific options and
putting tag close to the smartphone.

Data is read from the tag using NFC reader. For these
experiments, PN532 reader is used [13]. It is a NFC read-
er with square embedded antenna that can read multiple
types of the NFC tags (including Mifare Classic tags) in
the 13.56 MHz range. It is based on 8051 MCU and can
communicate with other devices using SPI, 12C or UART
protocols. This reader is selected because it can read both
UID number of tags and NDEF messages.

Main part of the setup is ESP32 board with WROOM?2
chip, manufactured by the company Esspresif [14]. This
device is selected because it contains Wi-Fi module and
therefore can connect to Wi-Fi networks. The module sup-
port 802.11 b/g/n protocol in the standard Wi-Fi frequen-
cy range (2.4 GHz - 2.5 GHz). Besides Wi-Fi capabilities,
chip contains peripheral units for many serial interfaces
(I2C, SPI, UART), as well as RTC and Bluetooth modules.
These properties make this chip suitable for many IoT ap-
plications using different methods [15, 16].

In these experiments, PN532 and ESP32 are connected
over two lines, using I2C interface. After reading NDEF
messages, raw data is sent from the PN532 to the ESP32.
Data is then processed and the connection is attempted.
Software for the data receiving, data parsing and Wi-Fi
connecting is manually coded and flashed to ESP32.

B.Experiment setup and results

Experiments are divided into three rounds. In the first
round, Wi-Fi credentials are written on the NFC tag using
NFC Tools. Tag is then put in front of a reader in order
to start data transmission. When that is done, an external
timer is started. Wi-Fi credentials in the form of string data
are transferred from the tag to the reader and then from the
reader to ESP32 over [2C. ESP32 receives the string, pars-
es the data and tries to connect to the access point with the
given credentials. When the connection is successful, ex-
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ternal timer is stopped. In this way, it is possible to meas-
ure time between the putting of a tag in front of the reader
and the successful connection. Figure 2 shows the results
from ten consecutive connection attempts.

16.5

Average time: 15.2 s

16 -

155}

Connection time [s]

14.5 1 1 1 1 1 1 1 1 1
1 2 3 4 S 6 7 8 9 10

Attempt number

Fig. 2. Connection time for ten connection attempts
with received credentials..

After every attempt, devices were reset, so that process
can be started from the beginning. During all ten attempts,
distance between the ESP32 and the router access point is
kept constant. As can be seen from the Fig. 2, time between
putting tag in front of a reader to establishing connection
is ranging from 14.53 seconds to 16.39 seconds. Average
time for connection is 15.2 seconds. These results are in
line with the similar research [10]. It is worth mentioning
that the length of the credentials was 20 characters in total
(10 for SSID name and 10 for password). Still in order
to further analyze needed time, it is necessary to divide
measured time into time for NFC data transmission, time
for data processing and time for Wi-Fi connecting. In order
to tackle this complicated problem, second round of exper-
iments has to be done.

When the Wi-Fi credentials are hardcoded, and no ex-
ternal components are connected to the ESP32, average
connection time is 5.5 seconds. It means that the process-
es of tag reading, data sending and processing consume
around 10 seconds. To investigate time needed for every
of the mentioned actions, logic analyzer probes are con-
nected to the SDA and SCL pins of the PN532 reader,
with the goal to determine starting and ending point of the
data transmission between the PN532 and ESP32. For this
purpose, USB logic analyzer LHTO0SU1 is used. Second
round of ten connection attempts are made again. Table II
shows the measured results.

TABLE II: PERIOD OF DATA TRANSFER STEPS

2 7.35 2.036 | 0.780 | 5.16 15.33
3 7.52 2.030 | 0.790 | 5.39 15.73
4 6.91 2.052 | 0.780 | 5.47 15.68
5 7.08 2.039 | 0.780 | 5.70 15.60
6 6.65 2.041 | 0.780 | 5.35 14.83
7 7.57 2.055 | 0.830 | 5.72 16.17
8 6.96 2.039 | 0.800 | 5.49 15.29
9 8.03 2.047 | 0.790 | 5.44 16.31
10 6.72 2.050 | 0.780 | 5.12 14.67

A t -| Time [s]
tempt | Read-| Data|Data| Con-| Total
ing send- | parsing | necting
ing
1 6.39 2.056 | 0.820 | 5.73 15.03

As can be seen, longest process is reading of the data
from the tag by the PN532 reader, ranging from 6.39 s to
8.03 s. Time for data transmission is guided by the used
12C protocol, so no noticeable difference between these
times is expected. Same can be said for the time used by
ESP32 for parsing the data. Also, as expected, after the Wi-
Fi credentials are extracted, around 5.5 seconds is needed
to establish Wi-Fi connection. Different times for reading
data from the tag can be explained by the fact that the tag
was not always put in the exact same position in front of
the reader. Tag was always put in the reading range, but
slight time deviations are caused with this difference.

Third round of experiments has the same setup as
the previous ones. In this round, for every connection at-
tempt, settings of the router (SSID name and password) are
changed. In every change, length of these data is increased,
starting from 10 characters (5 for SSID name and 5 for
password) to 30 characters (15 for SSID name and 15 for
password). This means that after every attempt, NFC tag
should be formatted and then rewritten with the new Wi-Fi
credentials. Again, timer is started when tag is put in front
of the reader, and stopped if and when the connection is
successful. This approach is used in order to see whether
the different size of Wi-Fi credentials impacts total connec-
tion time by critical amount. Measured results are given in
the Fig. 3.
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Avg. time for all lengihs: 119,37/ s

16

Connection time [s]
—
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Credentials length [chars]

Fig. 3. Connection time for connection attempts with
received credentials of different length.
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As can be seen from the Fig. 3, different size of the cre-
dentials does not impact total connection time drastically.
Main reason for this is in the principle of NDEF messages
that used type of tag/reader uses to transfer data. Regard-
less of amount of data written to the tag, total memory of
tag is always read by the PN532 reader. Content of total
memory is being sent to the ESP32, and that is the reason
why specific data parsing is needed. After credentials are
extracted, ESP32 establishes Wi-Fi connection regardless
of their length.

IV. FUTURE WORKS

One of the improvement points and the future steps of the
proposed solution is to embed the tag into the PN532 reader,
and to connect additional devices for proximity measuring to the
reader. When the NFC writing smartphone is put in front of the
tag embedded into the PN532, proximity circuit activates. It turns
off the PN532 using additional circuitry, and enables NFC data
transfer between the smartphone and the tag. When the writing
into the tag is finished, and the smartphone is removed, proximity
circuit deactivates and turns on the PN532 reader, that can now
read data from the embedded tag. Using this improved solution,
user of the system would not need to have a tag with the system.

Also, other improvement point lies in adding some small
visual indicators (LEDs) or even small display that will inform
the user about ongoing communication and active steps. Since
plastic obstacles do not disrupt the NFC, and since the PN532 an-
tenna is embedded into the PCB, it is possible to provide custom
encapsulation of the proposed solution that can be adapted to the
working environment. It is also worth mentioning that not only
Wi-Fi credentials can be transferred using NFC. With the use of
described tools, it is possible to send custom strings concerning
many options in the generic [oT systems.

V. CONCLUSION

Simple Wi-Fi management solution for ESP32 based loT
systems that is based on NFC is presented in this paper. The prob-
lem of changing Wi-Fi credentials that ESP32 system tries to con-
nect to, with the help of additional free tools can be solved using
NFC tag data transfer. Connection does not establish instantly, it
is needed averagely more than 15 seconds, but in the application
where connection speed is not mandatory, proposed solution can
provide reliable results. Described system does demand adding
NFC reader to the IoT system, but it compensates with greater
versatility and higher connectivity with other devices.
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Abstract— This article considers the problem of design-
ing data streaming infrastructures for crowdsensing systems.
The goal is to propose an infrastructure that would provide a
scalable and seamless collection of various data in smart city,
such as noise, vibrations, air quality, citizens’ health param-
eters, etc., streaming collected data into the cloud infrastruc-
ture, and preparing it for further analysis. The paper focuses
on the aspects of modelling data streams, and the implemen-
tation using the Apache Kafka software. The prototype of the
proposed system is implemented within the private cloud in-
frastructure of the Department of e-business, Faculty of Or-
ganizational Sciences.

Keywords - data streaming, crowdsensing, smart city, [oT

[LINTRODUCTION

Streaming data can be beneficial to any industry that
deals with big data. It is used to integrate, process, filter,
analyze and react to collected data as it is received in re-
al-time. Today, it is used in many applications such as on-
line-shopping, recommendations on streaming services,
fraud detection etc.

Data stream refers to an ordered sequence of data,
which is unbounded and continuously updated. It typically
stands for a continuous transfer of a large quantity of small
data, from a data producer to a data consumer. Data in data
streams are processed sequentially and incrementally, one
at a time or in small batches. Processed data streams are
then used for further analysis, using various algorithms

[1].

Data streams can be found in various business activi-
ties and domains, including banking, commerce, produc-
tion, healthcare etc. A specific importance was put on data
stremaing architectures with the development of Internet of
things, since sensors typically generate numerous streams
of data, which are then transfered to a cloud storage [9].

Comparing to traditional batch processing, data stream-
ing approaches provide data in near real time, allowing for
real-time analytics and quicker insights. Using streams,
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data can be frequently updated, and the users can be noti-
fied about the changes of interest. Unlike the traditional re-
quest-response paradigm, it focuses on push notifications
to users, without explicits users’ requests.

The aim of this paper is to point out the problems that
exist when designing data streams, to give certain guide-
lines on how to solve these problems, and to define system
architecture for measuring noise, vibrations in traffic, al-
lergens, and air quality in smart cities.

II. THEORETICAL BACKGROUND

Data stream is an abstraction representing an infinite
and ever-growing dataset. The dataset is infinite and ev-
er-growing because over time, new records keep arriving

[4].

Event streams are arranged. The events have an or-
der in which they are performed, but it is difficult to an-
ticipate which event will perform next. On the example
of crowdsensing system about the amount of allergens in
the air, the easiest scenario is to show harmfulness of air
in a certain part of the city, but there is possibility for the
user to enter their chronic and seasonal diseases and to be
notified if they are near, for them, harmful part of the city.
The difference between event streams and database tables
is that the database tables are considered unordered, and
the ,,order by” clause is not part of the relational model,
but had been added to make data easier to display [4].

Immutable data records. Once events are triggered,
they can’t be changed anymore. If the user updates their
chronic and seasonal diseases, the old ones won’t be de-
leted. The difference between database tables and event
streams is that we can update or delete data in the database
tables, but they are considered as an additional transac-
tions. Instead, we can store transactions in a data stream

[4].

Event streams are replayable. This is a good feature
of event streams because there would be a problem if there
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are events which occurred a few months earlier, or if we
manage to change it, there would be no record that that
event ever happened before [4].

The data that are sent through the stream are different
from system to system. The size of events that are sent
through stream can be very small and can be huge. Data
that are sent can be key-value pairs, JSON structures etc.
In Kafka there are topics which are used to organize mes-
sages and each topic has unique name. There are producers
which send data to the topic, and then they are redirected
to subscribed consumers. Producer is an application that
represents the source of the data stream. Consumers are
applications that consume records from Kafka cluster.

III. DATA STREAM MODELLING

Apache Kafka is a data streaming platform whose abil-
ity is to process several trillion requests in one day [6]. To-
day, Kafka is used for streaming data in real-time, storing
a large amount of data, and analyzing the same data. The
advantage of the Apache Kafka tool is the ability to store
data on Kafka, which can actively monitor the transaction
execution process. Unlike the MQTT or AMQ protocol,
Apache Kafka allows users to receive messages that are
important to them. In this case, a user will receive data
only when he wants to list them.

Topics are like folders in a filesystem, and events are
files in that folder. Kafka is a multi-producer and mul-
ti-subscriber, so it can receive data from zero or more pro-
ducers and send it to zero or more consumers. Data from a
topic can be read whenever there is a need for it. Also, the
data is not deleted immediately after use, but a certain pe-
riod is defined in which data is stored, and after that period
it is removed. Kafka's performance is effectively constant
with respect to data size, so storing data for a long time is
perfectly fine [7].

The main question in topic design is: How do we de-
cide on which topic to send the next event? If topics aren't
designed in an appropriate way it can later bring us to rede-
sign topics, that is creating a topic model from the begin-
ning. Bellow will be described good practices for creating
topics.

As mentioned, Kafka is a platform for streaming data,
and one of the main things which need to be designed
in Kafka are topics. Topics are an ordered collection of
events that are stored in a durable way, which means they
are written to disk and they are replicated. There are prob-
lems in topic design: whether different types of data should
be put into one topic, whether a couple of topics can be
merged if they are logically connected, how to protect sen-
sitive data sent to a topic, etc. The answers to these and
some similar questions will be given below.

According to Martin Grotzke and Daniel Orner, Kaf-
ka topics should be designed as follows [2][3]:Cases for
which topics should be designed:

= Topics can be separated by domains and subdomains to
which events relate. If two events are logically different
then they should be put in different topics. When a topic
is created, there should also be created object schema,
and only objects which satisfy that schema could go
through the topic. Each topic should represent one type
to work with. Meaning is lost if there are mixed types
in one topic.

® [f there is a strong connection between two events,
should consider whether they can go to the same topic.
Also, if there is an exact order in which events should be
called, then they should go in the same topic.

= [f we withdraw some data, among which there is sen-
sitive data of some user, that data should be separated
from the others, and therefore a new topic should be cre-
ated in which they would be placed.

= Frequently triggered events (e.g. a sensor that sends data
multiple times per second) should be placed in special
topics [2]. In most cases, you’ll want to have exactly
one producer and one or more consumers. If more ser-
vices need to send the same kind of data, that’s a clue
that your service boundaries are not well-drawn, or that
one service should be talking to the other one in some
different way instead. This applies to event, entity, and
response topics.

= |n some cases, you should have the opposite: one or
more producers and exactly one consumer. This applies
to request topics, ensuring only one system processes
each request. You can think of it as a funnel instead of
a branch-out.

= Standardize topic names to make it simple when creating
new ones. One possible format is {BoundedContext}.
{Subdomain}. For example: Noise.NoiseCreatedEvent,
Allergens.ParticleSize, AirQuality. Temperature.

Maximal number of topics is infinite. Minimal number
of topics should be near number of different things which
are send from producer to consumer.

Table 1, relationship between few and a lot of topics[5]

Less topics More topics

Consumer may have to filter
messages

Consumers can read only
topics they care about

Less processing overhead
of managining masters and
consumers

Slower restarts, other pro-
cessing overheads

More flexibility in configu-

Less configuration to manage .
ration

Streaming is becoming more and more popular be-
cause it is not necessary to store a large amount of data,
but it can be quickly analyzed and gain insight into the
data. The most important thing is to determine the current
data, whether it is 2 minutes, 1 day, or maybe a certain
number of events (100). The time period we need is called
windowing.

There are methods which define length of window [10]:
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® Tumbling window - these are windows that have a clear
duration and are constant. This means that after the com-
pletion of one, the next one continues.

= Sliding window - these are windows that are timed, but
it is possible to overlap multiple windows.

= Session window - does not depend on the period, but
on the activity of the event in a particular period. This
means that certain windows have a shorter period if the
time flow is longer.

= Events can be selected by occurrence time:

= Event-time represents the time of occurrence of the
event.

® Processing-time represents the time when the event was
processed by the system

There must be a certain period of time that would in-
dicate that certain data is current and that is useful for the
system. If a certain event is delayed when arriving in the
system by more than the defined value, it will not be in-
cluded in the set of events for processing. This time period
is called the watermark [10].

IV. DATA STREMING INFRASTRUCTURE FOR THE
SMART CITY CROWDSENSING SYSTEM

The goal of the system proposed in this paper is to pro-
vide an adequate data streaming infrastructure that would
serve for crowdsensing data in the smart city (Figure 1).
The proposed system can support a large number of IoT
subsystems as producers, as well as a large number of
various consumer applications. Within this paper, only a
few examples of IoT subsystems are presented: measur-
ing noise, measuring vibrations, measuring air quality, and
measuring allergens.

Within the proposed system, measurements are done
using crowdsensing, where a large number of partici-
pants collect and provide data. Collected data is sent to
the cloud, and accepted using an ingress service. Collected
data streams are then transferred to the back end of the
system, where they are being transformed and prepared for
further analysis. Processed and analyzed data are delivered
to consumers through various delivery models (pull, push)
and through various applications. Client applications are
connected to the system through API of access services.

_\ ERAERE
N BT Stream processing

2.npnaseyu) sonAjeue eleq

Analyses

Figure 1 — The overview of the proposed system

The main components of the proposed system are [8]:

® [oT devices are used for collecting data from sensors. If
needed and possible, data measured from each sensor is
processed and transformed at the edge device, and then
sent to the cloud.

= Mobile applications for crowdsensing are used to
collect measurements using participants’ mobile de-
vices. They provide collecting data such as noise at
micro-locations, vibrations in public transportation
and traffic, etc.

= Data streaming infrastructure includes several com-
ponents: 1) ingress services for every device with dif-
ferent measurements, i.e. a service that receives data
from IoT systems and mobile applications; 2) stream
processing cluster, which enables the transformation
of data streams; 3) access services for every type of
measurement which enables communication with
consumers of the data, i.e. applications that use the
data streams.

= Data analytics infrastructure provides services for
real-time analytics. It enables the implementation of
advanced analyses, machine learning techniques, or
other predictive models.

= Consumer applications include various mobile, smart
watch, or other applications that consume crowd-
sensed data in any form. They usually present data us-
ing adequate visualizations and enable notifications.

V. IMPLEMENTATION DETAILS

Table 2 represents Kafka topics used for implementing
the proposed system. Within each topic, data is streamed in
a form of key-value pairs.

Table 2. Specification of topics within the proposed system

Topic Description
The topic for accepting traffic measurement
data. The following data will be stored: de-
vices that measure noise volume (sensors -
raw noise name and type of sensor and mobile phone
= - - mac address) - latitude and longitude, user
measurements . .o
from whose device noise is measured - us-
ername, name, surname, measured frequen-
cy - volume frequencies, municipality - the
name of the municipality
raw_noise .
- — | Anonymous data when measuring traffic
measurements .
. noise
_anonymized

Calculations of averages for a location at
selected time periods; a topic is created for
cach combination of predefined time slots
(daily, hourly) and selected locations of in-
terest.

average noise
time_location

Maximal measured values for selected time
periods at a location.

max_noise
time_location
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raw_vibration
measurements

The topic for accepting data from traffic vi-
bration measurements. The following data
will be stored: devices that measure vibra-
tions (sensors - name and type of sensor
and mobile phone - mac address) - latitude
and longitude, a user from whose device the
vibration is measured - username, name,
surname, measured frequency - frequency,
municipality - the name of the municipality

raw_vibration
measurements
_anonymized

Anonymous data when measuring vibra-
tions in traffic.

average vibra-
tion_time lo-

Calculations of averages for a location at
selected time periods; a topic is created for
each combination of predefined time slots

cation (daily, hourly) and selected locations of in-
terest.
max_vibra- . .
.= Maximal measured values for selected time
tion time lo- . .
- = periods at a location.
cation

raw_airQual-
ity measure-
ments

The topic for accepting air quality measure-
ments. The following data will be stored:
devices that measure air quality (sensors -
name and type sensor) - latitude and longi-
tude, air quality measured for a short period
of time, municipality - the name of the mu-
nicipality

raw_airQual-
ity measure-

Anonymous data when measuring air qual-

ments_an- ity.
onymized
Calculations of averages for a location at
average selected time periods; a topic is created for
airQuality each combination of predefined time slots

time_location

(daily, hourly) and selected locations of in-
terest.

max_airQuali-
ty time loca-
tion

Maximal measured values for selected time
periods at a location.

raw_allergens
measurements

The topic for accepting allergen measure-
ments. The following data will be kept:
place where measured - name, address,
latitude and longitude, weather forecast
for that place - temperature, humidity, rain
level, and cloud level, wind type - name,
direction, and strength of wind blowing, de-
vice for measuring allergens - name, type
of particle measured by the device - name,
a measurement performed by the device -
measured value.

raw_allergens
measurements_
anonymized

Anonymous allergen measurement data.

average aller-
gens_time lo-
cation

Calculations of averages for a location at
selected time periods; a topic is created for
each combination of predefined time slots
(daily, hourly) and selected locations of in-
terest.

max_aller-
gens_time lo-
cation

Maximal measured values for selected time
periods at a location.

VI. CONCLUSION

In this paper, the focus is on defining the architecture

when creating Kafka topics. The article indicates the most
common mistakes and the most common problems that
developers encounter when creating Kafka topics and is
pointed out how to prevent these problems. It also explains
what data streaming is and the focus is on Apache Kafka
which is one of the most used tools for data streaming, as
well as the key concepts of Apache Kafka: consumer, pro-
ducer, watermarking, and windowing.

The plan of future development is the development of

an [oT crowdsensing system based on data streaming ar-
chitecture, using Apache Kafka, and based on the model
presented in this paper. Sensor data will also be collected
and sent via the MQTT protocol to Apache Kafka, where
it will be processed and displayed to users in mobile ap-
plications.

REFERENCES

Apache Kafka (2017) [Online] https://kafka.apache.org/10/
documentation/streams/core-concepts.html

M. Grotzke, “Kafka Topic Design Guidelines”, https://in-
oio.de/blog/2021/05/21/kafka-topic-design-guidelines/, 21.
May 2021

D. Orner “Schema and Topic Design in Event-Driven Sys-
tems (featuring Kafka!)”, https://medium.com/flippengi-
neering/schema-and-topic-design-in-event-driven-systems-
featuring-kafka-a555ddfdb8dS, 1. May 2020

N. Narkhede, G. Shapira, T. Palino “Kafka: The Definitive
Guide: Real-Time Data and Stream Processing at Scale”, 1st
ed. O’Reilly Sebastopol, pp. 248-250, July 2017.

B. Slater “Topic Design” (August 2018) [Webinar]. Insta-
clustr. https://www.youtube.com/watch?v=XQJ9NoX
yyUé&ab_channel=Instaclustr

H. Kyny3, O. hamuh, and C. IlomoBuh, MonenoBame
CHCTeMa 3a YNpaB/balkbe¢ TOKOBHMA IMOPYKAa IPUMjEHOM
Apache Kafka, 2019.

Apache Kafka (2017) [Online] https://kafka.apache.org/
documentation/#gettingStarted

A. Labus, M. Radenkovi¢, S. Neskovi¢, S. Popovi¢ and S.
Mitrovi¢ (2022) “A Smart City IoT Crowdsensing System
Based on Data Streaming Architecture” Smart Innovation,
Systems and Technologies, vol 279. Springer, Singapore.
R. Kraft et al. “Efficient Processing of Geospatial mHealth
Data Using a Scalable Crowdsensing Platform” Sensors
2020

J. Traub et al., "Scotty: Efficient Window Aggregation for
Out-of-Order Stream Processing," 2018 IEEE 34th Interna-
tional Conference on Data Engineering (ICDE), 2018, pp.
1300-1303, doi: 10.1109/ICDE.2018.00135.



2022 International conference on E-business technologies (EBT) 65

Digital twin as a driver of digitalization of organi-
zations' activities and creation of digital models

Mikhail Kolbanev

Information Systems and Technologies
St. Petersburg State University of Economics,
St. Petersburg, Russia
mokolbanev@mail.ru
https://orcid.org/0000-0003-4825-6972

Anna Krasnova

Information Systems and Technologies
Nizhny Novgorod State Engineering and Economic University
Knyaginino, Russia
shochina96@mail.ru
https://orcid.org/0000-0001-8796-3667

Abstract— This article discusses the positive and nega-
tive aspects of the transition of organizations to digital ac-
tivity, as well as the problems encountered on the way of
organizations in digital activity transformation and the use
of digital twins. The main national programs of the Russian
Federation for the development of new breakthrough tech-
nologies are described. A simulation model of the operation of
a multiple access system with synchronous-time access to the
on-air data transmission medium is presented. It is used to
justify the correctness operation of metamathematical model,
which was designed using the AnyLogic software product.

Keywords - simulation model, mathematical model, digi-
tal twins, digital transformation, breakthrough technologies,
digitalization of activity

[.LINTRODUCTION

From 2000 to the beginning of 2010, the potential for
productivity growth in most developed countries in the
conditions of economic and technological mode began to
run out, thereby leading to significant decrease in produc-
tivity, sharp drop in return on investment due to tradition-
al technologies reaching their "ceiling" of productivity,
which could not be solved only with the help of public
policy on the application of macroeconomic measures.
Under these conditions, countries began moving to new
models of management.

Humanity is entering a new era, the era of intelligent
technologies. Everything that surrounds us is rapidly
changing and evolving. We are entering an age where in-
telligent systems are able to perform the functions of op-
timization, decision making, automatic analysis and many
other functions while interacting with the real world in real
time [1]. We call all these large-scale changes taking place
in the industrial and economic sphere the “Industrial revo-
lution”, or “Industry 4.0”, which is based on the transition
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from mass production of standardized products to flexible
high-performance one that produces individualized prod-
ucts.

Recently, there has been a transformation of activity
models in various fields, caused by new "breakthrough"
digital technologies, which should ensure the international
competitiveness of both the entire country and individual
companies that form the infrastructure for digitalization.
One of the main impulses is the exponential growth in the
diversity, quantity and quality of information, as well as
the relationship between various areas of life.

Industry 4.0 involves the creation of cyber-physical
systems, through which real objects are connected to in-
formation processes or virtual objects through informa-
tion networks and the Internet. This revolution includes a
number of breakthrough technologies that contribute to the
revival of the venture capital segment, as well as inten-
sive efforts in the field of these breakthrough technologies.
In Russia, on June 4, 2019, the national program "Digital
Economy" was adopted during the meeting of the Presidi-
um of the Presidential Councel. This program includes the
following main general purpose technologies:

® big data;

= neurotechnologies and artificial intelligence;
= distributed ledger systems;

® quantum technologies;

= new production technologies;

= industrial Internet;

= components of robotics and sensorics;

® wireless communication technologies;

= technologies of virtual and augmented reality.
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II. ANALYSIS OF TRANSITION
TO DIGITAL ECONOMY

The explosive development and spread of new technol-
ogies, their penetration into all spheres of human activity
has already begun to lead to rapid and profound changes
in global market, structure and nature of modern industrial
production, economy and social sphere.

In the "Strategy for the Development of the Informa-
tion Society in the Russian Federation for the period 2017
-2030" definition is given: "digital economy is an activity
in which the key factors of production are data presented in
digital form, and their processing and use in large volumes
(including directly at the time of their formation) allows to
significantly increase efficiency, quality and productivity
in various types of production, technologies, equipment,
storage, sale, delivery and consumption of goods and ser-
vices" [2].

Transition to digital economy requires significant
transformation almost all areas where business interacts
with people, society and government: technology, organ-
izational structure, staff competencies, supplier relation-
ships, business models, target markets, product and service
portfolios, mechanisms of labor remuneration, intellectu-
al property rights, legal contracts, taxation, accounting,
customer relations and others [3]. It is important to note
that any changes lead to both positive and negative conse-
quences (Table 1).

Table 1. Positive and negative results of transition to
digital economy

Positive issues Negative issues

— production of new prod-
ucts and services, — possibility of mass unem-
ployment,

— opportunities for geo-
graphical and functional
expansion of trade,

—risk of reducing the income
of total population,

— fundamental change in

— increase in labor pro- .
many foundations,

ductivity,
. . . — disappearance of entire
— improving the efficiency | ¢octors of economy,
of all industries,
— disappearance of many
— improving the quality of | specialties,

products, o
—new security 1Ssues.

— increased competition.

In order to see all fundamental technological tasks that
need to be solved when building new models of activity
in digital economy it is advisable to apply an architectural
approach. The architecture of digital economy in the form
of stratified hierarchical model, which contains two groups
of levels (infrastructural and subject-oriented) is presented
on Figure 1 [4].

New solutions are emerging at the intersection of sev-

eral digital technologies. A prime example is the concept
of digital twins, which combines technologies of comput-
er-aided design, modeling of physical processes, cloud
computing, the Internet of things, artificial intelligence,
machine learning and increases the range of digital tech-
nologies used as they become available.

A cyber-physical system is the interaction between dig-
ital twins and physical object, which is a complex system
of computational and physical elements that constantly
receives data from the environment and uses these data
for further optimization. The “core” of the system in the
form of Al (artificial intelligence) and other technologies
receives data from sensors in the real world, analyzes these
data and uses them to further control physical elements.
Due to this interaction, the cyber-physical system is able to
work effectively in changing conditions in real time.

The concept of creating digital twins can be traced
from the creation of physical products to virtual models of
twins. Having gone through certain stages, from writing a
plan on paper to creating models on a computer, you can
see that at each new stage, new digital technologies and
methods of modeling, forecasting, analysis, and training
were added to the concept.

S. Digital platforms and

applications
The  boundaries  of
infrastructure and subject-

4. Logical structures and data
oriented technologies

analysis

3. Cloudy, foggy and dewy
computing

The boundaries of the
analog and digital worlds

Fig. 1. Architectural model of digital economy

A digital twin, according to classical definition, is a
digital copy of living or artificial physical object [S]. The
term digital twin refers to digital copy of potential and real
physical assets (physical twin), processes, people, places,
systems and devices that can be used for various purposes.
Digital twins are designed to facilitate the means of con-
trolling, understanding and optimizing the functions of all
physical assets, ensuring smooth data transfer between
physical and virtual world [6].

The definitions of digital twin vary due to the scope of
its application. In relation to production processes, digital
twin is a digital model of some physical entities created
in cyberspace that interact in real time. In relation to this
model, physical entity is original.
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II1. DIGITAL TWINS IN OPTIMIZATION OF MANU-
FACTURING PROCESSES

Manufacturing processes are becoming more and more
digital; this trend has high speed and huge opportunities.
Digital twins in enterprises work as following: data col-
lection and cleaning, then data enrichment, and at the last
stage, unique knowledge about process or object is ob-
tained.

It is also worth noting that with the digitalization of
production new business models will be built in any case.
So digital twin is the best solution for demonstrating how
this or that development will work. Digital twin is not only
a visualization of physical object, but also insertion of all
physical models in it, which will accurately describe its
behavior. Some experiments can be carried out while cre-
ating such complex model; this mechanism of testing will
not lead to high costs. After designing twins, it is necessary
to verify all its models. The use of digital twins is aimed at
reducing the time spent on developing new technologies.

Nowadays the digitalization of industry is no longer a
fashion trend, but a necessary condition for maintaining
competitiveness both in domestic and global markets. The
development and implementation of advanced technolo-
gies requires large financial investments from organiza-
tions, which slows down the process of transition to "dig-
ital world".

In our opinion, this process (the process of using dig-
ital twins in organizations) is hindered by the following
factors:

1. Lack of highly qualified personnel.

2.The absence of unified methods for verifying digital
models.

3.Lack of payback of this technology in the shortest pos-
sible time.

4.Large financial investments in the concept of digital
twins.

In 2021 research and consulting company Gartner in its
report updated the maturity curve of emerging technolo-
gies, one of which is the digital twin (Figure 2). According
to the result of research, it can be concluded that we need
more than 10 years to increase labor productivity with the

help of digital twin technology.
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Digital Platform Conductor Tools

Peak of
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Trigger

Slope of

Trough of

Plateau of
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Plateau will be reached:

Olessthanzyears @ 2105 years @ 5t0years A more than 10 years ® obsolete bafore plateau Asof August 2021

Fig.2. Hype Cycle for Emerging Technologies, 2021
[7]

Specialists of the Center "New Production Technolo-
gies" of Peter the Great St. Petersburg Polytechnic Uni-
versity (SPbPU) together with the specialists of Russian
Federal Nuclear Center - All-Russian Research Institute
of Experimental Physics (VNIIEF) in accordance with the
"Program of National standardization for 2020" and the
"National Standardization Program for 2021" developed
the national standard GOST R 57700.37-2021 "Computer
models and simulation. Digital twins of products. General
Provisions" [8].

Within the framework of developed standard, for the
first time such definitions as “model adequacy”, “product
model validation”, “digital product model”, “digital (virtu-
al) tests”, “digital (virtual) test bench” and “digital (virtu-

al) testing polygon” are given.

The digital twin of product is based on digital model
of product, which in turn is “a system of mathematical and
computer models, as well as electronic documents of prod-
uct that describes the structure, functionality and behavior
of newly developed or operated product at various stages
of life cycle, for which, based on the results digital and (or)
other tests in accordance with GOST 16504, an assessment
of compliance with the requirements for the product was
completed ... ".

Sink
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root. timeMeasureEnd: TimeMeasureEnd
Bxoa: 500
Baxoa: 500
Bpevenxoe pacnpesenexme:
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AoeepuT. mWTepean ana cpeawero 0.016

Fig.3. Simulation model
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IV. BUILDING A SIMULATION MODEL

Verification of models with data from the real world
implies the automatic supply of mathematical and simula-
tion models of digital twin with structured up-to-date ini-
tial data from basic information components that describe
the system in various aspects and are filled from related
software systems in real time as they arise.

On the basis of WSN (wireless sensor network), the in-
teraction of IoT smart things (which is one of the technol-
ogies of digital twins) is implemented [9,10]. The life time
(or working time) of WSN is determined by the period of
life of each thing included in its composition. As a result,
when studying the processes of functioning of the WSN,
an assessment of energy indicators of information interac-
tion of smart things is considered as a necessary task.

When developing a simulation model, a multiple ac-
cess system with synchronous-time access to on-air trans-
mission medium was taken. It can be represented by the
M/D/1 queuing system.

In the course of analytical solution, formulas were ob-
tained and probabilistic-temporal and probabilistic-ener-
gy characteristics were calculated [11]. So the simulation
model will determine which parameters affect the simu-
lated system and how these parameters are related to each
other.

To assess the quality of information interaction — ran-
dom process of transmitting messages in WSN of the In-
ternet of things — we use given mathematical model [11].

Based on it, we will write the final formulas for calcu-
lating the BTC (probabilistic-temporal characteristics) of
the process of transmitting messages to WSN:

N Toe (A-N-Tye-2)

L= 50N ToD o

where, N is the number of smart things, T  is the time
interval reserved for each station, A is the intensity of the
message receipt for transmission.

To substantiate the correctness of metamathematical
model, a simulation model was designed using the Any-
Logic software product. This simulation development en-
vironment is one of the few programs that support mul-
timethod simulation, which gives great opportunities in
creation and implementation of digital twins.

The simulation model is shown in Figure 3. It includes
several related modules: Request - the flow of request
arriving in the system, Queue - the queue of application
awaiting the receipt of application in the system, Server - a
device processing the flow of requests, End - the end point
of requests. To measure indicators in the model, timeMeas-
ureStart (the beginning of the measurement period) and
timeMeasureEnd were added (the end of the measurement
period). If the request does not wait for receipt, then the
queue can discard it in Sink (end).

The simulation was carried out with the following initial
data A=1 [s], N -T =0,362[s], N=15000, T =0,000024(s].

As a result of the work, the program provides proba-
bilistic-temporal characteristics for analysis according to
the M/D/1 model, such as: the number of requests in the
queue, the average time the request was in the queue, the
number of requests left the system and the average time of
requests in the system in general.

V. CONCLUSION

Conducted research made it possible to determine a
number of positive and negative issues that organizations
face when transforming activities. The analysis of digital
twins’ impact on the optimization of manufacturing pro-
cesses was carried out.

This paper presents a program that will allow you to
design a simulation model of M/D/1 type for queuing sys-
tems. In this model the features of multiple access with
synchronous-time access to broadcast medium (used for
transmitting messages by smart things) were taken into
account. These features have a common distribution and
there is only 1 service device for them. As a result of the
work, the program provides probabilistic-temporal charac-
teristics for analysis according to M/D/1 model, such as:
the number of requests in the queue, the average time the
request was in the queue, the number of requests left the
system and the average time of request in the system in
general.

REFERENCES

[1] [1] Astakhova,T., Kolbanev, M., Krasnova, A. Cyber-Phys-
ical Systems and Digital Twins as a Concept of Building
the World of Intellectual Technologies and Management of
Production Processes // Marketing and Smart Technologies.
Smart Innovation, Systems and Technologies — vol 280 —
Springer, Singapore.

[2] [2] Decree of the President of the Russian Federation No.
203 from May 9, 2017 "On the Strategy for the development
of'the information society in the Russian Federation for 2017-
2030" // [Electronic resource]. - Access mode: http://publi-
cation.pravo.gov.ru/Document/View/0001201705100002

[3] [3] Network architecture of the digital economy /N.A.
Verzun, M.O. Kolbanev, A.V. Omelyan. — St. Petersburg:
Publishing House of St. Petersburg State University, 2018. —
156 p.

[4] [4] Kefelil. F., Kolbanev M. O., Shamin A. A. Architectur-
al approach to the management of the state program "Digital
economy of Russia" // Eurasian integration: economics, law,
politics. 2018. No.2 (24).

[5] [5] El Saddik, Abdulmotaleb. "Digital twins: The conver-
gence of multimedia technologies." IEEE multimedia 25.2
(2018): 87-92.

[6] [6] Khajavi, Siavash H., et al. "Digital twin: vision, bene-
fits, boundaries, and creation for buildings." IEEE Access 7
(2019): 147406-147419

[7] [7] Themes Surface in the 2021 Hype Cycle for Emerg-
ing Technologies. Access mode: https://www.gartner.com/
smarterwithgartner/3-themes-surface-in-the-2021-hype-cy-



2022 International conference on E-business technologies (EBT)

69

cle-for-emerging-technologies

[8] GOST R 57700.37 — 2021. Computer models and sim-
ulation. Digital twins of products. General provisions: Na-
tional Standard of the Russian Federation : effective date
2021-09-06 / Federal Agency for Technical Regulation and
Metrology. — Official publication. — Moscow

[9] Astakhova T. N., Kolbanev M. O., Romanova A. A.
Smart agricultural field on the basis of the Internet of Things
// Regional informatics and information security. Issue No.5.
SPOISU. SPb, 2018. Pp. 201-202.

[10]Internet of Things / Recommendation Y.2060. Over-
view of Internet of Things. ITU-T, Geneva. June 2012.

[11] Verzun N.A., Kolbanev M. O., Romanova A. A., Tse-
khanovsky V. V. Evaluation of the energy characteristics of
multiple access in terrestrial networks // Izvestiya SPbGE-
TU LETI 2019. No.10. Pp. 34-38.



70 IoT and Smart Environments

Monetization and pricing of the 5G-enabled
smart residential services

Mirjana Stojanovi¢

Faculty of Organizational Sciences
University of Belgrade
Belgrade, Serbia
stojanovic.p.mirjana@gmail.com
0000-0002-3869-3899

Abstract— Fifth generation of mobile networks (5G)
brings superior performances and promises to enable numer-
ous innovations. To capitalize on its potential, the operators
worldwide explore the best strategies on how to monetize the
5G capabilities, leveraging on new partnerships and entering
into new ecosystems. This paper narrows the monetization
question to the segment of residential users and addresses the
use of 5G network slicing capability and appropriate pricing
strategies. It aims to illustrate monetization possibilities that
operators have in the domain of smart residential services
and to outline the requirements that such scenarios impose
on operators’ business support solutions.
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I. INTRODUCTION

Operators around the world are launching the fifth gen-
eration of mobile networks (5G). The significant capital
investment they have made in technology enabling this
just increases the importance and urgency of finding new
revenue streams. That is why their focus is shifting from
technology to the opportunities of monetizing superior
capabilities of new networks [1]. While connectivity re-
mains the core of their offering, the growth in the saturated
telco market can come only from innovation. Novelty is
required in terms of services, but also in terms of business
and monetization models. Operators are still formulating
and evaluating their industry strategies, business models,
and corresponding use cases [2], [3].

The revolutionary potential and improvements that the
5G can bring to different industries, and consequently the
monetization prospects from the enterprise segment have
been already identified. However, the new value proposi-
tion for the consumer market and corresponding monetiza-
tion opportunities are still to be explored in detail [4], [5].
This paper aims to address the monetization possibilities in
the case of 5G-enabled services intended for the residen-
tial customer segment. It is organized as follows. Chapter
IT provides an overview of the recent academic and indus-
try papers and engagements relevant to this subject. Chap-
ter III explores the new pricing and charging methods for
residential subscribers, as a part of new business models
enabled by 5G network technology. It also defines the re-
quirements of operators’ business support systems (BSS).

Chapter IV discusses the proposed monetization and pric-
ing models, their implications on the operator’s business,
and gives suggestions for future work.

II. MONETIZATION AND PRICING INNOVATIONS
IN TELECOMMUNICATIONS NETWORKS

A. Related works

Over the years, the offerings of telecommunications
operators have evolved from voice-centric to the provi-
sioning of broadband data services. To differentiate them-
selves from the other players in the market, operators have
been deciding to build their competitive advantage based
on attractive pricing or based on service quality [6]. At the
same time, both the telco industry and scholars have been
exploring how the quality of service (QoS), expressed
using measurable technical parameters or quality of ex-
perience (QoE), based on subjective user perception, can
influence end-users willingness to pay for new telco ser-
vices. Different pricing frameworks proposed in the liter-
ature, have taken into consideration the network operation
mode, availability of network resources, and user’s sensi-
tivity and adaptability to service price change or service
quality degradation [7].

The development of the Internet of Things (IoT) has
opened up the possibilities for operators to step out of
their traditional roles. Besides the network and communi-
cations, operators could select to offer devices, platform
and data storage, and data management and data process-
ing [8]. The taxonomy of the pricing models applicable to
IoT communication and data collection as presented in [8]
differentiate the following:

1. Economic concept based pricing models including:
= Cost pricing

= Consumer perceived value pricing

= Supply and demand model

= Smart data pricing

= Option pricing

2. Optimization-based pricing models including:

= Game theory and auction-based pricing
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= Utility maximization
= Knapsack problem [8]

Finally, for the subject of this paper important aspect is
the pricing of the smart services for individual or residen-
tial customers. In the bibliometric analysis conducted in
[9], the authors found out that despite a growing interest
and a significant number of papers related to the various
topics associated with smart services, relevant economic
aspects such as pricing strategies are rarely considered in
the literature [9].

B. Monetization possibilities in 5G networks and
ecosystems

The transition from 4G to 5G is not a one-step jump,
but rather, a multi-step evolution over many years. Each
incremental step in this evolution enables enhancement
of the existing use cases and/or introduction of new use
cases. [10]. Consequently, in the case of 5G offerings that
leverage enhancement of the existing network capabilities
only, applicable pricing and monetization strategies are
similar to the existing ones. For the improved offerings
related to mobile data or IoT, operators adjust the legacy
tariff schemes.

This has been confirmed in the first 5G offerings to the
consumer market. Operators tried to attract users by apply-
ing different changes in the existing pricing strategies for
mobile data, e.g. [11]:

® [ncreasing both the data volumes and/or data rates and
corresponding prices of their plans (i.e. “more for more”
strategy)

® [ncreasing the data volume and/or data rate on premium

price plans, keeping its pricing constant to allow premi-
um users to experience the benefits of 5G.

® Keeping the data volume in the plan constant, but re-

ducing its price to incentivize the users to experience
5G [11]

These strategies have shown more or less success de-
pending on the local market specificities. However, 5G is
much more than increased data volume or speed. The real
increase in operators’ revenue from the consumer segment
is expected to come from the new content, applications,
and services enabled by 5G, such as for example apps
and services including AR/VR [11], [12]. In this context,
the crucial feature of the 5G network, and one of the ini-
tial goals when it was designed, is a great level of adapt-
ability to different requirements. Adaptability is achieved
through the concept of network slicing [13]which allows
the definition of a required logical network end to end.
Network slicing enables the same physical network to ef-
ficiently embrace a plethora of services with very different
service level requirements. The realization of this concept
leverages the technological advancement in the areas of
Software-Defined Networking (SDN) and Network Func-
tions Virtualization (NFV) that allow the implementation
of flexible and scalable slices [13]on common network in-

frastructure. The concept of network slicing allows differ-
ent communication needs to be addressed in an agile way
and at the same time revolutionizes operators' business
prospects. This is a complete change of paradigm: instead
of considering mobile network capabilities for defining a
commercial offer, network characteristics can be defined
according to the requirements of the planned commercial
offer [2].

To capitalize on network slicing business potential re-
quires a reconsideration of the legacy business models and
allied charging and settlement rules. Basic charging mod-
els related to network slices as identified by TM Forum
[13] are the following:

3. Resource-Based Model. This model assumes charging
based on resource deployment (e.g., core, radio, trans-
port resources), irrespective of consumption. In the typ-
ical case for such a mode, the slice consumer controls
the resources deployed for the slice as well as who can
consume the slice [13].

4. Consumption-Based Model (As-a-Service Model).
Charging based on resource consumption (e.g., duration
during which slice was configured and active or a num-
ber of users/devices connected with slice). In this case,
a network slice is offered as-a-service platform where
multiple consumers (typically enterprise) join and con-
sume the same slice [13] .

5. Value/Performance-Based Model charges the value that
the slice is bringing to the slice consumer. Value is de-
livered through the commitment to the relevant Service
Level Agreement (SLA) or as the slice contribution in
the overall service offered to the end-user [13].

6. Capability Based Model. In this case, network slice
management capabilities are offered to the enterprise
customers to manage the slice themselves [13]

The final charging and billing scenario may be a com-
bination of one or more models outlined above. Addition-
ally, a service scenario could include one or more slices
[13].

Furthermore, the 5G network allows everything to be
connected, from people to things, which will generate huge
volumes of data. Data monetization could unlock a signif-
icant revenue stream for the operators. The most advanced
among them are currently exploring how can monetize
their massive data asset based on blockchain technology.

(2], [3]

Most of the foreseen 5G use cases will be enabled
through the operator partnerships with the third parties.
In the new ecosystems, they can offer a powerful wireless
communication infrastructure empowering and enabling
others to innovate, then share the revenue with them. Be-
sides the connectivity, operators can expose to the partners
and monetize the other assets and capabilities they have in
their organization (e.g. IoT platform)[3], [5].
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III. MONETIZATION OF NETWORK SLICING IN
THE SMART RESIDENTIAL SERVICES

This paper focuses on the monetization possibilities re-
lated to 5G-enabled services which span different aspects
of people’s daily lives in their homes. These services are
referred as smart living services or smart residential ser-
vices. Examples of such services are residential communi-
ty management (e.g. smart waste management, etc), mon-
itoring of health parameters for the people with chronic
diseases, robot assistance for the disabled or elderly people
living alone, innovative retail and delivery services, or the
advanced gaming and entertainment services (e.g. immer-
sive experience of the different sports or art performances)
[14]. The majority of these services also rely on the slicing
concept [15].

Following the increasing needs of the urban population
related to online education and entertainment, this paper
further explores the scenario related to immersive learn-
ing services. It assumes that the offering to the residential
segment can be expanded by introducing different extend-
ed reality (XR)-enabled training courses, which both kids
and adults can attend from their homes. Depending on the
training subject, the traditional learning content can be en-
riched by everything from virtual reality (VR) to mixed re-
ality (MR), augmented reality (AR), and haptics. The main
actors in such a scenario are the end-user, operator, devices
provider, and learning content provider. Mian interactions
between them, assuming that the operator is the key player
in the ecosystem, are outlined in Fig 1 below.

The proposed scenario includes a Business to Consum-
er (B2C) interactions between the operator and the resi-
dential user and Business to Business (B2B) interactions
between the operator, device provider, and learning con-
tent provider. On top of the base subscription, the operator
sells to the end-user the immersive learning service, which
is actually a bundle that includes learning content, corre-

Provides basic subscription+
immersive learning
service+device(s) and charges

End-user
the end-user

sponding 5G enabled devices (e.g. AR/VR glasses, smart
gloves, headset, etc), and the appropriate connectivity for
this type of service. To enable an immersive experience
when learning for example how to play some instrument
or how to get another hands-on skill, connectivity require-
ments are very strict (e.g. low latency), thus operator will
implement it through a dedicated network slice. Refer-
ring to the network slice charging models [13] described
in the previous chapter, the model proposed for this case
would be a Value-based model, i.e. operator should build
the end-user premium price considering the meaningful
experience that such a service will bring to him/her. Fur-
ther differentiation can be made by introducing some of the
well-known concepts from mobile data pricing, i.c. to offer
dynamic incentives to those end-users who are ready to
accept to use the service only when the network resources
are idle.

A. Impact on operator s charging and billing sys-
tems

The new generation of the mobile network forces an
evolution in operators’ charging and billing solutions. The
3GPP 5G Core updated architecture and standard define
new charging requirements, where the most important in-
clude a 5G Charging Function (CHF). They also replace
the previous diameter-based protocols with the new Ser-
vice Based Interface (SBI) to implement the new REST-
based 3GPP charging architecture. These major changes
will affect not only the real-time (online) charging systems
but also have an impact on back-office and offline process-
es such as CDR (Call Detail Record) handling, roaming
reconciliation and charging, revenue assurance, and billing
[3], [10].

Additionally, evolved charging and billing solutions
should be capable to support new 5G specific parameters,
such as Network Slice Selection ID (NSSID).[10], [16].
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Fig. I Immersive learning scenario
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For the immersive learning scenario outlined above,
the operator’s business support solutions (BSS) should be
capable to charge the customer for the basic subscription
plus the premium for the service-specific bundle including
a dedicated slice. In the B2B part of the proposed scenar-
10, the operator needs specific agreements with device pro-
vider(s) and learning content provider(s). For the topic of
this paper, it is important to mention that the operator busi-
ness support solutions should be capable to support reve-
nue share with the partners mentioned above and based on
the different parameters defined in the agreement.

IV. DISCUSSION AND IMPLICATIONS

Monetizing the opportunities that 5G enables in the
residential consumer segment will require new and more
dynamic ways of selling connectivity to the end-users. In
most cases, this will require an operator to satisfy a com-
bination of instant, personalized, and application or ser-
vice-specific requirements for network performance.[13]
Overall user experience will depend not only form the ser-
vice delivery but also on the way the service is packed and
priced [3]. 5G monetization models should be simple and
understandable for the end-users and at the same time ca-
pable to support complex interactions with partners, which
put new demands on operators’ business support solutions
[16].

This paper provides an overview of the possible sce-
nario and thus can be sued as a starting point to define
a detailed pricing strategy for a smart living service that
uses network slicing capabilities. Lack of details, for ex-
ample, the proposal of 5G specific parameters from the
Event Data Record (EDR) that could be used for charging,
presents the main limitation of this paper. This is planned
to be specified in future work and taken into consideration
within the analysis of the complete business model and de-
tailed impact on the operators’ BSS.
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Abstract— The recent increment of population in the
urban areas requires well-operated and well managed cities
with lots of automation in various aspects of everyday life.
The backbone of this smart city is the Internet-of-Things
(IoT) technology. Smart city concept has gained importance
in urban development literature and there have been many
initiatives and projects around the world implementing the
smart city concepts.

The urgent need for development and expansion in the
city of Tripoli requires us to shift to the smart city model,
with its attendant challenges. As well as laying the basis for a
new service to be added to the smart city project so that it can
be used as much as possible

The city of Tripoli has gone through many political and
economic eras, which affected the course of its development
and created some obstacles. In this paper, we explained the
smart city project for the city of Tripoli and what has been
achieved from it so far with the design of a new service for the
smart city of Tripoli.

Keywords - smart city, internet of thibgs, Tripoli

LLINTRODUCTION

Internet of Things refers to a type of network to connect
anything to the Internet based on the stipulated protocols
through information sensing equipment to conduct infor-
mation exchange and communication in order to achieve
intelligent identification, positioning, tracking, monitoring
and management (Domenech, et al. 2019). The smart city
refers to the city based on a correct technological basis,
including regulation and coordination between govern-
ment services and the development and coordination of its
infrastructure in a way that provides the greatest level of
welfare for citizens (Pereira, et al. 2018).

The Internet of Things (IOT) was coined by a mem-
ber of the RFID development community in 1999, and it
has only recently become more relevant in the real world,
thanks to the growth of mobile devices, embedded and
ubiquitous communication, cloud computing, and data an-
alytics (Ovidiu, et al, 2013).

The Internet of Things (IOT) is a network of physi-
cal objects, according to the most common definition
(Lytras, et al. 2020). The internet has evolved into a net-
work of devices of all types and sizes, including vehicles,

smart phones, home appliances, toys, cameras, medical
instruments and industrial systems, animals, people, and
buildings, all connected, all communicating and sharing
information based on predetermined protocols in order to
achieve smart reorganizations, positioning, tracing, safe
and control, and even personal real-time online monitor-
ing, upgrade, and proc (Ovidiu, et al, 2014).The researcher
defines 10T into three categories as below:

Internet of things is an internet of three things:

1. People to people
2.People to machine / things

3. Things / machine to things / machine, Interacting
through internet.

The Internet of Things (IoT) is a concept and a par-
adigm that considers the pervasive presence in the envi-
ronment of a variety of things / objects that can interact
with each other and cooperate with other things / objects
via wireless and wired connections and unique addressing
schemes to create new applications / services and achieve
common goals. The research and development challenges
to create a smart world are enormous in this context. A
world in which the real, digital, and virtual collide to cre-
ate smart environments that improve energy, transporta-
tion, cities, and a variety of other areas (Ovidiu et al, 2013)
and (Ovidiu, et al, 2014).

The term "Internet of Things" refers to a broad concept
of things, particularly everyday objects, that are readable,
recognizable, locatable, addressable via information sens-
ing devices, and/or controllable via the Internet, regard-
less of communication means (whether via RFID, wireless
LAN, wide area networks, or other means). Everyday ob-
jects include not only the electronic devices we encounter
or higher-tech products such as vehicles and equipment,
but also things we don't normally think of as electronic -
such as food, clothing, chairs, animals, and so on (Ovidiu,
et al, 2013). (Ovidiu, et al, 2014).

The goal of the Internet of Things is to allow things to
connect with anything and anyone at anytime, anywhere,
and using any path/network and service (Hussein, et al.
2019).

The Internet of Things is a new Internet revolution.
Objects gain intelligence and make themselves recog-
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nizable by making or enabling context-related decisions,
thanks to their ability to communicate information about
themselves. They can access data that has been aggregated
by other systems or they can be parts of more complex
services. This shift coincides with the emergence of cloud
computing capabilities and the Internet's transition to [Pv6,
which offers nearly limitless addressing capacity (Ovidiu,
et al, 2013). (Ovidiu, et al, 2014).

More than half of the world's population lives in cities,
which are expected to grow by 2.5 billion people by 2050.
They must deal with rising environmental pressures and
infrastructure needs, as well as residents' demands for a
better quality of life at a reasonable cost (Goldsmith, et al,
2017).

Cities can use smart technologies to address these is-
sues, and they are already enabling the next wave of public
investment. It all begins with information. Cities generate
oceans of it, in all their complexity and scope. Finding in-
sights in all of that data aids municipal governments in

responding to changing circumstances, wisely allocat-
ing resources, and planning for the future. Furthermore,
providing individuals and businesses with real-time data
empowers them to make better decisions and take a more
active role in shaping the city's overall performance. Cit-
ies become more livable and responsive as they become
smarter, and we are only beginning to see what technology
can do in the urban environment (Cooke, 2018).

The development that took place in the World Wide
Web for information and communication technology on
the lifestyle of the population in cities and regions made it
easy for them to get community services (cadastral) and in-
frastructure services (linear) and reflected on the improve-
ment of those services to the cities by connecting those cit-
ies enabled ICT, which has the ability to provide real-time
information on the various components of the city in time
and space through sensing technology that provides deci-
sion makers in cities with sufficient information to take the
appropriate warnings , The city's population and its terri-
tory and that this transformation that has occurred in the
cities came as a result of knowledge on the one hand, and
techniques that have led to the development of creativity
and innovation on the other hand, information and digital
data from a third party, and this is part of a new pattern of
smart cities, which is a necessity for the future under The
challenges posed by cities in the future (Al-Hader, et al,
2019).

Smart city is the place where the movement of individ-
uals, governments and businesses that deal with individu-
als in the city administration and government companies
with smart information technology in an orderly fashion
and is linked to these multiple or varied with Internet ob-
jects and components city components by sensors and
global positioning devices (Basu, et al. 2019).

In this paper, we briefly discussed what the Internet of
Things is, and how the Internet of Things enables different

technologies, their architecture, characteristics and appli-
cations, as well as presenting smart cities, their character-
istics, applications, and challenges. We presented the smart
city project for Tripoli and what has been achieved from it.
As well as the project of the future city of Tripoli and its
challenges.

II. THE SMART CITY OF TRIPOLI

1. City Location

Tripoli is the capital and largest city of Libya, with
a population of about three million people. It is located
in the northwest of Libya on the edge of the desert, on
a point of rocky land projecting into the Mediterranean
Sea and forming a bay in the coordinates of (32°53'14"N
13°11'29"E) and is 1507km?2 in area. It includes the port of
Tripoli and the country's largest commercial and manufac-
turing center. It is also the site of the University of Tripoli.

2. The comprehensive development plan of Trip-
oli (CDP)

The comprehensive development plan for the city of
Tripoli in 2008, which was prepared in 2000, faced a big
problem, which is that its proposals and plans were not
implemented due to the large number of abuses on the land
allocated for its projects. In order to implement this, the
Tripoli municipality entrusted the 2015 development plan
project to a group of Chinese companies (CCF).

The study included three axes:

1. The regional framework of the State of Libya.

2. Integrated structural plan for the municipality of Tripoli.

3. A plan to update the master plan and land uses for the

municipality of Tripoli.

The study focused on the city center of Tripoli, and the
Chinese CCF study expected an increase in the population
of Tripoli in 2008 from 1.8 million to 3 million in 2015,
the study included three alternatives (Tripoli Municipality,
2017):

1.Urban axes that organize development along selected
axes towards the main transport routes of the city.

2.Urban edges: They are alternatives to the Tripoli belt to
stop the housing expansion.

3. City Center Development: This is to expand the city of
Tripoli in a circular motion to include all government
institutions and public services.

3. The comprehensive development plan for the
city of Tripoli

The Tripoli municipality contracted with a Libyan na-
tional company in 2008 to prepare the comprehensive de-
velopment plan for the city of Tripoli 2030 according to
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stages (Tripoli Municipality, 2017):

Stage | The main report includes a Jan-2010
Ome | review of past experiences, (Done)
the reality of the situation and
guidance
Stage | It includes alternatives to the Aug-2012
Two development plan and outlines of | (Done)
strategies
Stage | The restoration of the compre- Oct-2012
Three | hensive development plan for (Done)
the municipality of Tripoli and
action plans includes:
-Preparing a draft of the compre-
hensive development plan.
- Creating action plans
Stage | The final version of the master Dec-2015
Four | vlan includes: (Not Done)
- Preparation and execution

The civil war and political problems have caused de-
lays in many major development projects in the State of
Libya, including the comprehensive development plan for
the city of Tripoli, but after the end of the civil war and the
country’s deviation to a state of peace, development plans
can continue again.

4. Smart city applications in Tripoli, Libya

The development and development of the city of Trip-
oli in order to make the city of Tripoli a smart city born
of development and information and communication tech-
nology, which is employed for the benefit of the city and
its residents through the urban administration implemented
by the local authorities in the city. That is why sustainable
cities are playing their role through information and com-
munication technology through smart management in the
field of linear infrastructure (transport, water, energy and
waste), and the smart sustainable city uses information and
communication technology to improve the quality of life
for city residents (Rabei, 2017).

And development, strategy and technology are all
axes that contribute to the growth and development of
the city, and there is a rule of Greek philosophers saying
(everything changes and everything is in constant move-
ment) and the city changes rapidly and dramatically due
to migration from the countryside to the city, especially
the capital, which leads to pressure on linear and survey
services and the occurrence of problems in the city and
requires the development of a strategy that contributes to
addressing those problems.

III. DESIGNING A NEW SERVICE FOR SMART CITY
TRIPOLI (SMART STREET LIGHTING)

Street lighting is a communal utility that uses a sig-
nificant amount of electricity. According to research, be-
tween 18% and 38% of power resources are used to meet
this need. With an increase in demand for electricity and a
big disparity between supply and demand, issues such as
power outages and inefficient consumption, such as bright
street lighting in low-traffic areas, result in huge waste. It is
necessary to improve consumption with Smart Street Light
without jeopardizing public safety.

The Smart Street Light System is an intelligent street
lighting control system that leverages artificial intelligence
(AI) to provide automated services.

The Internet of Things (IoT) is principally responsible
for enabling the notion of Smart Street Lights by gather-
ing various sorts of electronic data from various physical
objects and sending that data to the devices via sensors.
The cost of street lights can be greatly lowered as a result
of this, and the money saved can be used to invest in other
aspects of the country's growth.

[oT technology can overcome various concerns with
the current manual street light system, including connec-
tivity challenges, timing issues, and maintenance issues.
The technology is based on automation, which reduces the
amount of manual labor required.

Many communities are modernizing their street light-
ing in multiple ways, including switching to LEDs and in-
troducing smart lighting solutions. This smart city loT use
case has a number of advantages, including increased ener-
gy efficiency and lower energy and maintenance expenses.
Smart lights can alter their brightness automatically in re-
action to periods of inactivity, as well as send maintenance
information for faster response times.

Figure (1) Smart Street Lighting is depicted in this im-
age. The light gets brighter as the object goes closer to the
light pole, and dims as the object moves away from it.

= A

~

(a) (b)

Figure I - Smart Street Light (a) Bright Light (b) Dim
Light (Saed, 2017)

Architecture of Smart Street Light System
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1. Smart Street Light System consists of the fol-
lowing components:

A. IR Sensor

An infrared sensor is an electrical device that detects
infrared radiation to identify properties of its environment.
These sensors are capable of detecting both motion and
the heat of nearby objects. The electromagnetic spectrum's
infrared radiation portion has wavelengths that are longer
than visible light wavelengths. LED and Receiver are in-
cluded with the IR Sensor. When the thing gets closer, it
detects it and sends an Arduino answer

B. UART

Universal Asynchronous Receiver/Transmitter is the
microchip that controls the computer’s interface to the at-
tached Street Light System.

C. LDR Input

Light-sensitive devices, also known as photo-resistors,
that work with electromagnetic radiation are known as
Light Dependent Resistors (LDRs). Because they are con-
structed of semiconductor materials, they cause significant
resistance. It operates on the basis of photoconductivity.
When the LDR is exposed to light, its resistance decreases
and current flows into the first and second resistors' bases,
respectively. The resistance of LDR is quite great when it
is maintained in the dark.

D. LED

A light emitting diode (LED) is a semiconductor light
source with two leads. The lighting system of the Smart
Street Light is represented by these diodes. The quantity
of light it emits is proportional to the amount of light it
receives. The street light bulb is turned on and off using
arelay.

2. Advantages of Smart Street Light system:

1. Street lights that turn on and off automatically.
2. Cost-effective.

3. Communication across the airwaves.

4. The use of less energy.

5.CO, emissions are reduced, and so light pollution is re-
duced.

3. Disadvantages of Smart Street Light System

1. The expense of implementation is substantial.

2. Troubleshooting the system in the event of a fault or re-

pair is difficult.

3. Environmental circumstances have the potential to harm
the system.

4. Implementing the service in the Smart City of Tripoli

As part of the transition to a smart city, the city of
Tripoli is obligated to use modern technologies associated
with artificial intelligence applications such as the smart
lighting, and it is considered a part of the smart energy
transition process. As been said in the advantages of this
service it should mainly reduce the power consumption on
the streets which reduces the maintenance cost as so.

IV. DISCUSSION AND IMPLICATIONS

The Tripoli Smart City project is an important project
in all respects, whether for the residents or the govern-
ment itself. Its importance to the government stems from
the transition to e-governance, overcoming the difficulties
facing future and sustainable development projects, and
providing new sources of income while reducing public
spending expenses.

It also gives the green light to internal and external in-
vestment projects and encourages foreign capital to invest
in the city, which creates new and diverse job opportunities
and provides opportunities for other projects that were not
available before.

The effects of this transformation on the population
will be for the better in all cases. The shift to smart sys-
tems will ease the difficulties facing the daily tasks of the
population and allow them to enjoy speed in completing
tasks and obtaining government services.

Smart city services will facilitate the lives of citizens
and encourage community coexistence among the resi-
dents, which will facilitate life matters and create a suita-
ble climate for both housing and work.

The impact of this transformation will extend beyond
the city of Tripoli and will encourage the rest of the cities
to turn into smart cities as well, which will create a state of
development throughout the country.

V. CONCLUSION

1. The success of smart cities depends on the existence of
sustainable development and the continuous provision
of electric energy, to connect the smart devices in the
city of Tripoli with the global positioning devices.

2.The 2030 comprehensive development plan suffices to
make Tripoli a smart city.

3. The city administration does not deal with urban varia-
bles that do not cause confusion in the environment of
smart cities.

4. The comprehensive development plan for Tripoli 2030
did not include recreational areas, which are the purify-
ing lungs of the city’s residents.
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[11]

[12]

VI. RECOMMENDATIONS

1. Since the center of the capital, Tripoli, meets all the re-
quirements of smart cities, it must include all parts of
the city and be an experience for the rest of the Libyan
cities.

2.1t is possible to rely on thermal and alternative energy to
fill the shortage of thermal energy in the city of Tripoli.

3. The use of foreign expertise, similar to the countries that
have implemented the smart city system.

4. Connecting the city of Baghdad with other cities with
express transport lines, and the trip stops in the areas
surrounding Tripoli, similar to the lines of Eastern and
Western Europe.

5. Establishing a university city outside the capital, where
communication and information technology is available
to relieve pressure on community services within the
city.
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Abstract— The subject of the research is examining the
readiness for introducing CRM and crowdsourcing services
in secondary healthcare institutions. The research was con-
ducted in the healthcare institution of secondary type among
healthcare workers through an online and offline survey. The
obtained results show that healthcare workers are ready and
willing to implement innovative CRM services and crowd-
sourcing models like crowd wisdom, crowdfunding, crowd
voting and crowdsensing in healthcare institution. The results
present the basis for strategic marketing planning and the in-
troduction of innovative services in the healthcare institution
of secondary type.
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[.LINTRODUCTION

This paper is explained briefly why marketing plan-
ning has an important role in today’s business of secondary
healthcare institutions, as patients' satisfaction must be the
main objective which requires a thorough knowledge of
their needs and expectations.

To understand the impact of marketing strategies on the
quality of healthcare services, it is important to understand
today’s medical consumers who prefer to look for medi-
cal information online. With digital marketing, almost all
online activities can be tracked and measured. With mar-
keting performance information, healthcare professionals,
and healthcare organizations can make a strategic market-
ing planning how to improve their services. However, to
successful manage all of these functionalities and informa-
tion there is a need to implement a CRM model that aids
in fulfilling all this activates at the right time, by the right
people with as few mistakes as possible [1].

Customer relationship management (hereinafter: CRM)
is an innovative technology that seeks to improve customer
satisfaction, loyalty, and profitability by acquiring, devel-
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oping, and maintaining effective customer relationships
and interactions [2]. CRM is very important to be used in
healthcare because it improves the service in many ways
that finally manifests in saving lives. Some of the servic-
es that CRM provides are online consultations, online ap-
pointments, clear use of healthcare institutions resources,
data management, digital patient history and many more.

Crowdsourcing services can be used to encourage in-
teraction and improve communication among key stake-
holders. It includes crowd wisdom, crowdfunding, crowd
voting and crowd sensing. These systems can improve effi-
ciency and make business easier in many ways for second-
ary healthcare institutions. For example, these systems can
be used in getting needed healthcare resources, collecting
money for curing people, consulting with other healthcare
workers as well as creating a platform for sharing patient
opinions. Crowd wisdom aggregates collective intelligence
and collaboration among medical experts to collaborative-
ly solve medical cases [3]. Crowdfunding is the practice of
funding a project or enterprise by collecting small amounts
of money from numerous people, typically via online plat-
forms. In the last decade, using the crowdfunding model
for covering medical expenses has gained popularity [4].
Crowd voting allows stakeholders to express their opinion
and desire through an online platform. This helps medical
institutions to gain insight into the opinion of many people
in an easy and efficient way. It presents democratization in
decision-making by including all stakeholders [5].

This research examines the healthcare workers’ readi-
ness for introducing both CRM and crowdsourcing servic-
es in secondary healthcare institutions. The results should
provide insight into new innovative services that could
improve the e-business of healthcare institutions, com-
munication among stakeholders, and strategic marketing
planning.
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II. STRATEGIC MARKETING PLANNING IN
HEALTHCARE

A.Strategic Marketing Planing

Planning is a coordinating activity that prioritizes giv-
ing focus to the organization’s activities. Strategic and cal-
culated decisions are made at corporate and functional lev-
els. While the form and presenting style of marketing plans
can be different, a common purpose is shared — to identify,
select and implement the right marketing activities. Stra-
tegic marketing planning helps healthcare institutions to
determine the future direction of business improvement.
Defining time periods, cost, profit, products, and custom-
er-related goals give a proper framework for the organi-
zational directions. A marketing mix consists of: product
strategy, prices, distribution, promotion, advertising, sales,
controlling & monitoring, and ethical considerations [6].

Each of these segments is crucial in providing health-
care in an effective and economical reasoned way. New
technologies can improve data collecting, data analysis,
enable multichannel communication, CRM and applica-
tion of digital marketing strategies. By improving these
processes, the whole business effects can be tracked in
real-time and can significantly affect strategic marketing
planning. It is important to analyze, determine and select
which new technological features and models could and
should be implemented to benefit the operation of the
healthcare system.

B. Aplications in Healthcare

Before defining any action plans in any segment, it is
important to define a clear goal for the strategic marketing
plan. Healthcare institutions can have many different goals
for example:

= A marketing goal would be - to improve access to coun-
seling services to all members of the local community.

= A business goal would be - to increase the number of
new clients by 10%.

= An operational goal would be — to add seven internal
surgeons to the medical staff of the center by August.

= A customer-oriented goal would be — to improve pa-
tient-doctor communication channels.

Selected goals and objectives must be reflective of and
consistent with strategic planning. Taking into account
current capabilities and newly acquired capabilities health-
care institutions can define and prioritize goals in defined
timeframes. By elaborating and determining each part of
the previously described marketing mix healthcare institu-
tions can focus on any goal and bring it to fruition.

C. Advertising and promotion

In public healthcare systems, the decision-making pro-
cess is very centralized. This is very hard for secondary
healthcare institutions to make decisions when it comes to
product strategy, prices, distribution, sales, controlling &
monitoring and ethical considerations. On the other hand,
advertising and promotion are areas where they have the
most autonomy.

Advertising is primarily done using the second-
ary healthcare institutions' website. The visual design is
traditional, and the focus of the user interface design is
functionality. The content mainly focuses on providing
information about the secondary healthcare institution
concerning services, work hours, employees, location, and
other practical information like news, projects, donations
and job offerings. However, there is an opportunity to ex-
pand this in numerous ways. By expanding the communi-
cation with clients to social media platforms and making
it interchangeable to use these channels, patient’s user ex-
perience could be improved. Furthermore, improving this
communication creates an opportunity to better include the
patients in many activities the healthcare institutions car-
ry out. For example, fundraising, planning new initiatives,
sharing experiences, etc. Successfully combining social
media, a marketing idea and the healthcare institutions
website has been proved very successful before [7].

III. CRM IN HEALTHCARE

A. Customer relationship management

From a healthcare point of view, CRM can be defined
as an approach to learning about patients in order to com-
municate appropriately, and to build good relationships in
order to deliver timely information, with the patients' re-
sults tracked to make necessary adjustments [2].

Customer relationship management is especially im-
portant in healthcare because patients, their health and sat-
isfaction are an indicator of the success of the operations
of the health institutions. Demand for health services has
increased due to the extension of life expectancy, but also
the level of education of the population. In addition to de-
mand, expectations are also growing, related to the out-
come of the service, quality of service and attitude towards
the patient. Next to modern equipment and the expertise of
employees, the patient also expects appropriate treatment:
kindness, respect, a sense of security and trust. These
trends are global, and as such have caused healthcare facil-
ities around the world to seek assistance in implementing
CRM methodologies and technologies.

Application of CRM technologies in a public health-
care system is different than in a private one due to deci-
sion making autonomy [8]:
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® Collection of detailed patient data. Aggregating infor-
mation such as the history of treatment, results of vari-
ous tests, laboratory analyzes, recordings, smart device
health measurements, and a family history of illness
would allow health care providers to offer better, more
specialized and timely care.

= Educating patients and raising awareness of the impor-
tance of screening. One of the ways to improve health,
not only in a specific institution but in the whole of
Serbia, is a transfer from curative to preventive. Dis-
ease prevention or at least early detection of the disease
would significantly reduce, above all, the death rate
from curable diseases, but also the cost of treatment the
health care system of Serbia, which is in itself over-in-
debted. To achieve this, the first step is raising the health
education and literacy of the population, and then edu-
cating people about the importance of regular preventive
examinations.

= Improving efficiency. Excessive reliance on human la-
bor can lead to missed activities, data entry errors, du-
plicate entries, incorrect entries and archiving errors.
With the introduction of the CRM system, the process
of entering and monitoring business simplifies, and the
number of errors is minimized. It is possible to increase
efficiency and influence patients as well, by sending re-
minders for upcoming examinations and requests from
the patient to confirm or cancel the arrival within a spec-
ified period.

CRM can contain multiple functionalities focusing
on communication between different stakeholders. It also
opens an opportunity of integrating various crowdsourcing
models in the operational structure of healthcare institu-
tions.

B. Crowdsoursing services in healthcare

Crowdsourcing is a way of obtaining information or in-
put into a task or project by gathering the power of a large
number of people, normally via the internet [9].

Models of crowdsourcing that can be implemented
in healthcare services are crowd wisdom, crowdsensing,
crowdfunding and crowd voting.

Crowd wisdom aggregates collective intelligence and
collaboration among medical experts to collaboratively
solve medical cases. For example, CrowdMed platform
uses the crowd wisdom model for collaboration among an
interdisciplinary team of medical experts with an aim to
provide knowledge and skills for saving lives [3].

Crowdfunding is the practice of funding a project or
enterprise by collecting small amounts of money from nu-
merous people, typically via online platforms. In universal
healthcare systems, medical crowdfunding is a viable op-
tion to finance alternative, complementary, experimental
and scientifically poorly supported therapies not financed
by the health insurance fund. Further analysis of the most
common diseases and disorders listed in crowdfunding
campaigns might provide guidance for national health

insurance funds in extending their list of funded medical
interventions [4].

Crowd voting allows stakeholders to express their
opinion and desire through an online platform, too. This
helps medical institutions to gain insight into the opinion
of many people in an easy and efficient way. Delegating
the right to participate in the solution of minor local prob-
lems, authorities make strategic decisions on their own,
without relying on the resources of a “smart crowd” [5].

C. Digital marketing strategies in healthcare

The application of digital marketing strategies im-
proves communication between healthcare institutions and
stakeholders. Digital marketing strategy involves the ap-
plication of various techniques such as e-mail marketing,
viral marketing, social media marketing, affiliate market-
ing, loyalty programs and others. Through social media,
patients can be provided with information on disease pre-
vention, doctors' advice can be provided, doctors can ex-
change opinions and experiences from practice an in this
way improve healthcare [10].

IV. READINESS OF INTRODUCTION CRM AND
CROWDSOIURSING SERVICES IN SECOND-
SARY HEALTHCARE INSTITUTION

A. Research context

This research examines the willingness of healthcare
professionals to use CRM systems as an innovative ap-
proach to managing relationships with patients, and read-
iness for adopting innovative crowdsourcing models for
doing business in secondary healthcare institutions. For
crowd wisdom, we tested if health workers are ready to
use collective opinion as one of the ways for finding the
answers to the health problems of their patients.

In the context of crowdfunding, we tested if the hospi-
tals are ready to collect funds for the necessary equipment
such as various appliances, beds and other needed resourc-
es by donation of all stakeholders interested in participa-
tion. Crowd voting, a democratic way of making important
decisions, is one of the possibilities that would help the
employees to express their needs.

B. Sample

The research was conducted through surveying health-
care workers of a secondary healthcare institution. The
respondents were people in different positions (doctors,
nurses...) and of all age groups. By using both online and
offline questionnaires we collected a sample of 80 respond-

ents.C. Instruments

Questionnaire used in this research consists of twenty



2022 International conference on E-business technologies (EBT) 83

questions that are divided into three main parts.

The first one is a description of CRM and crowdsourc-
ing services in a secondary healthcare institution. Here,
respondents can be introduced with keywords. Therefore,
the whole concept of how a new website should look, with
all its functionalities, is described.

In the second part of this questionnaire, we wanted to
collect demographic data of our respondents. This part
consists of five questions and gives us answers on what
their occupation or age group is.

The final part consists of fifteen questions that examine
how much health workers are willing to work in a new en-
vironment that would use the implemented CRM system.

V. ANALYSIS OF THE RESULTS

A. Results sample

In the conducted research, 80 health workers were ex-
amined, 72.5% of whom were women and 27.5% men.
The respondents are of different age groups from 21 to
over 50 years old. Most respondents were between 41
and 50 years, making up 35% of the total number. Second
largest group are people over 50 years, making up 33.5%.
Seventeen respondents are people from 31 to 40 years, and
the youngest eight respondents have between 21 and 30
years. The level of education of the respondents varies and
includes doctors, nurses, and technicians.

The questions cover all the functionalities that the new site
should have. Including all crowdsourcing systems. Possi-

ble answers in this part are formed using the Likert scale. ~ B. Research question

Table 1. Analysis of all survey question

. Validation of
Questions Mean SD hypothesis
Do you agree that the introduction of CRM services would improve the com-

o N o . I 4.575 0.75 Yes
munication and organization of the hospital's business activities?
Do you think that an integrated platform with all the important information 47 0.48 Yes
about the patient (health picture, age ...) would ease your work? ' '
Are you ready to take the time to answer the patient's questions on the website 42875 0.96 Yes
and write useful tips related to a topic in the field of medicine? ' '
Do you Fhml.( that ophne consultations could be a more efficient form of com- 43875 0.81 Yes
munication in certain cases
Are you ready to provide new ideas for solving problems in the health institu-
tion, solving complex medical cases or launching initiatives for the introduc- | 4.4 0.85 Yes
tion of new healthcare services?
Would you use the "Collaborate" functionality to consult with colleagues? 4.7125 0.5 Yes
Would you use the “Survey” option to contribute in the form of voting in sup- 4525 0.87 Yes
port of he initiatives within your healthcare institution? ' '
Do you think thaf a newsletter would be a useful way to inform the patient 463 0.69 Yes
about current topics?
Would you like to get the opinion of patients about your work? 4.525 1 Yes
Dq you think that the §cheduhng of examinations, could speed up and ease the 47875 0.49 Yes
existing way of working?
Do you think that crowdfunding would improve the financing of treatment
of special cases or projects aimed at improving the business of the health | 4.3625 0.87 Yes
institution?
Do you think that crowdsensing and the information you get through this ser-
. . LS . . . 4.2 1.08 Yes
vice would improve your decision-making when treating patients?
Do you think that crowdwisdom and this type of collegial communication 44375 0.89 Yes
would improve the success in solving health cases at the departmental level? | '
Do you think that crowdvoating would improve the decision-making process 4475 0.67 Yes
related to improving the business of a health institution? ' '
Do you think that connecting the website with social networks would improve
. . . 4 1.25 Yes
communication between healthcare professionals and patients?
Do you have satisfactory access to electronic devices and the Internet in your 433 | Yes
workplace in order to use the described functionalities? ’
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The first part of the survey is demographic one, ques-
tioning sex, age group, educational level and the profes-
sional position. Research questions are designed in the
way to analyze the level of readiness of healthcare work-
ers to introduce CRM as well as crowdsourcing systems.
Questions encompass all crowdsourcing systems — crowd
wisdom, crowd voting, crowdfunding and crowdsensing.

Our main hypothesis is that the majority of respondents
are ready for the implementation of all CRM and crowd-
sourcing functionalities.

C. Analysis of results

The mean value for all questions is equal to or above
4 meaning that respondents agree or strongly agree with
the given statement for introducing CRM or crowdsourc-
ing services. Implicating those respondents agree with im-
plementing this functionalities and models to improve the
promotion and marketing segment of strategic marketing
planning.

The standard deviation is mainly below one, meaning
that the majority of respondents agreed and answered the
same. Also, deviation from the expected value is small.

VI. CONCLUSION

Through its specificity, healthcare marketing is an
interdisciplinary field because it uses certain concepts,
methods, and techniques specific both to classical and so-
cial marketing. The effectiveness of its application can be
found in the image of a healthy population, greater satis-
faction of patients, better communication, a clearer picture
of needs that need to be fulfilled, etc. The application of
marketing in the field of healthcare was imposed by the
problems in the health of the society and outdated and not
so efficient healthcare systems.

This research is focused on strategic marketing plan-
ning in secondary healthcare systems. By surveying
healthcare workers, it was tested the readiness for intro-
ducing both CRM and crowdsourcing services. The survey
was conducted on a group that has different demographic
characteristics; therefore, the outcome is relevant.

Crowdsourcing systems are inseparable part of CRM
and include different models. Crowdsourcing has many
benefits for both patients and healthcare workers. It is rap-
id, low cost, and can collect a huge amount of informa-
tion from a large number of people. In particular, there is
potential for crowdsourcing to capitalize on the input of
interested and fit individuals who have the best ideas and
bring a diverse set of skills and backgrounds to bear on
the current task [11]. In this paper, it was described how
crowd wisdom, crowdsensing, crowdfunding and crowd
voting can be used to improve current healthcare system.

The result of the conducted survey shows that health-
care workers are willing to start using these services in their

daily work. They consider that these systems are needed in
order to increase efficiency and make work easier. These
results and the conducted statistical analysis serve to de-
termine further steps for strategic marketing planning in a
secondary healthcare institution.
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Abstract— The purpose of this article is to explore the
digital transformation processes in medicines and medical
devices legislative. The goal of this paper is to introduce the
relationship of e-business in the medicines regulation with
e-pharmacy and e-health in order to improve public health.
The methodology for the development of e-services, methods
for modeling and analysis of business processes, the reference
model of e-business in the medicines regulation, e-services for
import license for medicines are the main scientific contribu-
tions of this work. This paper shows a case study which refers
to e-services development for medicines in the marketing au-
thorization, implemented in Medicines and Medical Devices
of Agency of Serbia, which is a major professional contri-
bution of this work. This research is based on a qualitative
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processes in medicines and medical devices regulation” con-
ducted from year 2018. to 2022.
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development of e-services on the e-government portal and
demonstration a study of the application of this method in
the part of medicines and medical devices is very impor-
tant for e-health and the-government development3.

The purpose of the research is analysis that encom-
passes application of e-business in medicines and medi-
cal devices regulation and the application of the method
in development of e-services and e-submission in medi-
cines regulatory authorities for process import licenses for
medicines and medical devices in Serbia. This testing of
e-readiness of the pharmaceutical industry for the project
of e-submission that was implemented in April 2021 in the
period with COVID in Serbia (RS). The significance of
this paper is that it is one of the first e-services initiatives
in RS.

II. DEFINITIONS AND METHODS

Electronic business (E-business) is a modern form of 4. Definitions

business for an organization. The concept of e-business
is represented and applicable in all activities and areas].
In a few decades, digital technologies have transformed
the way communication, business, production of goods
and services function, and the way people live and work.
For developing countries, the digital economy is a way to
stimulate economic growth, raise capital and labour pro-
ductivity, reduce transaction costs and facilitate access to
global markets. The development of digital technologies
brings numerous benefits to society in terms of wealth cre-
ation, technological advancement and improved quality of
life.12

Medicines regulation is a process encompassing var-
ious activities that aim to ensure the safety, efficacy and
quality of medicines, as well as the appropriateness and
accuracy of product information. Medicines regulation is
public policy that restricts private sector activities to attain
social goal set by a given country?.

The development of e-business in the medicines regu-
lation, as one segment of e-government, envisages inter-
active electronic services tailored to the needs of citizens,
government units, state administration, regulatory and ed-
ucational institutions and businesses. Methodology for the

This subchapter will show the definitions of e-busi-
ness, e-health, e-pharmacy and e-government.

E-business is the exchange of standardized electronic
messages between natural and legal persons in negotiat-
ing, contracting, purchasing, sales, payments, communi-
cation with the administration and the courts, and in all
other business transactions for which the law allowed its
applicationl.

E-Government uses the application of information
technology to improve: efficiency, productivity, transpar-
ency and accountability of the Government in dealing
with: citizens, businesses, industry, government units and
private officials. E-government can be seen from the on-
line access to services to tools for the construction and re-
construction of democracy4.

E-government is a Web-based technology that uses the
local government as a communication channel, which is
offered to visitors, business partners, local governments
and employees. Business models, which are used in the
development of e-government, are G2C (Government to
Customer), G2B (Government to Business), G2G (Gov-
ernment to Government)...
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E-pharmacy as a segment of e-health is the applica-
tion of electronic commerce in the pharmaceutical indus-
try, which encompasses on the one hand the business of
companies in the pharmaceutical industry and pharmacies.
Increased use of information technologies and the Internet
provides powerful tools and makes them available to cit-
izens, government agencies, and pharmaceutical industry
around the world. As a result, there are changes in organ-
izations, as well as in relationships between businesses,
citizens and state authorities.

The development of e-business in the area of the reg-
ulations concerning medicines, as a subsystem of the
e-government of RS, provides a unified environment for
communication, better dissemination of information about
medicines, and online education for health care workers
as well as more effective operation in the health care and
pharmaceutical sector, including the realization of the con-
cept of e-government in the segment of regulation of med-
icines11.

B. Methods

This article does not contain any studies with human
or animal subjects performed by any of the authors. This
chapter will show the methodology of developing software
in e-government and previous research on e-services.

Software design methods are specific strategies that
propose and provide a set of notations which are used with
the method as a description of the process that should be
used when monitoring methods and a set of guidelines for
the use of the methods5.

This section will describe the methods, methodolo-
gies and software development models, which are used
in e-government. Particular attention will be devoted to
the life cycle of software and business intelligence, and
SOA (Service Oriented Architecture7) and BPM (Business
Process Modelling). The methods of the life cycle of the
attention will be devoted to a single method of software
development process. The integrated framework, which
will be displayed and used in this paper, is based on the use
of RUP (Rational Unified Process) methodology and agile
methodologies, business intelligence (BI) with the princi-
ples of data mining and data warehousing, BMPL (Busi-
ness Process Modelling Language) and UML (Unified
Modelling Language) - notation and reengineering busi-
ness processes. The main principles are incremental and
iterative development, active participation of users, based
on the development of models, testing and cooperation.
The paper consolidated methods, techniques, standards
and process models in the field of e-business and access to
quality analysis, modelling and design of the portal system
of the authorities od RS. Software Life Cycle Processes
(SLCP)9 can be perceive through its processes, i.e. activ-
ities that make this process as well as through its models,
methods and strategies. SLCP are defined by a number of
reasons, including increasing product quality, facilitating
human understanding and communication, support pro-

cess improvement, and support management processes.
Methods for SLCP can be said to describe the process of
software development through its individual operations or
processes.

Bl is a set of tools and applications that enable the crea-
tion of a system for the collection, analysis and dissemina-
tion of business information, with the aim of making better
business decisions6.

In SOA programming is based on the process approach
and represents a higher step in the development of soft-
ware engineering. SOA describes the concepts, architec-
ture and procedural framework to ensure cost effective de-
velopment, integration and maintenance of IS. SOA does
not represent a radically new architecture, but rather the
evolution of the well-known distributed architecture and
integration methods.

BPM refers to the design, management and execution
of the business process, and its strength lies in the unifica-
tion and expansion of existing process oriented techniques
and technologies..

III. RESEARCH

A. Case study

This research is based on a qualitative case study on
the 2018-2022 project “Digital transformation processes
in medicines and medical devices regulation”. The project
holder is the Medicines and Medical Devices Agency of
Serbia (ALIMS), RS Ministry of Health and RS Govern-
ment. The project includes several actors: project team of
Agency, a project manager, manager of Agency as a mem-
ber of team, Office of Information Technology and Elec-
tronic Government in RS in the Prime Minister's Office
formed 27.07.2017 (Directorate of Electronic Government
until 27.07.2017) and Coordination Body for digitalization
of health formed at December 2021. The results of the
research can be applied in any European medicines regu-
latory authority.

B. Research aproach

The aim of research was to develop a national plat-
form in RS, as the country on the Balkan Peninsula in the
South-Eastern Europe, for the development of e-pharma-
cy, which enables the integration of regulatory bodies in
the medicines and medical devices regulation and institu-
tions of the pharmaceutical industry. The data studied in
this paper are focused on the data of the institutions that
first began using the e-services of the Agency government
portal of RS. Among the various roles and interviewed re-
spondents are the directors of the pharmaceutical industry
institutions, information technology directors in the insti-
tutions of the pharmaceutical industry, responsible persons
for submitting requests for obtaining a license for medici-
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nal products and medical devices in the institutions of the
industry, civil servants, and directors of state institutions.
At the national level, the Project Electronic Application
Submission of Client Support supports the development
of the government portal in RS, which will enable the im-
provement of services to the pharmaceutical industry and
citizens and contribute to the economic development of the
country. The project is in line with the Electronic Admin-
istration Development Strategy and the Action Plan for the
implementation of the Open Access Initiative. The project
contributes to better implementation of the Public Admin-
istration and Public Health Reform Strategy and provides
closer approximation to the best European and global prac-
tice in the field of good governance. The project is one of
the aims of National Project: Digital Health in RS, which
Program was adopted in December 2021. This chapter will
show analysis and application of e-business in the medi-
cines and medical devices regulation and the application of
the method in development of e-services and e-submission
in ALIMS from the previous chapter.

C. Analysis of application methods for digital
transformation business processes for medicines

This subchapter shows analysis that encompasses
application of e-business in the medicines and medical
devices regulation and the application in RS. For medi-
cines and medical devices regulation, e-business is used
for collecting, recording, storing and securing data, and
information about medicines is a source of necessary in-
formation for the daily work of doctors, pharmacists and
other health workers. The development of e-business in
the medicines regulation, as one segment of e-government
of RS provides interactive e-services tailored to the needs
of citizens, public authorities, regulatory and educational
institutions and industry (producers, importers, representa-
tions, health care and pharmaceutical institutions).

The goal of this approach is the integration of e-govern-
ment and the segment relating to the medicines regulation,
ensuring the efficiency of process of modelling and model
implementation, which should result in models that must
be explicit, understandable, modular and can be effectively
amended and supplemented, distributed and placed on a
variety of computing platforms and operating systems in
e-governments.

Without e-business in the medicines regulation it is
impossible to develop e-health and e-pharmacy. Provid-
ing information on medicines is one of the e-services in
the medicines regulation. Information about medicines is
coming from routine sources, specific non-routine, library
sources and research sources. Information on medicines,
which must be precise and authoritative data are neces-
sary for the daily work of doctors, pharmacists and other
health workers in general and special branches of medi-
cine, pharmacists in the production, medicines and phar-
macies, as well as other professionals involved in health
care, regulatory bodies. Integration of business in the med-

icines and medical devices regulation, government, health
and ePharmacy in RS (Figure 1) uses e-business models to
better communication, better management of documents
and records in public administration, the pharmaceutical
industry and the health system, as well as the achieve-
ment of measures directly connected to savings in dealing
with several aspects (time - efficiency, money - economy).
Networking of institutions in the field of information on
medicines and medical devices affects how efficiently the
business of ALIMS and health institutions, patients or the
pharmaceutical industry is, which leads to a significant re-
duction in total costs and time saving. ALIMS was ready
from the start to participate in the initiative to open data
and thus enable that information on medicines and medical
devices, and integration with other data, to get more value
and become useful to other state bodies and institutions.

eHealth

eGovernment

ePharmacy

Fig. 1. Models of e-business between eHealth, eGov-
ernment and ePharmacy

IV. RESULTS AND DISCUSSION

In this chapter, the results of the case study will be pre-
sented, as well as the preparatory phase of launching e-ser-
vices development initiative in RS. This chapter will show
concluding analysis and finding that encompasses appli-
cation of e-business in the medicines and medical devices
regulation and the application of the method in develop-
ment of e-services and digital transformation business pro-
cesses in ALIMS from the previous chapters.

A. Results of the preparatory phase-application
of the methods

ALIMS is a public agency in RS, authorized (among
other) to issue marketing authorizations, decide on their
variations, renewals for human and veterinary medicine,
as well as the registration of marketing authorizations for
medical devices, quality control of medicines and medical
devices that meet the requirements for efficiency, quality
and safety. Transparency of the work is reflected through
the portal of ALIMS where they meet all the criteria of
functionality, defining the guidelines for making Web pres-
entations of the state administration.

ALIMS participates in the development of eGovern-
ment portal RS. The latest e-services "Downloading reg-
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istry of medicines and medical devices" is set in 2015 on
National Portal of eGovernment. State agencies and legal
entities can retrieve the registry of medicines for use in
human and veterinary medicine, as well as a registry of
medical devices for which the ALIMS issued a marketing
authorization, with the use of a qualified digital certificate.
The aim of this service is to download data on medicines
and medical devices in digital, machine-readable formats
that can be used for further work and use in other state
bodies and legal entities, especially in the context of the
development of the e-Health of RS. Register of medicines
and medical devices in the form of e-Service enable down-
loading of the codebook data on medicines and medical
devices from the ALIMS database that are updated on a
daily basis. This way ALIMS achieves more benefits for
almost all sectors of society: new business and economic
opportunities - turning data into economic systems at all
levels and new innovative solutions - combining data from
multiple sources, which then creates new values.

At the end of 2018 ALIMS has started a new project
,,Digital transformation business processes® that will ena-
ble the integration of ALIMS and pharmaceutical industry,
and includes e-submission request of clients in the phar-
maceutical industry on the easiest way by selecting the ap-
propriate eServices and completing the application form,
which was given the opportunity to submit the attached
documentation in electronic form with certain require-
ments. The basic idea of this project is to enable clients
wishing to apply electronically. The vision of the project
is to develop application forms for eGovernment portal
where customers will be able to electronically fill patterns
i.e. customer requirements and deliver them electronical-
ly with all the accompanying documentation. The project
includes the development of about 60 eServices ALIMS
and allows the pharmaceutical industry to operate with-
out physical arrival at the location ALIMS by applying for
the appropriate electronic service ALIMS. This is reached
by using a digital certificate, which provides training and
leads to the pharmaceutical industry when it comes to the
development and application of informational technolo-
gies and provides additional support for the development
of the same in RS.

S

alims

persona
lization

0%
0 SOPHISTICATION OF THE SYSTEM
20%

Fig. 2. Phase of sophistication of the portal

The functional area of e-services is enabled on the
home web page of the ALIMS site and contains a list of all
names of e-services published on the own portal of e-gov-
ernment inside the highest stages of sophistication: inter-
action, transacton and personalization (Figure 2).

The most important result is an increase in the num-
ber of completed applications form import licences form
medicines and medical devices, for exmple on Figures 3 is
attached example for number of solved request for medical
devices.

Import licences for medical device

200
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Fig. 3. Import licence for medical devices from De-
cember 2018 to 2020

B. Performance analysis and results

For the future of e-government, e-health and e-business
in the medicines regulation in RS it is important to use the
experience of other countries, with consideration of their
successes and failures, as well as adapting this knowledge
characteristics of socio-economic environment in RS.

Equally important is the cooperation with the Ministry
of Health and the Government of RS, because in this way
there is a solution that information subsystem of e-busi-
ness in the medicines regulation integrates into the overall
IS of e-government of RS leading into single architecture,
which can be reached by working together and forming
an agreement of all stakeholders, starting from the gov-
ernment, through the non-governmental sector, academic
institutions, to the citizens themselves.

A good example of application of this project is open
data about medicines and medical devices in human and
veterinary medicine registered by the agency, whose main
activity is the control of medicines and the placing of
medicines on the market. ALIMS was among the first to
adopt the concept of open data and thus contribute to the
achievement of benefits for the economy in general, eco-
nomic entities, state authorities, scientific community and
other segments of the society in RS.

The registers of human and veterinary medicine and
medical devices are presented in the forms of structured,
open data formats and are presented as electronic services
on the national portal of eGovernment.

This data, which ALIMS made open additional en-
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hanced through services such as the search for registered
medicines and medical devices and issued certificates that
exist from before, help monitor and respond to an adverse
reaction to drugs and medical devices and identify fake
medical products, and significantly make it easier for busi-
nesses in this area to do all this in order to achieve better
health of the citizens of RS.

Based on open data sets for medicines and medical
devices, some web applications and mobile applications
have already been developed as Mediately databases of
medicines.

The survey relating to the testing of e-readiness of the
pharmaceutical industry for the project of e-submission
was implemented in November 2020. The questionnaire
was sent to all pharmaceutical institutions with a term of
one month for an answer. Of the total number of partici-
pants, the survey was completed by 52% of participants.
Most of the participants are familiar with the concept of
electronic storage of data / documents and with the guide-
lines on the subject of filing documents (Figure 4).

The Agency's intention to move to an electronic system
of communication was supported the most. The proposal
to organize workshops and conferences on this subject in
order to inform and educate the clients on time, in order to
better and more successful transition to the new system of
application was also well supported.

THE LEVEL OF CLIENT'S REDINESS FOR PREPARATION
AND SUBMISSION OF DOCUMENTS IN AN
APPROPRIATE ELECTRONIC FORM (NEES/ECTD)

midon'tknow mlow m Medium M High

WILLINGNESS CLIENT APPLICATION (FORMS) FOR
OBTAINING MARKETING AUTHORIZATION / MS ON
THE MARKET ELECTRONICALLY USING THE WEB
APPLICATIONS ON THE SITE ALIMS / PORTAL? E-
GOVERNMENT?

midon't know WlLow MMedium MHigh

Fig. 4. The testing of e-readiness of the pharmaceuti-
cal industry in RS

V. CONCLUSION

This study confirms several benefits and challenges
described in previous studies regarding e-services as de-
scribed above. This is interesting, because at this moment
there are few studies on e-services initiatives, especially in
RS, where initiative e-government development and dig-
ital transformation has been launched and in its infancy.
What this study highlights and contributes to, in addition
to confirming the above studies, are the main lessons in
terms of: The importance of actors who drive and realize
initiatives, and the ability to overcome challenges, as well
as the issue of private and public actors, together with the
way a certain division of work is made when e-services
or applications based are developed as part of a channel
strategy. The methodology for the development of e-ser-
vices, methods for modelling and analysis of business pro-
cesses and reference model of e-business in the medicines
regulation as one of the subsystems of e-government pro-
cess met model in the context of e-government, life cycle
business system design on the e-government network web
portal and e-business in the medicines regulation, are the
main scientific contributions of this work. Developing web
software for e-business development in the medicines reg-
ulation, as subsystem of the e-government implemented in
ALIMS are the main professional contributions of this pa-
per. Improving e-business and digital transformation busi-
ness processes in the medicines regulation, as a subsystem
of e-government would have to aim: the development of
interfaces and support for model specification systems
through interaction with citizens, the economy, healthcare,
pharmaceuticals and other public authorities, support the
adopted modelling standards, integration of e-business in
the medicines regulation, the e-government, e-health and
e-pharmacy in RS, application of methods and techniques
of life cycle business model which are presented in the pa-
per, agile methods and application of SOA, BI, and BMP.
The "e-filling clients' requests ALIMS" will enable the in-
tegration of ALIMS with pharmaceutical industry and pro-
vide electronic submission of customer requirements and
questions, thus achieving significant savings for ALIMS as
for the pharmaceutical industry in the RS.

In this way ALIMS fulfils its mission - to promote and
improve the health of people and animals, as well as to
contribute to the realization of the fundamental human
right to access to quality, safe and effective medicines and
medical devices.

Digital transformation of business processes in ALIMS
provides a unique environment for communication, better
information about medicines, education via Internet for
health workers, as well as the more efficient operations in
the healthcare and pharmaceutical industries and the real-
ization of the concept of e-government in segment which
regulates medicines and medical devices areas.

Based on the research in this paper, it can be conclud-
ed that e-services guarantees greater transparency of the
work of state bodies, stimulates efficiency in government
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and beyond, and enables citizens, companies and organiza-
tions to use public information several times for different
purposes.

E-services strengthen entrepreneurship, influencing
the development of innovative products and services, pro-
viding alternatives for decision-making in management,
planning and science, and contributing to the creation of a
knowledge-based economy.

Analysis and research conducted in the case study de-
scribed in this paper point to the conclusion that the goal of
the state should be that e-services of state farmers receive
a useful value through the mixing of datasets in related
institutions, the data of which are of great importance.
The useful value of the data has been increased during the
combination of data, which leads to the direct benefit of
the public, the economy and the institutions themselves,
State bodies of RS. In all the above ways, the state fulfils
its mission - to promote and improve the business of all
sectors, as well as to contribute to the achievement of the
basic human right to access quality, accurate and efficient
information.

The final goal of digitalization will be the next step and
that: integration of eGovernment, eHealth and ePharmacy
for the purpose of Human Health. That are realized for the
benefit of the state, health system, economy and patients,
and which are carried out through the improvement of co-
operation between Ministry of Health, Agency, health and
state institution, educational institution and patients with
the use of open data and open eServices and G2B, G2C
and G2G electronic forms application.
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Abstract— In the modern world, young people face sev-
eral challenges in their personal life like the workplace, and
social life, among which Covid-19 has had an adverse effect
on the physical and mental health of young people. On the
other hand, with the exhibitive increase in population, the use
of traditional methods in the treatment of many diseases such
as anxiety no longer seems possible. However, controlling and
monitoring patients' anxiety status in the context of intelli-
gent systems can be of higher accuracy, velocity, and qual-
ity. In this study, we proposed a system for monitoring and
managing anxiety theoretically using machine learning tech-
nology. Examining machine learning (ML) techniques have
high accuracy, speed, and flexibility. Hence, a pattern was
presented, as well as the tools, how to prepare the data collec-
tion, and how to obtain the desired output. Highly-accurate
detection of anxiety is the first effective step for treatment,
for this purpose, supervised learning algorithms have been
chosen. Finally, this study has presented a framework to find
gaps in this regard

Keywords—.Smart Healthcare, Anxiety, Machine Learn-
ing Technology

I. INTRODUCTION

Smart health is a new concept that has attracted a lot
of attention in the modern world. Basically, smart health is
the use of new technologies in the field of health or health-
care and in the context of the Internet of Things (IoT) to
diagnose, control, and treat a lot of diseases [1, 2]. For
example, one of the applications of smart health is to de-
tect and monitor stress and anxiety. Wearable technologies
with health can be an excellent option for monitoring anx-
iety. Modern technologies also are more widely accepted
among young people [3]. Anxiety is a disease that can be
caused by persistent stress and if it persists, it can pose se-
rious risks for individuals. Some illnesses appear in adult-
hood, but in the case of anxiety, it must be acknowledged
that it can occur in childhood and can be dangerous for
the people and society [4, 5]. Anxiety can have an adverse
effect on as much as a third of the population, according
to a survey.
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Thus, according to WHO, An estimated 450 million
people worldwide suffer from problems such as stress
and anxiety [6]. Many factors can cause people to become
anxious in the workplace, inability to perform job duties,
avoid accepting responsibility in the workplace, and so
on [7]. However, the analysis of stress and anxiety data
by machine learning techniques have become popular
and successful patterns that have been discovered in this
field [8]. This study also provides a model for monitor-
ing and detecting anxiety by machine learning technology.
For instance, nowadays, academic individuals face many
issues such as education and student life, and so on, so
that anxiety can have a greater impact on young people. It
goes without saying that the Covid-19 pandemic has ex-
acerbated this issue in recent years [9]. For example, in
study [10], the factors of formation and exacerbation of
anxiety were monitored over a period of 8§ months by ma-
chine learning techniques, and finally a favourable pattern
was extracted for it. It is also stated elsewhere that optimal
performance in the academic and industrial fields requires
relaxation and a stress-free environment. Machine learning
has provided models and patterns that can predict anxiety
and stress among the people in real-time [11]. Therefore,
it has sometimes been observed that the presence of some
diseases can cause anxiety [12]. However, studies have
shown that monitoring, controlling, and detecting anxie-
ty in the smart context can have several benefits for the
society [13]. Finally, because some important cases were
mentioned, and the scope of the data can be very wide, the
suggestion of machine learning seems to be a good solu-
tion. In this study, a conceptual model for monitoring and
detecting anxiety is presented. To collect data through a
standard questionnaire via Google Forms and analyse it by
machine learning techniques such as supervised learning
algorithms have been mentioned. Although, the methods
and models of detecting anxiety by artificial intelligence
(AI) are varied. In the framework of this research, super-
vised learning has been selected to analyse anxiety data.
Finally, the second part of this study is named background,
the third section is called framework, in the fourth chapter
of the implementation, and in the 5th part, conclusion is
presented.
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II. BACKGROUND

A.  Smart Healthcare

Technological advances, meta-analysis, and big data
in the health industry have led to a revision of the health
perspective. The important issue in the healthcare indus-
try is real-time responsiveness to the patients. In fact, the
efficiency of intelligent systems in the field of health and
treatment is very important because the analysis of big
data in health with intelligent systems is possible. Smart
health is able to remotely control and manage some dis-
eases, and in this system, the patient's health status is sent
to medical centres and physicians, and several patients can
receive the desired feedback. On the other hand, electronic
devices, wearables, and mobile health with the possibility
of monitoring, receiving health data from the patient, and
controlling the patient's condition have played a vital role
[1, 3]. Hence, smart healthcare has created a new definition
for the health industry. However, in this study, a frame-
work for analysing anxiety using machine learning tech-
niques is presented. In general, the use of ML technology
on health data like anxiety seems a key methodology [14].

B. Using Wearable Devices To Monitoring The
Anxiety

The use of smart devices such as smart mobile phones
as well as wearables like smartwatches is constantly in-
creasing. Health data is prepared to analysis by these wear-
able technologies, using smart mobile phones, tablets, PCs,
and so on. In addition, mobile health has also been accept-
ed as one of the most important technologies for monitor-
ing and controlling many diseases [15]. Anxiety is a kind
of disease that can be monitored and controlled by these
smart wearables. Also, today, Al has been able to play an
effective role in promoting smart health through useful
programmes [16]. Today, smart health has had a positive
impact on many diseases such as anxiety and stress. For
example, in the results of the study [3], it has been argued
that the use of smart wearables and associated health in
medical clinics can significantly reduce the percentage of
stress and anxiety of patients.

Smart wearables such as smartwatches and the like are
able to send some vital signs such as body temperature,
blood pressure, different types of diabetes, heart rate, and
so on to mobile health applications for analysis. Therefore,
one of the strong ways that people can measure their anx-
iety today is the same mobile wearables under the health
system [3, 17].

Studies have shown that managing anxiety through the
use of wearable technologies is very beneficial, but on the
other hand, in some cases, its use is prohibited [18].

C. Detecting Anxiety Using Machine Learning

Today, machine learning technology has been able to
play an effective role in improving mental health systems,
especially in adults, by applying applications [16]. How-
ever, analysing anxiety using machine learning techniques
is one of the new and reliable methodologies. Analysis of
anxiety data in the context of ML has been used to discover
good criteria for high-accuracy prediction [19]. However,
among machine learning algorithms for detecting anxiety,
supervised learning algorithms in most cases have shown
a significant and positive effect compared to unsupervised
learning algorithms, and so on [20]. Today, machine learn-
ing algorithms have the ability to analyse health data such
as mental health with the utmost accuracy [21]. For exam-
ple, in one study with 632 participants (N = 632), anxiety
data were analysed with 95% accuracy. In addition, the re-
sults showed that participants were more compatible with
digital-based therapies [22]. Finally, it should be pointed
that today, in order to accurately discover the behaviour-
al patterns of anxiety, deep learning technology has made
study easier and more accurate for researchers working in
this field [23].

III. FRAMEWORK

A. Data Collection

This study recommends the State-Trait Anxiety In-
ventory (STAI) and wearable data to measuring anxiety.
Twenty questions for state anxiety and twenty questions
for trait anxiety, participants also have 4 types of ratings
("Not at all" to "Very much") to answer the questions [24,
25]. Also, for ease of work during data analysis, the an-
swers can be encoded and defined with values (0 to 3), this
technique is necessary for data analysis. However, for this
purpose, a standard questionnaire form can be prepared via
"Google Forms" and distributed among the young people
on social media. For instance, a questionnaire form could
be sent to a limited number of young people and then dis-
tributed widely after the problems were discovered. Some
of the information like age, sex, marital status, and educa-
tional levels are needed to developing this research. Also,
examining wearable data besides anxiety questionnaires
can have a positive impact on results. Wearable devices
data can be collected using smart devices such as sensors,
smartwatches, and so on. Extracting data such as smoking,
alcohol consumption, and etc. can also be useful for more
accurate analysis.

B. Proposed Pattern

In the previous part, it was mentioned to collect anxiety
data and eliminate possible problems, which can be clearly
seen in the following pattern. Wearable data can collect
from electronic devices, and data cleaning process can be
applied to this data.
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As shown in Figure 1, the data collection can be shifted
to apply machine learning algorithms, and after normalisa-
tion, data fusion as the process of integrating multiple data
sources to produce more consistent has been presented in
this pattern, and then, a comparative analysis between the
algorithms can be performed. Finally, a successful deci-
sion-making and evaluation can be extracted from the pat-
terns and results obtained. It has been mentioned that this
model can be developed in more details and presented. It
should also be noted that some data collected from the user,
like age, sex, educational levels, smoking rate, and so on.,
can help complete the evaluation and decision-making.

IV. IMPLEMENTATION

After receiving and classifying the information and ex-
tracting the questionnaire diagrams, the data can be pre-
pared for the analysis of machine learning. To this purpose,
the data can be analysed using the programming language
(Python 3.6) and on the Jupyter platform. Supervised
learning algorithms have the most desirable output for ana-
lysing anxiety. In Supervised Learning, "Classification"
is the task of predicting a discrete class label, and "Re-
gression” is focused on predicting a continuous quantity.
Algorithms of classification like "Naive Bayes Classifier",
"Decision Trees", "Support Vector Machines", "Random
Forest", and "k - Nearest Neighbours" have mentioned
in this study. Algorithms of regression such as "Liner Re-
gression”, "Neural Network Regression", "Support Vec-
tor Regression", and "Decision Tree Regression", "Lasso
Regression", and "Ridge Regression" have been proposed
to detecting the anxiety [23, 26, 27]. After analysing both
data sets by machine learning technology (wearable data
& STAI questionnaire), the accuracy of the algorithms for
each of the data collection is determined. Finally, the most
important cause of anxiety in each branch are determined
with the highest accuracy of estimation.

Standard Questionnaire
STAI

Solving Missing
Value Problems

Wearable Data Data Cleaning

V. CONCLUSION

Studies have shown that the anxiety is more common
in elderly people [28]. It is much easier to accept new tech-
nologies among the young people and highly-educated.
Therefore, it should be pointed that using machine learning
technology to monitor and control mental health can have
many benefits and also inform them about the many risks
ahead. Research findings have shown that the collection of
health data like anxiety and analysis of this data using ML
algorithms, which have been done in previous studies with
high accuracy, can clear the way for further entry and anal-
ysis in the branch of deep learning [29]. Successful models
can also be used in hospitals and various industries such as
robotics, etc. Research findings have shown that models
of detecting anxiety among the youth of today with higher
impact were presented.
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Abstract - The rise of blockchain technology in recent
years has led to the involvement of a large number of entre-
preneurs, academics and various other institutions to under-
stand and implement this technology. A special feature of
blockchain platforms are smart contracts that make them
more useful and interesting for use. Therefore, there is a
problem of choosing the best blockchain platform for using
smart contracts according to certain criteria. In the paper,
this problem is solved by applying the fuzzy PROMETHEE
method, and based on PROMETHEE I and PROMETHEE
11, partial and complete rank of blockchain platforms are ob-
tained, respectively. By applying these methods, the obtained
results show that the Hyperledger Fabric is the best block-
chain platform for using smart contracts in relation to other
platforms, according to the given criteria.

Keywords - blockchain, smart contract, multi-criteria de-
cision-making, PROMETHEE, fuzzy numbers

I. INTRODUCTION

Blockchain, as a decentralized information transfer
technology, has the potential to significantly affect all sec-
tors that rely on intermediaries, in all industries. In 2008, a
paper was published describing a peer-to-peer (P2P) ver-
sion of electronic money, called Bitcoin, which allows di-
rect payments between two parties without the mediation
of a financial institution [1]. Bitcoin, as the first blockchain
platform to become very successful, has created great in-
terest in areas where building trust, transparency, security
and traceability of information and transactions are impor-
tant. The use of blockchain technology could prove useful
in specific applications such as those where there is a re-
quirement for interaction and agreement between multiple
unreliable parties. This can be done by using the special
functionality of the blockchain platforms, which are called
smart contracts. With that in mind, it is important to select
the best blockchain platform that supports smart contracts.

This problem can be solver using MCDM (Multi-Cri-
teria Decision-Making) methods. MCDM is a term that
describes a set of formal approaches that allow individu-
als or groups of decision makers to make decisions, taking
into account the essentially complex nature of the prob-
lem, also all relevant criteria and overcoming all challeng-
es that arise in choosing or creating solutions to problems
[2]. Approaches based on fuzzy numbers, in combination
with MCDM methods, are commonly used [3]. Linguistic
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values (such as poor, fair and good) are represented using
fuzzy numbers. Linguistic values were mostly used be-
cause of the difficulties of finding the exact comparable
data. In this paper, PROMETHEE method is proposed be-
cause of its flexibility and simplicity for the evaluation of
fuzzy data.

This paper is organized as follows: Chapter II deals
with understanding and explaining the basics of block-
chain technology. Chapter III gives the mathematical back-
ground of the fuzzy numbers as well as the proposed fuzzy
PROMETHEE method. In Chapter IV, MCDM problem
is described and solved using proposed method, and also
analysis of the results is given.

II. UNDERSTANDING BLOCKCHAIN
TECHNOLOGY

Blockchain technology is a decentralized and distrib-
uted database that aims to record all transactions that have
ever occurred in the network. The goal of such a database is
to create an immutable record of all transactions and their
visibility for anyone who monitors or uses the blockchain.
In the following, we will present the structure, consensus
protocols and working principle of blockchain technology.

A. Structure

It is a structure consisting of blocks interconnected
by a chain. The chain of blocks does not exist in the real
world, but in the digital one. The essence of the existence
of blocks is to store transactions that have occurred in the
network, while the chain refers to the cryptographic hash
function that connects these blocks and makes the connec-
tion "unbreakable". One block consists of the outer header,
the header, and the body of the block [4]. The outer block
header identifies the blockchain platform and talks about
the block size (maximum number of bytes in the block).
The most important part is the block header because it con-
tains information about the validation of the block and data
about the previous block. The body of the block consists of
a counter and a list of transactions.

The block header of each blockchain platform should
contain the block version, the parent block hash, the nonce,
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the timestamp, the Merkle root, and the hash target [4]. In
the process of adding a block to the chain, the most impor-
tant are the hash of the parent block (the result of a hash
function with the header of the previous block as input),
a nonce (changed through iterations) and the target hash
(fixed hash value in the network).

B. Consensus protocols

The key part in using consensus protocols is determin-
ing the node that adds the next block in the chain. As the
node does not know the true identities of other nodes in
the network, it cannot have the complete trust in them [5].
This protocols serve to replace trust between nodes in the
network in order to achieve a common goal. There are two
main groups of the consensus protocols, and those are [4]
[6]: Proof-of-X (PoX) and Byzantine Fault Tolerant (BFT)
algorithms.

PoX algorithms, the first group of consensus proto-
cols, are applied mostly to the public blockchain networks.
They use computational calculations to select the node
that adds the next block to the chain in a random man-
ner. The main representative of this group is the Proof-of-
Work (PoW) algorithm. Here the node can publish the next
block through if it solves given cryptographic problem
before other nodes. When calculating the solution for this
problem, it is necessary to pay attention to the nonce and
the target hash. As the target hash is fixed, nonce is the
only value that can be influenced in order to reach a solu-
tion and to solve a problem. Nonce is incremented through
iterations and a new block header hash is computed. This
new computed hash is compared with the hash target. If the
block header hash is less than or equal to the target hash, it
is considered that a solution is found for the cryptographic
problem [4]. The main motivation of the nodes to partici-
pate in this process of solving a hard cryptographic prob-
lem is the reward they receive after successfully adding the
block to the chain.

BFT algorithms, the second group of consensus proto-
cols, are based on the protocols of communication. Nodes
have equal voices and can go through multiple rounds of
communication to reach consensus between them. This
group of algorithms is used with private blockchain net-
works. This is because they are better for networks where
there is a smaller number of participants compared to pub-
lic. Also, they allow faster confirmation of transactions.
The main representative is the Practical Byzantine Fault
Tolerant (PBFT) algorithm. The main feature of this al-
gorithm is the fact that it does not allow the number of
malicious nodes (out of all nodes in the network) to be
greater than 1/3 [4]. If the number of malicious nodes in
the network exceeds 1/3, consensus cannot be reached.

C. The working principle

As a block is a set of transactions, in order to add a new
block in the chain a larger number of new transactions are

necessary to occur. Creating and adding a new block to the
chain is achieved through the following four steps [4]:

1. The occurrence of the transaction: Potentially, if two
nodes want to interact with each other and they share
the same network, a new transaction can be created (e.g.
cryptocurrency transfer).

2. Transaction propagation: Propagation in the P2P net-
work is done by the node sending a transaction to all
its neighboring nodes. Further, these nodes continue to
send that transaction to their neighboring nodes. This
process is repeated until each node in the network re-
ceives that transaction.

3. Validation of the (block) transaction: before placing the
transaction in the block, it is necessary to perform its
verification by the network nodes. Transaction verifica-
tion refers to the validation of its cryptographic hash.
Upon successful verification, the transaction received
approval to be added to the block. Then, it is necessary
to find an agreement between the nodes on the validity
of the block, that is. the nodes must agree on the order
of occurrence of transactions and the calculated hash
values of the block using the consensus protocol of the
network.

4. Transaction (block) confirmation: This represents pro-
cess of adding the block in the chain. Transaction confir-
mation occurs when more than a majority of the network
agrees that the block (containing the given transaction)
is valid and then they publish that block in the chain.

D. Smart contracts

Smart contracts were first proposed in 1994 by Nick
Szabo, an American computer scientist who defined them
as computerized transaction protocols that execute terms
of a contract [7]. Smart contracts are just programs stored
in a blockchain that run when predetermined conditions
are met. Typically, they are used to automate the execution
of an agreement so that all participants can be immediate-
ly certain of the outcome, without any intermediary being
involved. They can also be used to automate processes by
triggering the next action when certain conditions are ful-
filled.

Withi'e2jem5Sen a smart contract, there can be as many
conditions as needed to satisfy the participants in terms of
that the task will be completed according to a deal. When
the participants agree upon all of the conditions needed,
then the smart contract can be programmed by a developer
(although increasingly, organizations that use blockchain
for business provide templates, web interfaces, and other
online tools to simplify structuring smart contracts) with a
goal to implement all of the wanted conditions.

The benefits of using smart contracts [4]:

1. Speed, efficiency and accuracy: Once a condition is met,
the contract is executed immediately. Because smart
contracts are digital and automated, there is no paper-
work to process which means there is no time spent on
errors that often happen from manually filling in docu-
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ments.

2. Trust and transparency: Since there is no third party in-
volved, and because encrypted records of transactions
are distributed and shared across the network, there is no
need to question whether transactions have been altered
for personal gain.

3. Security: Blockchain transaction records are encrypted,
which makes them very hard to hack. Also, because each
block is connected to the previous and next block, hack-
ers would have to alter the entire chain to change a single
transaction in a block.

4. Savings: Smart contracts are used to eliminate the need
for mediators to manage transactions and their related
time delays and fees.

III. FUZZY MCDM METHOD

The PROMETHEE method (Preference Ranking Or-
ganization Method for Enrichment Evaluation) is simple
outranking method used in MCDM. This method can be
utilized in order to find the best alternative based on an as-
sessment of several specified criteria. Method is consisted
of two phases [8]:

® The construction of outranking-relation on finite set of
alternatives,

= utilization of this relation in order to give an answer to
the multicriteria problem.

At first, an outranking-relation is created using pair-

wise comparison between alternatives based on a gener-
alized criterion. Preference functions are defined and an
outranking table is obtained. Considering for each action
a leaving and an entering flow on the outranking table: a
partial preorder (PROMETHEE 1) or a complete preorder
(PROMETHEE 1I) on the set of possible actions can be
proposed in order to solve the decision problem.

In the paper, we will describe PROMETHEE method
with the use of trapezoidal fuzzy numbers. Trapezoidal
fuzzy numbers are used to express expert’s opinion on
alternatives regarding each criterion. Also, triangular and
crisp numbers can be expressed using trapezoidal fuzzy
numbers. The membership function of the trapezoidal
fuzzy number can be written as [8][9]:

0. =y —norx,+B=x
rj—x
1- e i
_ o
u(x) = 1, N Ex=Ex, !
X —xy
1- B ry=x<x,+p

where a and [ are the left and right spread of the trape-
zoidal fuzzy number. In the interval [x},x ] values x; and
x, are the lower and upper boundaries of the numbers that
belong with certainty to the set of available values. This
trapezoidal fuzzy interval is represented by the following
notation, £ = (xx,. e F).. The algebraic operations nec-
essary for the algorithm are defined as follows [8][9]:
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The fuzzy PROMETHEE method is defined as [8]:

Step 1. For each criterion f. it is necessary to define a
generalised preference function g, (d]).

Step 2. Also, for all criterions the fuzzy weights are
defined

Wy = (xF.xb " p¥) k= 1...K.

Step 3. For all the alternatives @, a,, € A the fuzzy
outranking-relation i is defined as:
_ {.-1 ®x A= [0.1]
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where dla;.a;} is fuzzy difference of evaluation be-
tween two actions defined as:

dla a) = fila) - filar) = Goprpa B) = Opoyw v, 8) = G — vy — o + 8. + 7))

and where py, (d(a;, a;)) is expressed as:
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Step 4. Measure of the strength of the alternatives
a; € A, the fuzzy leaving flow € *(a,) is defined as:

1 T
F+(a,) =——

o fila,, a., ).

th=12" =t

Step 5. Measure of the weakness of the alternatives

a; € A , the fuzzy entering flow € ~(a,) is defined by the
following expression:
1 T

F(a) = ——

T_1 ftla,,. a; ).

t'=Lt =t
Step 6. The defuzzification of the fuzzy leaving and
entering flow is necessary in order to rank alternatives. The

selected defuzzification approach, based on the Centre of
Area (COA), is defined as:

[ xp(x)dx _xa — %7 + ax; + By +%(|3! — )
Sugydx @+ B+ 2x, — 2x; '
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In the following, methods PROMETHEE I and PRO-
METHEE II will be presented and shortly explained. The
essence of the PROMETHEE methods is in determining
the preference of each alternative compared to each other
(pairwise comparison), according to each of the criteria,
using the preference function in order to obtain the rank
of alternatives, either partial or complete. The rank of an

alternative based on the value of € *{a.) usually differs

from the rank obtained on the basis of the value of @ ~(a,]
. PROMETHEE 1 by crossing the information about the
values of these two characteristics, gives a partial ranking
of alternatives. Possible relations of alternatives in PRO-

METHEE I may be preference (F), indifference (I*) and

incomparability (R?) [10]. If it is not enough to get only a
partial ranking of alternatives to solve a certain problem,
it is necessary to apply the PROMETHEE II method. This
method is used to obtain a complete ranking of alterna-
tives. In this case, the net flow of dominance is calculated,
which represents the balance between the leaving and en-
tering flow of dominance:

¢'{ﬂ-r] = ¢'+{ﬂ-r] - ¢'_{ﬂ-rja
and is used to establish a relation between alternatives.

Those relations can only be preference (P’) and indiffer-
ence (/') [10].

IV. SOLVING MCDM PROBLEM WITH
FUZZY PROMETHEE

The procedure based on the proposed algorithm for
fuzzy PROMETHEE is demonstrated through the selec-

tion of the best blockchain platform for the implementa-
tion and use of smart contracts.

A. MCDM problem description

There are a growing number of technological solutions

on the market that are based on blockchain technology in
which global companies participate. Due to that, block-
chain technology becomes very interesting for research.
[llustrative example presented in this paper includes
choosing a blockchain platform to use for smart contracts
functionality.

In the general case, the alternatives (block-
chain platforms) to choose from can be written as
A={a,|t=1,...TL In this example, a choice is made
between four alternatives (T = 4) , and they are: Ethere-
um, Hyperledger Fabric, Cardano and Waves. Alternatives
(blockchain platforms) are marked as a@; (Ethereum), a
(Hyperledger Fabric), a; (Cardano), and a, (Waves). a,
(Ethereum) is a decentralized blockchain platform that es-
tablishes a peer-to-peer network and it is most commonly
known for its native cryptocurrency (ETH) as well as the
popularization of smart contracts and Non-Fungible To-
kens (NFTs) [11]. a» (Hyperledger Fabric), an open source
project from the Linux Foundation, is the highly modu-
lar and configurable blockchain framework intended as a
foundation for developing enterprise-grade applications
and industry solutions [12]. a; (Cardano) aims to be the
most scalable and environmentally sustainable blockchain
platform through use of PoS consensus protocol [13], as
opposed to the energy-intensive PoW currently used by
Bitcoin and Ethereum. &, (Waves) is a blockchain plat-
form that focuses on scalability, interoperability, environ-
mental friendliness, and makes it easy to create custom
crypto tokens (known as smart assets) and launch smart
contracts that power a range of decentralized applications
(dApps) [14].

In addition to the mentioned and briefly explained al-
ternatives, it is necessary to state and explain the criteria
according to which their comparison will be performed. In
the general case, the set of selected criteria can be written
as F={f, | k=1,...K} . This example considers four-
teen criteria (K = 14), including: maturity (f; ), scalability
(f2), decentralization (f;), transparency (f;), immutabil-
ity (f£), interoperability (f;), block time (£ ), supporting
cooperation and data exchange with other software (f;),
electricity consumption (), number of programming lan-
guages (fiy), virtual machine testing (fi, ), standardization
and support (fi-), costs of use (fiz), and migration (fi, ).
The criteria are divided into two groups: characteristics of
the blockchain platform and characteristics of the smart
contracts. The first 9 criteria belong to the first group,
while the remaining 5 criteria belong to the second group.
fi (maturity) is an assessment of the maturity of the block-
chain platform based on years of existence, market share,
number of transactions and users, etc. f; (scalability) refers
to supporting a large number of nodes and transactions in
the blockchain network. 2 (decentralization) describes the
transfer of control and decision-making from a central-
ized entity (individual, organization or group) to a distrib-
uted blockchain network. f, (transparency) refers to the
availability and traceability of data and transactions in the
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blockchain to everyone and at any time. f (immutabili-
ty) is a feature that in the blockchain remains a permanent
and unchanged history of all transactions that have taken
place. f; (interoperability) refers to the ability of different
blockchain platforms to exchange and use data with each
other. £ (block time) represents the mean time required
to add a new block to the chain, which means that the
transaction is considered to be permanently registered (ex-
presses in seconds). f (supporting cooperation and data
exchange with other software) considers collaboration and
data exchange across different application programming
interfaces (APIs). £, (electricity consumption) depends on
the consensus protocol used by the blockchain platform
(e.g. PoW generates the highest, while the PoS generates
the lowest consumption). fi, (number of programming
languages) represents the number of programming lan-
guages that can be used to program smart contracts, where
the focus is on the official programming languages of the
blockchain platform. f;; (virtual machine testing) refers to
possibility of running and testing smart contracts in test-
ing environment (essential for developers, not end users).
fi- (standardization and support) represents the existence
of a large community that contributes to the development
of smart contracts, the elimination of security problems in
code that hackers can exploit, the existence of documen-
tation for learning, understanding, etc. fi; (costs of use)
refers to the costs of creating, running and using a smart
contract in a blockchain network (mostly depends on the
size of the smart contract, i.e. the amount of bytecode of
the smart contract). fj, (migration) represents the possi-
bility of migrating a smart contract from one blockchain
platform to another.

Also, in addition to alternatives and criteria, it is neces-
sary to determine the weights for each of the criteria. The
set of weights can be written as W = {i. | k = 1,.... K}
For this case, triangular fuzzy numbers were used to rep-
resent weights for each criterion. Here, triangular fuzzy
numbers are represented as a specific case of trapezoidal
fuzzy numbers. The linguistic values and the correspond-
ing triangular fuzzy values for each criterion are given in
Table 1.

Table 1. Linguistic values and corresponding fuzzy num-
bers

Linguistic values Fuzzy numbers

Very Poor (VP) (0,0,0,0.15)

Poor (P) (0.2,0.2,0.1,0.1)
Medium Poor (MP) (0.3,0.3,0.1,0.1)
Fair (F) (0.5,0.5,0.2,0.2)
Medium Good (MG) (0.7,0.7,0.1,0.1)
Good(G) (0.8,0.8,0.1,0.1)
Very good (VG) (1,1,0.15,0)

Generally speaking, expert assessments can be used to
determine the weights of the criteria, where a set of ex-

perts can be written as E = {E; | i = 1..... N}. Each expert
gives his assessment for each of the criteria using linguistic
value. We will assume that the significance of each of the
experts involved in decision-making process is the same.
After that, it is necessary to aggregate expert assessments
which gives the final weights (3.} of each of the criteria.
This can be achieved by using the following equations:

o i i I pi); =
'l-'l-k = {xuk,x;k,nk,_ﬂk},» —1,...._.;hl|r,

(1 LA | LA ) )
—~ - I I = I I
W = — E xl.,— E Xip, minog , max E-.]
" N =1 "N f=1 R

where W are fuzzy numbers that correspond to experts
assessments.

For the purposes of the example in this paper, three
experts (W = 3) gave their assessments for each of the
criteria whose aggregation gives the final weights. These
values, represented by triangular fuzzy numbers, are given
in Table 2.

Table 2. Aggregated weight of the criteria assessed by the
experts along with p and q values for preference function

Criteria Aggregated weight P q
f (0.93,0.93,0.23,0.07) 0.10 0.07
f (0.77,0.77,0.17,0.13) 0.11 0.08
f (0.77,0.77,0.17,0.13) 0.04 0.03
f (0.70,0.70,0.10,0.10) 0.05 0.04
f (0.87,0.87,0.17,0.13) 0.04 0.03
1y (0.63,0.63,0.33,0.17) 0.06 0.04
/ (0.27,0.27,0.17,0.13) 21.08 | 14.95
/s (0.43,0.43,0.23,0.27) 0.10 0.08
1 (0.73,0.73,0.13,0.17) 0.11 0.08
S (0.50,0.50,0.20,0.20) 0.71 0.50
f, (0.30,0.30,0.10,0.10) 0.36 0.25
/5 (0.93,0.93,0.23,0.07) 0.08 0.06
/s (0.80,0.80,0.10,0.10) 0.10 0.07
fis (0.63,0.63,0.33,0.17) 0.21 0.15

Lastly, before applying the fuzzy PROMETH-
EE method described in Chapter III, it remains to
fill in the decision-making table by entering the val-
ues of alternatives according to each of the criteria.
Values from decision-making table can be written as
¥={ip=fla) |t =1....T: k= 1.....K}. In this ex-
ample, the values of the decision-making table are entered
through two approaches. The second approach was mostly
used in the considered example, as the first approach was
used only for f, fi; and fi, . The first approach is to col-
lect values from the relevant literature ([15][16][17][18]
[19][20]) for all alternatives according to criteria f=, fis
and fj, . These values are exact or crisp values. The second
approach is to enter the value through the evaluation of
each alternative according to certain (remaining) criteria
by experts. Evaluation by experts is performed using lin-
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guistic values (Table 1). After that, the expert assessments

are aggregated to obtain the final values (&) for the deci-
sion-making table using the following equations:

ol [ [ i Iy —
#he = (whaexlir ae, B )i = 1,0 N,

Iso¥ 1o : :
fFﬂ‘ - (‘EZf:LthJEZ|'=Lx:-thlin”;lﬁ ,mﬁxﬁ&);

where &}, are fuzzy numbers that correspond to experts
assessments.

It should be noted that all criteria are maximized, ex-
cept criterion fi which is minimized. Using these two
approaches, the final values of the decision-making table

for each alternative for each of the criteria were obtained
(Table 3).

The decision-making table is complete, i.e. alternatives
and criteria have been entered and the weights of criteria
and values in the table have been determined. It is now
possible to apply the fuzzy PROMETHEE method and
perform the analysis of the obtained results. Linear crite-
rion with preference and indifference area is used as the
preference function for all criteria in this example. Thresh-
olds of indifference (p) and preference (q) for this criterion
are shown in Table 2.

B. Result analysis

By applying the fuzzy PROMETHEE method over the
decision-making table, the defuzzified values for entering,
leaving and net flow are shown in Table 4.

Table 4. Defuzzified values of the leaving, entering and
net flow

a; Q- g ay
2 (a,) | 3.1265 5.4440 | 1.6339 | 1.7525
#*(a,) | 2.7314 1.1838 | 3.4309 | 3.9934
#(a,) 0.3951 42602 | -1.7970 | -2.2409

Using values from Table 4, it is possible to apply PRO-
METHEE I and PROMETHEE II methods. Firstly, we
will discuss the application of the PROMETHEE I meth-
od, which provides a partial rank of alternatives. Basically,
the higher the leaving flow (@ value) and the lower the
entering flow (@ value) the blockchain platform is bet-
ter for using smart contracts. By analyzing the results,
the following relation between alternatives can be estab-
lished & P* a; P" a; R" a,. In other words, we see that
o, (Hyperledger Fabric) is the best blockchain platform
(preferred over the rest), then @, (Ethereum) which is pre-
ferred over platforms a; (Cardano) and a, (Waves), but
worse than a. (Hyperledger Fabric), and that a5 (Cardano)
and @, (Waves) are the worst and incomparable. Secondly,
in order to get a clear picture of alternative relations, we
use the PROMETHEE II method. This method provides

a complete rank of alternatives. The higher the net flow
(@ value) the blockchain platform is better for using smart
contracts. By comparing values between alternatives, we
get the following relation a, P @, P/ a; P' @, . From
this relation, we can see that that a. (Hyperledger Fabric)
is the best blockchain platform (preferred over the rest),
then a, (Ethereum) which is preferred over platforms ay
(Cardano) and (Waves), then (Cardano) and finally a,
(Waves). a. (Hyperledger Fabric) is determined to be the
best blockchain platform out of all platforms considered
in this paper. Also, it is determined that &, (Waves) is the
worst platform (Fig. 1).
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Fig. 1. Fuzzy PROMETHEE I and Il partial and
complete rank

V. CONCLUSION

Over the years, blockchain technology has become an
increasingly relevant for study, testing and implementation
attempts. This is mostly because of the smart contracts.
Therefore, the number of blockchain platforms offering
smart contract functionality has grown significantly. As a
result, the goal is to select the best blockchain platform (al-
ternative) for using smart contracts according to selected
criteria. To solve this problem, the fuzzy MCDM method
has been used. This paper proposes the fuzzy PROMETH-
EE method based on trapezoidal fuzzy numbers as a pos-
sible solution. Using PROMETHEE I and PROMETHEE
IT methods, partial and complete rank of the blockchain
platforms were obtained, respectively. The obtained results
of complete rank shows that Hyperledger Fabric is the best
ranked alternative. This tells us that this blockchain plat-
form is the most suitable for using and developing smart
contracts. This is an important conclusion that may be of
use to various companies that want to implement block-
chain technology and its functionality of smart contracts,
but are not sure which blockchain platform to choose.

Future research may involve considering a higher num-
ber of alternatives and/or criteria, a higher number of ex-
perts, or the use of other MCDM methods to compare their
results.
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Abstract— The Non-Fungible Token (NFT) market has
seen a huge leap in popularity in previous year (2021). Sales
of nonfungible tokens have increased from $82 million in
2020 to $17.6 billion in 2021 reflecting a huge spike of interest
in the new technology. Over 2.4 million new crypto wallets
started trading NFTs in 2021, as compared to only 89,000 in
2020. This sudden increase in popularity has attracted huge
attention from industrial and scientific communities. It was
widely debated whether NFT ecosystems are the next step in
the internet evolution, or they will never find their place in the
real world. The non-fungible token technology is in its early
stage, and currently it is mostly used in collectibles, arts, and
gaming industry. In this paper, we will explore other possible
applications of NFT technology in the future.

Keywords - NFT, Ethereum, Blockchain, Smart Con-
tracts, dApps

I. INTRODUCTION

Non-Fungible Token (NFT) is a type of unique and in-
divisible blockchain-based crypto token, introduced with
EIP-721 (Ethereum Improvement Proposals) [1]. As op-
posed to other, classical cryptocurrencies which are de-
fined by value, NFT’s cannot be interchangeable for other
tokens as they are defined by their own unique properties
[2]. They give us the ability to assign or identify owner-
ship of any unique piece of digital data, trackable by us-
ing Ethereum’s blockchain as public ledger. Historically,
NFTs were mostly used to represent ownership of digital
art and collectibles, but they can also be used to represent
physical and real-world items such as deeds to a car, tick-
ets to an event, legal documents, signatures etc. One of the
earliest examples of a commercial NFT would be a project
called Crypto Punks, created by LarvalLabs in 2017. It was
a collection of 10,000 uniquely generated 8-bit collectible
characters on the blockchain [3]. Even though they are just
digital images, they are deemed as an important piece of
internet history, and the cheapest Crypto Punk costs over
$100,000 today. It is worth mentioning that depending on
their properties and rarity, the prices of Crypto Punks dif-
fer, most expensive one in the collection (#5822) was sold
for roughly $24 million. Another example showing the
mind-blowing value of NFTs is the work of a famous dig-
ital artist, Beeple, whose art piece called “Everydays-The
First 5,000 Days” was sold for $69.5 million in form of an
NFT in March 2021 [4]. This craze has attracted attention
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of media globally, which resulted in influx of millions of
new investors. Arts and collectibles have pushed NFTs
into the mainstream, and other categories such as gaming
have soon followed the lead. Projects like Crypto Kitties
and Axie Infinity have spearheaded the growth of gaming
NFT’s [5][6]. Slowly but surely, the technology is making
its way into other industries as well. In the continuation of
the paper, we will be looking at the technological innova-
tions which were used as a foundation for NFTs, and we
will be discussing possible future application of NFTs in
ticketing, medical, entertainment, business, real estate, and
finance industry.

II. TECHNOLOGICAL FOUNDATIONS OF NFT

A. Blockchain

The blockchain can be described as a distributed da-
tabase that maintains a list of all records in blocks of data
which are protected and linked to each other using cryp-
tographic protocols. Each transaction is validated by con-
sensus of majority of participants before being grouped
into a block and added to the chain. Each block is cryp-
tographically linked to the previous one and replicated
across copies of the entire ledger within the network.
There is a set of rules established to automatically resolve
any possible conflicts. This concept, combined with sev-
eral other technologies was used by Satoshi Nakamoto in
2008 to propose an idea of peer-to-peer electronic cash,
effectively creating Bitcoin [7]. The first of many mod-
ern cryptocurrencies. The most widely used blockchain in
NFT schemes is Ethereum, while Solana, Binance Smart
Chain, Cardano, Algorand and many other blockchains are
becoming increasingly popular as well.

B. Ethereum

The idea for Ethereum was first published by Vitalik
Buterin in 2014, setting the foundation for its launch in
2015 [8]. Just like bitcoin, it is using blockchain technol-
ogy, with Ether (ETH) being its main cryptocurrency. As
opposed to bitcoin, Ethereum can execute and run pro-
grammable code on its network. To put it simply, it is be-
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having like a global and decentralized virtual computer,
whose state every participant in the network agrees on.
This innovation has made Ethereum the foundation for
many emerging technologies, such as DeFi (Decentralized
Finance), DAOs (Decentralized Autonomous Organiza-
tions) and NFTs. Some of the benefits of Ethereum are:
Zero Downtime, Privacy, Resistance to Censorship, Com-
plete data integrity, Trustless Computation [9].

1) DeFi (Decentralized Finance)

DeFi is an umbrella term for all financial products and
services accessible through Ethereum. With DeFi, there is
no centralized authority who can block payments or deny
access to anyone. Services like lending, borrowing, token
trading and crowdfunding that were previously prone to
human errors are now automatic and handled by open-
source code that can be inspected and verified by anyone
[10].

2) DAO (Decentralized Autonomous Organiza-
tions)

DAOs are an effective and safe work to create organ-
izations with unknown parties around the world. Simply
put, it is an organization collectively owned and managed
by its own members. All decisions and proposals are gov-
erned by voting, ensuring every member has a voice. There
is no central authority, everything is controlled by a public-
ly available code [11].

C. Smart Contracts

The concept of smart contracts was first introduced by
Nick Szabo in 1996 [12]. Ethereum further developed his
idea, applying it onto the blockchain. Essentially, smart
contracts are enabling unfamiliar parties to conduct fair
exchange and automatically enforce contractual terms of
an agreement without need for a third party. In oversimpli-
fied terms, as described by Nick Szabo, they can be com-
pared to a vending machine — with the right inputs, a cer-
tain output is guaranteed. Just like a vending machine can
remove the need for a vendor employee, smart contracts
can replace third parties in many different industries.

Anyone can create a smart contract and deploy it on
the blockchain, and anyone can interact with the contract
if the fee is paid to the network [13]. Ethereum’s primary
programming language, Solidity, is a Turing complete lan-
guage, giving a lot of flexibility to developers. Most NFT
projects are relying on smart contract-based solutions for
implementing sale agreements, verifying ownership, han-
dling transferability, limiting the supply and many other
functions.

D. Address and Transaction

A blockchain based address is consisting of a fixed
number of alphanumeric characters. It is used as a unique
identifier for users to send and receive assets. In order to
transfer any assets on the blockchain, including NFTs,
the transactor must prove he is in possession of the corre-
sponding private key and sign the transaction with a cor-
rect digital signature. Nowadays, this operation is simpli-
fied with the rise of popularity of cryptocurrency wallets
such as MetaMask, TrustWallet, Trezor, Ledger Nano and
others.

III. NFT APPLICATIONS

Figure 1 shows a taxonomy of possible NFT applica-
tions, dividing it into physical and digital assets.
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Fig. 1 — Taxonomy of NFT applications

The possibility of identifying ownership of anything
on the blockchain is allowing us to trade both digital
and physical goods using the NFT technology. This sec-
tion will explore and discuss possible future applications
through several examples. Some of the proposed solutions
are already in the works, and some are just theories of what
can be done.

A. Ticketing

Digitalization of tickets has pushed the entire indus-
try forward, leaving behind many of the problems which
were tied to physical tickets, such as: cost of printing and
distributing, possibilities of losing or damaging the ticket
before the event and many others. New, digital tickets in
form of QR codes got rid of these problems, both for the
event goers and organizers, still, a lot more can be done
to improve the business. Fraud is still very much present
in the ticketing industry, a lot of secondhand ticket buy-
ers are prone to scams, there is no way to know wheth-
er a ticket they are buying is real, or fake. On the other
hand, the organizers do not earn any additional revenue on
secondhand sales, while customers must pay much higher
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prices, which is a loss for both sides. These problems can
be solved by implementing NFT technology. The transfer
of tickets from the initial sale, all the way to secondhand
sales would be stored on the blockchain immutably, and
all parties could prove the tickets authenticity with ease.
As a programmable digital asset, NFTs can have built in
rules for royalty splits, which means that everyone partici-
pating in organization of an event can receive their part of
the earning directly from the smart contract, removing the
need for unnecessary third parties. Event after the event,
tickets would stay as collectibles in the customers crypto
wallet, possibly being re-sold to other collectors with ease.

B. Metaverse

Metaverse is the idea of a perpetual and persistent mul-
tiuser virtual environment unifying physical and digital re-
ality. This concept is not necessarily new, in early 2000’s,
massive multiplayer games such as “Second Life” and
“World of Warcraft” were already textbook examples of
a Metaverse [14][15]. In case of Second Life, users could
create their own content or services and trade with other
people. Players could also enjoy many different real-world
experiences such as working, partying and even purchas-
ing and renting out virtual properties. The game had its
own virtual economy, and virtual currency which could
be exchanged with real-world currencies. Even though the
idea itself has been around for over 20 years, recent ad-
vancements in technologies such as VR (Virtual Reality),
AR (Augmented Reality) and MR (Mixed Reality) have
brought it to the forefront of tech industry. Rapid devel-
opment of blockchain technology has created an oppor-
tunity to create a new, more appealing type of Metaverse,
in which all assets are owned by the players instead of
centralized companies. By utilizing NFT technology, own-
ership of every asset in the virtual world would be easi-
ly trackable, and tradable. One of the pioneers a project
called Decentraland - it is a virtual reality platform pow-
ered by the Ethereum blockchain, in which users can cre-
ate, experience, and monetize content in applications [16].
Every piece of land in Decentraland is permanently owned
by the community through Non-Fungible Tokens acquired
by spending an ERC20 token called MANA. Unlike pre-
viously mentioned Second Life, Decentraland is not con-
trolled by a centralized organization. No single entity has
the power to modify the rules, contents, or economics of
their metaverse. A single piece of virtual land in Decen-
traland currently costs several thousand dollars and is one
of the most traded NFTs on OpenSea, with over 185 thou-
sand Ethereum in trade volume (currently worth around
379 million dollars) [17]. Their native token MANA has
a market cap of over 2 billion dollars, making it one of
the world’s top cryptocurrencies [18]. Even though De-
centraland is still in early phases of development, based
just on the trading volume, it is evident that the idea of a
decentralized metaverse is very popular among the public.

C. Real Estate

NFT technology has a huge potential in tokenizing real
world assets. Theoretically, owners could issue a token
that represents their property, and this token could be sold
to interested buyers, completing the process of transfer-
ring the ownership with ease. All the information about
the property, including when it was built, who was the
first owner, how many times it was sold and for what price
would be stored on the blockchain without the possibility
of tampering. Another benefit of NFTs could be the frac-
tional ownership of real estate. A single expensive prop-
erty could be split into several tokens and sold to several
different investors who would receive percentage of rental
income or capital appreciation upon sale through a DAO.
Doing this would require no interaction between the inves-
tors, there would be no need for a third party, and it would
give more people a chance to invest in the real estate mar-
ket, potentially increasing its overall liquidity. Token being
tied to a real-world valuable asset would open more op-
portunities for decentralized finance as well. Getting loans
without ever going to a bank would be possible through
various DeFi applications. The property token could be
used as a collateral and locked in a pre-defined smart con-
tract until repaying the pre-set amount. Similar concept of
decentralized lending already exists through various plat-
forms such as AAVE, with fungible tokens being accepted
as collateral [19].

D. Authenticity of products

According to a report by the Organization for Econom-
ic Cooperation and Development (OECD), trade of fake
merchandise accounts for 3.3% of global trade. Major-
ity of the globally counterfeited merchandise consist of
wearing apparel, footwear, clothes [20]. These goods are
usually much lower-quality products, and their sales hurt
the brand identity and company revenue, but they do not
impose as big of a threat as fake pharmaceuticals for exam-
ple. Counterfeit pharmaceuticals and personal care prod-
ucts can jeopardize customers health and safety, and it is
very important to find new solutions to fight this problem.
As per WHO’s estimates, 1 in 10 medical products in low
and middle-income countries is substandard or falsified
[21]. Various tests have identified drugs containing unhy-
gienic or dangerous materials like brick dust, sheetrock,
and printer ink [22]. Merck KGaA has reported that coun-
terfeit antimalarial drugs alone could be responsible for the
deaths of up to 155,000 children annually [23]. Pharmaceu-
tical supply chains usually span across multiple different
countries, making it very difficult to track and authenticate
genuine product. Implementing NFT technology could
become a solution for authentication of genuine products.
Blockchain technology could allow us to trace the product
from its creation to the final destination, without the pos-
sibility of tampering with the information or adding more
units. Every unit in the starting pharmaceutical factory
can be tokenized on the blockchain, containing necessary
information such as: Serial Number, Ownership, Name,
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Expiration Date, Active Principle, Company Name, De-
scription etc. Only the creator of the smart contract could
change the data, and it would be publicly visible. When
the package physically leaves the factory and is distributed
to the next point in the chain of supply, the ownership of
the NFT will be transferred as well, with the transfer being
publicly visible on the ledger. Once the final product is
sold to the customer, the NFT ownership will be changed
to an address which no one has the control of, burning it,
so it cannot be sold again. Applying this method, it would
be very easy for the customer to check the authenticity of
the product they are buying. If for example, they check the
information, and see that the product was produced at Fac-
tory A, sent to warehouse B, which sent it to pharmacy C,
if they encounter the product in any other pharmacy, they
can be sure that it is fake. There would be no way to add
additional fake products in the middle of the supply chain,
as any additionally created product, would not have a valid
ID and history dating back to the production factory. Same
system could also be used with different type of products,
such as luxury goods, electronics, vehicle parts etc.

E. Medicine

Most medical information is digitized and saved in
electronic health records. This data is not used by physi-
cians exclusively, instead, medical researchers and com-
panies are purchasing it in large, anonymized sets as well.
While this is very important for the advancements in med-
ical industry, it is also posing an ethical question. Large
amounts of sensitive, personal health information are be-
ing traded legally, outside of patient’s awareness. While
the data is anonymized, there is no reason to believe that it
cannot be deanonymized using modern computer advance-
ments. According to Kristin Kostick-Quenet, a medical
ethicist at Baylor University, the current system is favoring
the companies which control access to health records, in-
stead of being centered around the interests of the patients
whose data is being used. There is no way for patients to
know, if they’re data is being sold, how much it is being
sold for, or what is it being used for. NFT technology could
provide a solution, which would increase the overall trans-
parency and include the patients in the whole process. By
tokenizing medical data as an NFT on the blockchain, and
by leveraging the possibilities of smart contracts, patients
would be able to pre-decide how their data can be used.
For example, patients could set a rule, that they are allow-
ing their data to be used for academic research, but not
for commercial use. They’d be able to see who requested
access to their data, what was it used for, and even get a cut
from the sale of their data [24].

IV. CONCLUSION

NFT is a young, emerging technology which could
change the future and reshape the market of digital and
physical assets. In years ahead of us, there are many chal-
lenges standing in the way of mass adoption. Scalability

and performance are some of them. Most of NFTs are
minted on Layer-1 blockchains such as Ethereum, where
high gas fees and high network congestion can be an issue.
During peak times, a simple mint execution can cost up
to 300$ per NFT. Recently, during the mad rush to mint
Otherdeed NFTs, investors have spent approximately $157
million in gas fees to mint only 55,843 tokens [25]. On
average, around $2800 was spent on fees per each NFT.
In addition, current Proof-Of-Work system employed by
Ethereum is known to leave a very high carbon footprint,
which is problematic for the environment. A single NFT
minting equals to around 100 KgCO2, with every addi-
tional transaction adding up. For example, an NFT which
was minted and sold several times could equal to 500 +
KGCO2 which is comparable to pollution of a 5+ hour
long flight [26]. Although it won’t solve this problem com-
pletely, Ethereum’s upcoming switch to Proof-Of-Stake
will substantially lower the carbon footprint, lower the
gas price, and increase transaction speed [27]. Security is
also a very important issue — people all over the globe are
getting hacked and scammed daily. Usually, in centralized
systems, money can be refunded, stolen items can be giv-
en back, and passwords can be changed. In a decentral-
ized system, there is no central authority that could help
the aggrieved party. Same people losing their Facebook
password in phishing email attacks today, could lose their
property deed in the same attack tomorrow if nothing is
done about security. Currently, only 25% of U.S. adults
are familiar with NFT, while only 7% are active users, that
is not a surprise, seeing as how complex participation in
the market is at the moment [28]. To reach mass adoption,
this space needs to adapt a more user-friendly approach.
For now, NFTs have revolutionized digital art market, giv-
ing artists around the world a new way to monetize their
work without restrictions. Time will show whether this
technology will mature enough and revolutionize above
mentioned industries as well, or it will burst like a bubble
many are expecting it to be.
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Abstract— Along with the enormous popularity of NFTs
(non-fungible tokens) in the last years came scams and
frauds. Rug pull happens when originators of a project raise
the capital from the sale of tokens and then do not deliver
NFT because they never intended to. This paper is a case
study of an attempt to fight utility NFT rug pull. It analy-
sis the NFTsReg project and emphasizes the benefits that in-
terested parties gain from such a project. The results show
that introducing a register of utility NFTs and verification of
the authenticity of the project and project stuff increases the
reliability of the project, and hence adds value for all par-
ticipants in the process. Additional tools promote building
long-term relationship between project owners and investors
encouraging the quest for quality utility NFT projects. The
sources of financing register are membership fee and a fee
for additional services provided by the register chargeable to
both investors and project owners.

Keywords - scam prevention, utility NFT project verifica-
tion, utility NFT investor, NFTsReg

LLINTRODUCTION

NFT is first introduced in 2017 and gained huge popu-
larity since then. In 2021. the value of all NFT transactions
was $17.6 billion, compared to $82.5 million in 2020.
Most of this amount, almost $8.5 billion, was spent on col-
lectibles, while utility NFT made more than $530 million.
Some analysts predict that the total value of transactions
will go up to $80 billion by 2025 [5].

NFT is unique digital representation of a digital or
physical asset [14]. It is not fungible, meaning that every
token has its unique value, making it impossible to re-
place two NFTs with each other. They represent a whole
unit and cannot be broken into pieces or combined [7].
Through blockchain technology each NFT is registered in
a general ledger which gives the possessor of the NFT a
rank of the owner [11]. It is based on ERC-721 standard
which extends the common interface to ensure uniqueness
and thus tokenization of individual assets. In practice, this
provides a lot of ideas on how to employ NFT technology
in a variety of use cases. Some of them are tokenization
of educational certificates, copyright enforcement, supply
chain tracking etc [12]. At the present, NFTs are most of-
ten used for presentation of ownership of objects such as
art, songs, newspaper articles, videos [2], and collectibles

[3]. Despite this kind of prevalence in practice, there are
very little peer-reviewed studies in this area [12].

The value of NFT comes from its uniqueness and scar-
city. Utility NFT is NFT whose valuation is based on ac-
cess to some underlying asset and opportunity which they
provide to its owner. This means that they have their intrin-
sic value in addition to the scarcity [13]. Scarcity adds to
their attractiveness for collectors and investors [6], while
utility part of NFT provides product or service which is of
interest to the NFT owner. Scarcity is guaranteed by the
Smart Contract algorithm since it can limit the maximum
number of tokens available. On the other hand, the connec-
tion between token and real asset or service is dependent
on trust outside the blockchain [15].

Since the market is not regulated, anybody can create
NFT from virtually nothing. Considering the worth of the
market, it can be expected that there will be a lot of bad to-
kens created with the intention of fraud. There are a lot of
scam schemes in NFT market: rug pull, pump-and-dump,
wash trading, Ponzi scheme, hacking, phishing [4]. This
paper deals with rug pull which happens when originator
of'a NFT project raises the capital from the token sale and
then disappears. The important fact is that the originator
never had an intention to fulfill their obligation and deliv-
er utility NFT after the project completion. There is sim-
ple rug pull, sell rug pull or Smart Contract Trap door rug
pull. In reality, in order to execute rug pull several different
techniques are executed, usually combined with phishing
attacks and pump-and-dump schemes [8].

Investor usually cannot recover his money, nor the
fraudster can be caught because these kind of NFT is often
anonymous. One such fraud happened in February 2022.
when the creators of the Big Daddy Ape Club NFT collec-
tion took $1.3 million from investors but delivered no NFT
[10]. Another big rug pull happened also in 2022. when
creators of Frosties project gone away with $1.1 million
of investor's money. It is estimated that the total amount
investors lost due to rug pull in 2021. was $2.8 billion [1].
Such development in the market might lead to decrease of
the sources of financing and bursting of current bubble,
since the investors will abandon risky market. In order to
avoid scam, investors must carefully research target pro-
jects. Scam project are usually small projects with low
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liquidity, small community of overhyped buyers and ano-
nymity of the project ownership [16]. These signs should
raise red flag signal for investors. In addition to anonymity,
one of the aggravating facts in estimating if the utility NFT
project is scam is the lack of the centralized information
about issuers of NFT which would make their authentica-
tion and validation easier. Because of that, more investiga-
tion is required on the side of investor which usually miss-
es important information. Register of utility NFT issuers
could reduce validation time and improve the quality of
information available to investors [17]. At the same time,
the benefits which NFT issuers gain from their projects
will increase, since they will be well-suited for investor's
requirements.

The remainder of the paper is structured as follows:
Methodology section outlines the methodological ap-
proach taken in this research and states research questions.
Chapter Results and implications describe the features,
processes and architecture of the project under examina-
tion. Finally, chapters Discussion and Conclusion give an
overview of the results of the research, point out the main
findings and limitations of the research and propose the
future direction of the research.

II. METHODOLOGY

With the respect to the goal and the type of the data
collected, this research is descriptive and qualitative. The
main goal of the research is to explore the project aimed to
raise the level of confidence in legitimacy of utility NFT
projects. The project which is the subject of this research
is still being developed and is expected to be operational
soon. This research covers the basic ideas implemented
during the project development.

Preliminary research showed that a centralized register
was implemented in some other areas of e-business. Liter-
ature review shows that there are ideas on how to employ
register with the goal of raising information quality, but no
case study which deals with the implementation details of
such register was found. This indicated the research gap.

This research aims to answer the following research
questions:

1. What is the expected benefit of having register of utility
NFT projects?

2. What is the structure of the register and how it works?

In order to answer these questions case study was con-
ducted on the project called NFTsReg!. It was analyzed
based on publicly available data and insight into the pro-
ject documentation, which included the feasibility study
and software documentation.

! NFTsReg is a project aimed to build the register of
utility NFT projects found at www.nftsreg.com

III. RESULTS AND IMPLICATIONS

NFTsReg is a register of utility NFT projects whose
goal is to raise the level of confidence on investors’ side
that the project is not fake. This is done by keeping data-
base of records of projects, their owners and team mem-
bers and their verification. In this process a lot of addi-
tional information about NFT is disclosed, which makes
investors more confident about the reliability of the project
owner and legitimacy of the project.

There are two kinds of stakeholders in the process: pro-
ject owners and investors. Project owners are interested in
registering, disclosing information and being verified be-
cause that makes their project more attractive to investors.
In order to get verified, project owners are obliged to dis-
close all information which is relevant to making financial
decisions. They are also required to keep that information
up to date. This includes the following information:

® project name and description
® project stakeholders
® project roadmap or plan

® links to the project site, Twitter community, and other
communities, if they exist

= personal details about project owner and project man-
ager

® personal information, biographies, and even images of
the key people engaged in the project

= current status of the project with the obligation to update
it whenever important project event happens

® any other information important for the investor to make
informed investment decision.

Investors are looking for the opportunity to safely in-
vest their money with profit. In order to do it, they need
a lot of information which will remove uncertainty. As a
member of the register, investor gets access to the extend-
ed set of information of a utility NFT project which is not
available to the public. In addition, they can build closer
relationship with the project owner and hence obtain in-
sight into project management process.

The purpose of the register is to protect the investors
by avoiding anonymity, which is one of the main culprits
for rug pull. On the other hand, registered project owners
should be able to protect and advance their business inter-
ests without disclosing sensitive business and technical in-
formation. Investors may obtain such information directly
from the project owners, but the register does not partici-
pate in that process directly.

In this relation, NFTsReg acts as an independent inter-
mediary whose role is to keep database of records related
to the ongoing utility NFT projects, as well as historical
record of the owner's performance in the past. Making this
information centralized and easily available to the interest-
ed parties, NFTsReg adds value in the mediation process.
The relationship between three parties included in register
is shown in the Fig. 1.
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Fig. 1. Processes of NFTsReg register

In the Fig. 1 there are two sides of the process each cor-
responding to the roles of the register members. The pro-
ject owner fills in the data about their projects, disclosing
all relevant information of the NFT project. This informa-
tion is available to the investor side of the register through
web interface. They can search the projects and make a
contact with the selected project owners. Keeping the re-
lationship with project owners enables investors to keep
track about progress of the project and gain even deeper
insight into the project development, management and its
market potential.

Although the centralization of the information produc-
es the value for both parties, the key process which NFTs-
Reg provide is the verification of the project. In addition,
NFTsReg makes periodical audits of the information en-
suring that the data is up to date. This strengthening of the
legitimacy of project is done in several ways:

B contacting project owners in person through video meet-
ings

= verifying facts about the project using machine learning
tools and publicly available tools such as Token Sniffer?,
Rug Doctor?, Etherscan®, Binance Smart Chain Explor-
er® and others., which help detecting rug pull by doing
automatic audit of token by analyzing their smart con-
tract, holders and liquidity in search for common signs
of malicious behavior, by maintaining the list of known
scams and by enabling tracking of transactions made
with token

® analyzing the history record of the project owners if any

2 https://tokensniffer.com

3 https://rugdoc.io

4 https://etherscan.io

* https://www.bscscan.com

in the database
® checking if the asset underlying utility NFT really exists

= exploring and analyzing the content and activity of the
communities created around the project

= ysing information about key project personal collected
from the investors in the past

= forcing the disclosure of information about the project
upon investors request

® ysing other available information.

Upon successful verification, both project and its
stakeholders will get a badge ‘Verified’ which is the high-
est status meaning that the project owner is reliable, and
the project is a legitimate utility NFT project. Permanent
monitoring and periodical checkups made by NFTsReg
should contribute to the reliability of the data disclosed. If,
during the monitoring process irregularities appear, NFTs-
Reg will inform the interested parties and lower the status
of the project or project stakeholders.

From the technical point of view, NFTsReg consists
of two software layers. This structure is accompanied by
human team responsible for contacting project owners and
verifying their information in person. Fig. 2 shows the ar-
chitecture of NFTsReg.

Investors

i T\

4
"
|
o3
9

Fig. 2. The architecture of NFTsReg register

Top layer of NFTsReg is responsible for interaction be-
tween users and the register. This function is accomplished
using standard web technologies which enable users to en-
ter required information and get the search results. Impor-
tant part of this layer is a subsystem responsible for com-
munication between project owners and investors. Tools
for direct communication between two parties are aimed
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to raise the level of trust between them. Another important
component is API through which NFTsReg delivers infor-
mation to the users and the network of registered project
sites as well. This is particularly useful for the delivery of
verification badge to the project site. The badge serves as
a prove that the project has been verified and the owners
are not fake. From the perspective of NFTsReg the badge
also offers means for reaching public and thus gaining new
utility NFT projects and investors. Investors can subscribe
to the services for dispatching news about project updates
and upcoming projects. Allowing investors to follow par-
ticular person enables them to closely monitor their activ-
ity and build long term relationship with the most trusted
of them. All of these are aimed at providing investors and
project owners with platform which will provide all tools
to enjoy the benefits of project-investors ecosystem.

Bottom layer is comprised of software components
which enable NFTsReg to deliver the answers to user re-
quests and support the process of verification. Its main
parts are application layer and database where the records
are stored. Very important part of the application layer is
the connection to machine learning services used for vali-
dation of project information. These services can provide
analysis of the collected data, or some other important in-
formation. For example, one such service is Twitter’s soft-
ware which confirms account authenticity.

Special part of the register is a team responsible for
manual verification of the data. Although most of the in-
formation can be verified from the combination of data ob-
tained from internet and machine learning algorithm, face-
to-face interaction between register and project owners
can bring key additional value to the register. On the other
hand, this puts more responsibility to honest and diligent
work of the human component of the register.

Employing human team for verification raises the costs
of the register. Looking at the benefits provided, it is rea-
sonable to expect that the members of the registers are
willing to pay for its services. That is why NFTsReg plans
to earn income from both project owners and investors in
the form of:

= membership fee which both sides will pay on the month-
ly basis

® charge for regular project audit collected from the in-
vestors and

= fee for extraordinary information or audit activities re-
quired from investors.

I'V. DISCUSSION

The goal of the NFTsReg project is to raise the confi-
dence level of investors to the legitimacy of utility NFT
project. At the same time, the greater transparency of the
projects is achieved, which benefits to the project owners
too. Reducing the investor's fear from the fraud will in-
evitably raise the probabilities for getting finance for new
projects and raise the price of the existing ones.

NFTsReg accomplishes these tasks by creating central-
ized database of utility NFT projects and verifying project
owners. The register is built as a platform around the data-
base offering additional services which provide benefits to
both sides in the process. In addition to standard function-
alities expected from the similar software, NFTsReg offers
tools for building relationship between project owners and
investors.

The architecture of NFTsReg has two main compo-
nents. Front-end layer enables interested parties to com-
municate with the register and with each other. Back-end
layer consists of software and human component. Software
layer contains database and programs which manage the
data, while human components give additional assurance
to investors that the data in the database is reliable and up
to date. The NFTsReg team is responsible for face-to-face
verification of the utility NFT project’s stuff, as well as
assurance that the underlying asset really exists.

Searching the internet, it is possible to find several sim-
ilar solutions in other areas aimed at the same goal. One of
them is CrypTalk® which is built with the idea of prevent-
ing fake projects, profiles and communication channels
in the area of crypto social messaging. Others like Token
Sniffer and Rug Doctor check the blockchain in search for
suspicious activity. The tools like Etherscan enable inves-
tors to search the blockchain themselves. NFTsReg strives
to make the best of these available tools by helping in-
vestors to avoid possibly hard and technically demanding
task. NFTsReg contributes to research process by provid-
ing another layer of audit and, in addition, by providing
tools for building long term relationship between investors
and project owner.

The main stakeholders and their benefits of using the
proposed solution are shown in the table 1 [9].

In addition to the benefits to the stakeholders there
are benefits general to the market. Centralized register of
utility NFT projects plays stabilizing role on the market.
Knowing that there is verified utility NFT project and a
mechanism to permanently monitor its development will
by itself act discouraging to the scammers. At the same
time, it will attract the investors who want safe investment
and honest project owners who need investing for their
promising idea. This can inspire a new development in the
market which otherwise, if lacking confidence and the trust
of investors, can vanish under the pressure of fraudsters.

¢ https://www.cryptalk.app
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Table 1. Stakeholder benefits

Stakeholder Benefit

Gaining investors’ trust
Easier raising of funds

Connecting to the investors commu-

Project nity built around the register

owners Protection of the business

Creation of greater interest for the
project

Helps building brand identity

Increase the level of trust to the utili-
ty NFT project

Gain insight into projects in one
place

Get historical information on project
owners and team members

Investors Get independent validation of project

owners and team members

Learn project ratings from the com-
munity

Identify and build long term relation-
ship with prosperous and successful
project owners

V. CONCLUSION

The results of this case study suggest that there is a
potential for this kind of idea to lower the rate of rug pulls
in the utility NFT market. Disclosing information about
the projects reduces the chances for fraudsters. Centraliza-
tion of the information enables potential investors to eas-
ily obtain information about their intended investments.
Facilitating the relationship between project owners and
investors raise the level of trust and stability of the market.

The architecture of the system is flexible and enables
creation of different business models. Among others, it is
possible to expand the project by adding different modules
which will utilize additional functionalities, creating full
project-investor ecosystem.

One case study cannot provide definite conclusion on
the effects of the proposed validation method. Besides, the
NFTsReg project is in its starting phase, so there is no data
to prove that this kind of solution can have major influence
on reducing the scam rate. More projects like this should
be kept track of during the longer period of time in order to
generate enough data to make definitive conclusion.

In the future, if the NFT market continues to grow as
it did in the last 4 years, we can expect to see new scam
schemes together with existing ones. In that scenario, new

defensive mechanisms will be needed. In that sense, this
research presents one small step in the ongoing struggle.
In addition, exploring the full ecosystem for managing
project owner - investor relations can contribute to further
development of the utility NFTs market.
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Abstract—Although Learning Management System
(LMS) remains the most useful application for deliver-
ing online learning, the overall learning experience can be
complemented and enhanced by integrating LMS with a
learner-centered personalized learning and reflection envi-
ronment better known as ePortfolio. This paper presents a
comprehensive model for a successful integration and imple-
mentation of LMS and ePortfolio systems in an e-business
education setting. Three integration strategies namely da-
ta-data, API-API, and Integration with Tools and three im-
plementation models namely course level, department level
and institution level have been identified. ePortfolio as an as-
sessment tool is briefly discussed. This paper is validated in a
lab environment in the department of E-Business, Faculty of
Organizational Sciences, University of Belgrade, where one
experimental system is installed with Moodle LMS and an-
other with Mahara ePortfolio application. The systems were
integrated in three different ways. Based on the review done
on variety of related studies and practical experiences, the
authors have recommended the API-API integration strate-
gy and to start implementation of ePortfolio at course level
and progress towards institutional implementation for insti-
tutions new to ePortfolio systems. This paper has contributed
to the existing literature by developing an LMS-ePortofolio
integration and implementation design model for e-business
education.

Keywords— Learning Management System, LMS,
ePortfolio, E-Business, E-Education, Personal Learning En-
vironment

I. INTRODUCTION

Learning Management System (LMS) has long as-
sumed an important role in educational institutions and
corporations. The main objective of LMS is to enhance the
teaching/learning process by using the Internet or Intranet
for delivering educational activities. LMSs are special-
ized systems developed for managing educational activ-
ities, which include the distribution of educational con-
tent, the synchronous and asynchronous communication
with students and the assessment of students’ skills based
on assignments and tests. The department of E-business
in the Faculty of Organizational Sciences, University of
Belgrade has a very good experience of using LMS in fa-
cilitating the teaching/learning process in the department.
Nevertheless, in order to provide an enhanced life-long

and personalized learning experience, LMS systems must
be effectively integrated with other specialized systems.
ePortfolio is one of such Personalized Learning Environ-
ment (PLE) systems. Although, there has been a growing
interest in using an ePortfolio as an alternative method of
assessment in an open distance eLearning environments,
the use of an ePortfolio as a complementary solution to
LMS in E-Business has not been sufficiently researched.
The purpose of this study is therefore to explore how the
use of an ePortfolio can enhance and complement LMS
and empower personalized life-long learning in E-Busi-
ness. An ePortfolio platform is a repository management
system used to create student ePortfolio profiles, store
ePortfolio material, and to evaluate on the basis of ePortfo-
lio data with regard to educational needs. A student ePort-
folio profile includes academic papers, essays, projects as
well as project reports, assignments, audio and video files,
creative design works, code snippets, and any materials re-
garding personal and professional development related to
learning objectives. All these materials are called artifacts.
Artifacts are the corner stone of ePortfolio and lifeline for
creating personalized learning repository. The components
of ePortfolio can be summarized as:

(1)ePortfolio Presentation — which enables celebrating
learning, personal planning, transition/entry to courses,
employment applications, and professional registration

(2) ePortfolio Tools — which enable capturing and stor-
ing evidence, reflecting, giving and receiving feedback,
planning and setting goals, sharing and collaborating, and
presenting to an audience

(3) ePortfolio Repository — which is a local or remote
space to store presentation resources and an archive of ev-
idences created using the tools.

The primary purpose of ePortfolio is to collect evi-
dence for summative assessment, to demonstrate achieve-
ment, to record progress and to set learning targets as well
as to create professional profile for future employability.

However, the increasing prominence and benefits of
ePortfolio platforms as a mean for collecting students’
achievements and for evaluating their progress also brings
its own challenges. The main issue is integration with oth-
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er systems and interoperability with similar platforms. For
instance, an integration capability of an ePortfolio system
with an LMS would allow artifacts created on ePortfolio
to be submited on LMS as part of an assessment. On the
other hand it is important that the evidence of students’
work does not disappear, or becomes unusable, when they
move to another institution or when they graduate from
their academic institution. In this regard, interoperability
specifications supported by both ePortfolio systems and
LMS are crutial. Therefore the main motivations to inte-
grate an ePortfolio system into an LMS are (1) to use it as
an assessment tool for creating and sharing artifacts, and
(2) to keep the ePortfolio platform independent so that it
can be accessibel when the user changes educaitonal insti-
tution or get employed in businesess.

The rest of this paper is organized as follows: Section
II discusses related work with regard to ePortfolio. In sec-
tion III, we detail the methodology for the integraton of
the ePortfolio with LMS and also outline different imple-
mentaion strategies. In the section that follows, we dis-
cuss the particular integration and implentation strategies
of ePortfolio and LMS Systems in the case of E-Business
Education. Finally, we conclude with a summary of the
main contributions of this work and a perspective of future
research.

II. RELATED WORK

Learning Management Systems (LMSs) have an in-
dispensable role in facilitating the online learning/teach-
ing experience. As defined in [1], LMSs are specialized
systems developed for managing the distribution of edu-
cational content, the synchronous and asynchronous com-
munication with students and the assessment of students’
skills based on assignments and online tests facilities.
However, with the advancement of online technologies
that promote personal learning experiences, it is inevitable
to have some ways of integrating those variety of personal
learning tools in to the more mature and widely used LMS
systems. The importance of such integration is briefly dis-
cussed in [2]. One such very important personal learning
tools is the ePortfolio - a repository management system
used to create student learning profiles, store personal
learning achievements, and to evaluate on the basis of
ePortfolio data with regard to educational needs [2]. In this
section we briefly discuss a number of related studies with
regard to integration of ePortfolio with Learning Manage-
ment Systems and experiences learned from those studies.

ePortfolio as a student-centered learning has been as-
sessed in [3] to find out the positive and negative character-
istics of the system and to ascertain productive approaches
to creating e-portfolios. At the same time portfolios’ pros-
pects in higher education system has been predicted. It has
been shown in [4], that ePortfolio as an assessment tool
is more effective than standardized assessment tests. In-
tegrating ePortfolio in the teaching/learning process also
empowers self-regulated learning strategies in the digital
learning environment. Setting goals and planning effective

leaning strategies along with mentor feedback can be en-
hanced if such initiatives are started with proper orienta-
tions on the importance of ePortfolio [5]. In another case
study [6], the impact of implementing ePortfolio in a cap-
stone course of an online master’s program in health care
administration was examined. As their result indicates,
students enjoyed the ePortfolio process, critically evaluat-
ed their academic work and accomplishments, and valued
peer-reviewed feedback offered by their peers.

ePortfolio is also used as an alternative assessment and
e-assessment tool in an e-learning environment [7]. How-
ever, such attempts are not without challenges. The lack
of pedagogical convenience and the lack of students’ tech-
nological literacy are some of the challenges as discussed
in[8].

Equipping graduates with employability skills can also
be achieved by embedding such concepts in the ePortfo-
lio practice as studied in [9]. As noted by the authors, as-
sociating learning contents with the workspace skills and
motivating learners to keep a record of professional ePort-
folio profiles right from beginning can reduce the skills
gap between the workspace and academic institutions. In
another similar study [10], ePortfolio was used as measure
for professional insertion of students so as allowing stu-
dents to build and enhance academic and extra-academic
achievements while being part of a lifelong learning ap-
proach. ePortfolio helps students to develop digital visibil-
ity by capitalizing their academic achievements and skills
obtained elsewhere.

Our approach in this study is quite different in that it
focuses in examining LMS-ePortfolio integration methods
and then outlining a strategy for implementing personal-
ized learning environment in an E-Business education
e-learning settings especially targeted to institutions new
to ePortfolio.

III. METHODOLOGY

The research question addressed in this study is: how to de-
sign a reliable model for the integration and implementa-
tion of ePortfolio with Learning Management Systems and
find out how effective an ePortfolio would be as a comple-
mentary learning tool in E-Business education setup. To
address this research question, the methodological frame-
work employed in this study was action research preced-
ed by extensive technological and literature review along
with analysis of related case studies. This approach was
deemed appropriate since it relates to the practice of learn-
ing, teaching, and researching in the E-Business education
and as it relates to the authors. This section is categorized
into subsections discussing on (A) ePortfolio integration
strategies (B) ePortfolio implementation models, and (C)
ePortfolio evaluation Methods. Our lab environment for
this study was conducted on Mahara open source ePortfo-
lio system integrated with Moodle learning management
system. Moodle is an institution-centered learning man-
agement system and Mahara is a learner-centered ePort-
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folio system. An LMS and an ePortfolio complement one
another in an online learning environment. Their seam-
less integration results in an effective personalized digital
learning environment. Here we discuss the methodologies
of Mahara based ePortfolio integration with Moodle and
related implementation and evaluation models.

A. ePortfolio Integration Strategies

The most common strategies for integrating an ePort-
folio system into an LMS are data—data integration, the
API integration and the tool integration strategies.

*Data-data integration — this is the simplest and most
widely used, but classic form of integration in digital con-
tent management systems. This type of integration uses the
import-export features of both the LMS and ePortfolio sys-
tems. Both systems must support some common formats
in order to successfully integrate resources. These systems
support two types of common formats: HTML files (gener-
ic) and Leap2A files (specific to ePortfolio). LEAP2A is
an XML standard for exchanging learning e-portfolio data.
As explained in [11], information in LEAP2A is grouped
into items, each represented as an Atom entry. Each item
has a LEAP2A type or class, and the type affects which
literal attributes, relationships or categories that may be
associated with the item. Data formatted in Leap2A can
provide domain specific semantic data.

*API Integration — This ePortfolio-LMS integration
strategy allows client applications to use directly the func-
tions of a learning management system. These APIs foster
client application development through data encapsulation
and behavior reuse. This clear separation of interfaces
specification from their implementation and data formats
allows tool vendors to develop new versions without af-
fecting current clients. Moodle LMS has two such APIs —
the Repository API for browsing and retrieving files from
external repositories and Portfolio API for exporting Moo-
dle content to external repositories. Both of these API are
based on Moodle’s FileAPI. File API is a set of core inter-
faces to allow Moodle to manage access control, store and
retrieve files. In order to ensure a bidirectional communi-
cation between Moodle and Mahara systems it is required
to use both APIs to while creating plugins.

*Tool Integration Strategy — This integration is achieved
by Learning Tools Interoperability (LTI) which provides a
uniform standards-based extension point in LMS allowing
remote tools and content to be integrated into LMSs. The
information exchanged between the LMS and the external
tool includes course information and user identity — which
helps ensure that learners can navigate seamlessly from
one learning tool to the other without having to log into
each one [12]. There are several benefits from using the
LTI integration approach. By adhering to a clearly defined
interface between the LMS and the learning tool, academic
institutions, LMS vendors and tool providers, can decrease
costs, increase options for students and instructors when
selecting learning applications and also potentiate the use

of software as a service.

By utilizing these sets of integration strategies sepa-
rately or in combination, it is possible to integrate variety
of LMSs with a number ePortfolio systems [2]. Howev-
er, in this study we integrated Moodle LMS with Maha-
ra ePortfolio using the API integration strategy in a lab
environment as illustrated in Figure 1. Both systems are
widely used and support API integration out of the box.
It is also possible to integrate using data-data integration
strategy, but we don’t recommend it as it requires manual
work and is not user friendly as a result. However, LTI
Tool integration is very promising and is currently under
fast development to be compatible and applicable with
LMSs and ePortfolio systems. By integrating Moodle and
Mahara using the API Integration, two key advantages are
achieved: (1) Single sign-on, and (2) Assignment submis-
sion functionality.

“ Repository API Portfolio API

Web services/ FileAPI

Mahara ePortfolio

Repository API Portfolio API
FileAPI

Moodle LMS

Fig. 1. Mahara — Moodle Integration using API
strategy

In the Moodle LMS, the Mahara bidirectional inte-
gration support is guaranteed only by the implementation
of both Portfolio API and Repository API. The Portfolio
APl is a core set of interfaces to publish files from Moodle
to Mabhara repository systems. In this approach, Mahara
ePortfolio appears seamlessly as a folder when students
want to save content such as a file, snapshots of forums or
blogs and assignments.

B. ePortfolio Implementation Models

There are a number of ePortfolio implementation mod-
els. However, in this study we have identified three models
pertaining to E-Business Education. These are: (1) Imple-
mentation at course level, (2) at department level, and (3)
implementation at institution or faculty level.

Implementation of ePortfolio at course level is more
manageable and its impact and performance can be easily
evaluated especially for new institutions. There are a doz-
en of case studies that implemented ePortfolio at course
level. In one case study [13], PebblePad ePortfolio learn-
ing was applied to allow students to take ownership of all
their learning and achievements throughout a course in a
nursing education. This initiative helped students move
from didactic model to a student-led focus in their learn-
ing experience. In another similar study [14], e-portfolio
using Pebble Pad along with Raspberry Pi (RPi), and 3D
virtual pathology laboratory was employed in an attempt
to improve learning outcomes and increase the chances of
employability by aiding in the production of work-ready
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graduates in Medical Laboratory Science (MLS) program.

In another case study [15], a strategic plan for digital
learning environment was outlined at university level to
motivate faculties introduce ePortfolio systems where the
culture of using e-learning systems was already there. Such
a strategic plan is very helpful in the sense that respective
departments or faculties can introduce ePortfolio systems
in a gradual manner starting from a pilot project towards
full-scale implementation. This shows implementation of
ePortfolio at institution level is so complex and may not
be effective. However, having a strategic plan inline to the
institutions’ education goals is very crucial.

This paper introduces a hybrid methodology adopted
and modified from the different case studies we reviewed
and from the lap environment we setup for this purpose.
After outlining the LMS-ePortfolio integration strategy,
we followed these six steps to ePortfolio based learning as
discussed in [16]:

® Define — First we established the purpose and objectives
of the ePortfolio initiative, defined the issues it aims to
address, the likely support needs of the learners and the
nature of the learning environment. Then we studied
which tools, systems or approaches to adopt for the out-
lined purpose.

® Understand — Clear understanding of what kind of
learning outcomes do we require from the ePortfolio
initiative and what implications will this have for our
practitioners, administrative and technical staff was the
second step. Here we make sure, ePortfolio has a great
potential as an autonomous and personalized learning
environment and provides baseline for life-long learning
and future employability.

® Prepare — the third step is to prepare the necessary
ground like strategy for access management, ownership
of data and identity, assessment of risks and benefits,
outlining staff training and support methods, defining
accessibility, Intellectual Property Right (IPR), Copy-
right, and other potential legal issues in relation to ePort-
folio usage.

® Engage - Defining an effective strategy for engaging
and sustaining the commitment of learners, and those
involved in supporting learners’ use of e-portfolios
is the fourth step. This strategy answers the question,
"How are practitioners, personal tutors, administrative,
technical and learning support staff, and, potentially,
workplace mentors outside the institution engaged in the
ePortfolio ecosystem?"

= Implement — Starting implementation of ePortfolio with
a lab environment and then with a pilot project is im-
portant to take essential lessons. To have an effective
ePortfolio implementation, curriculum managers and
practitioner teams must be closely involved.

® Review - A range of methodologies to explore the view-
points of both learners and practitioners should be de-
vised. Creating an evaluation and review methods to
show the evidence for the proposed outcomes is the last
step in the process of implementing ePortfolio systems.

C.ePortfolio Evaluation Methods

To define effective evaluation methods for ePortfolio,
the implementation strategy should always be referenced.
The evaluation methods are relative to the purpose and
goals of the entity implementing ePortfolio. At the same
time it depends on the level of implementation. Be it at
course level or institution level, it must have the factors
to evaluate the performance of the system in place. In our
case, we have designed an evaluation method for both for
the course which implemented ePortfolio and the learners’
overall practice of utilizing the system efficiently. This
evaluation method is explained in detail in the next section
in context to E-Business education.

In summary the evaluation method is designed to find
out if the ePortfolio implementation is helping in the learn-
ing, teaching and assessment process; planning personal/
professional goal of users; in transitioning of learners from
their institutions to another or from their institutions to the
workspaces during job application.

IV. EPORTFOLIO FOR E-BUSINESS EDUCATION

The Department of E-Business, Faculty of Organiza-
tional Sciences, University of Belgrade offers a number of
business and technology related courses at bachelor, mas-
ters and doctorate level. The department has designed and
implemented a scalable, reliable and high available private
cloud IT infrastructure aimed for scientific work, research
and to facilitate technology enhanced teaching/learning
process. As a result the department have a long history
of using Learning Management System based on Moodle
LMS. The courses offered in the department like E-busi-
ness, Internet Marketing, Internet Technologies, Comput-
er simulation and virtual reality, Cloud Infrastructure and
Services, Mobile business technologies, Enterprise net-
working, E-education, E-government etc. provide an in-
depth concepts, principles and practical skills of business
and technology. Such multidisciplinary courses have the
potential to equip learners with life-long skills and moti-
vate them to continuously learn to remain competitive in
their future life.

In this regard an LMS integrated ePortfolio system is
highly recommended for the department of E-Business to
help learners reflect on their accomplishments, skills and
achievements gained throughout their academic journey.
Mabhara, an open source ePortfolio is a mature systems and
have a number of features to create and share variety of
artifacts. It is also readily available to be integrated with
Moodle LMS at data, API or tool level.

In this study the integration strategy we preferred is the
API integration which is supported both by Moodle and
Mabhara. The implementation model is to start with a lab
environment, continue with a pilot project at course lev-
el and then to implement a full-scale ePortfolio system at
department level which is seamlessly integrated with the
existing Moodle LMS in the department of E-Business.
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A. Objectives of ePortfolio in E-Business

a) Learning, teaching, and assessment: The first objec-
tive is to support the process of learning through reflection,
discussion and formative assessment, and providing evi-
dence for summative assessment.

b) Transitioning: The second objective is to provide
a richer and more immediate picture of learners’ achieve-
ments and needs as they progress to a new environment,
and supporting them through the process of transition.

c) Personal/Professional development planning: The
third objective is support and evidence the pursuit and
achievement of personal or professional competences of
learners.

d) Applications and Employability: The fourth and fi-
nal objective in our case is to provide evidence in support
of an application for a job or for admission to further study.

B.Evaluation and Feedback Rubric for ePortfolio

An ePortfolio system or combination of tools that sup-
ports reflection, collaborative activity and the preparation
and presentation of evidence of achievement provides cru-
cial opportunities for learners. However, a reliable evalu-
ation and feedback model should be in place to evaluate
students work on ePortfolio. In this study we have modi-
fied an ePortfolio rubric adopted from Auburn University

[L7]. This rubric is used to evaluate learners’ performance
on creating artifacts and related ePortfolio activities. The
key components of the evaluation are as follows:

a) Artifacts - Digital evidence of studnets’ learning,
experience, achievements and goals [18]. These are the
building blocks of everything a student does within the
ePortfolio tool. An artifact can be almost any kind of file
that describes: academic experiences, Lab or research ex-
periences, Skills or awards, study abroad programs, teach-
ing experiences, internship, work, leadership or volunteer
experiences.

b) Design and Arrangements — this evaluates how the
student has designed their ePortfolio and arranged their
artifact.

c) Reflective Writing Skills — This factor evaluates
studnets based on their reflective writng skills

d) Coding/ Technological Skills — This factor evalu-
ates if learners have indepth technological and/or coding
skillls.

e) Emotional Intelligence (EQ) — This factor measures,
evaluates and gives feedback on the emotional soft skills
aspect of leaners.

The above evaluation factors are applied as rating scores:
begineer, developing, mature and professional as illustrat-
ed in Table 1.

TABLE I. EPORTFOLIO EVALUATION AND FEEDBACK RUBRIC STYLES

Factor Evaluation Category

Beginner

Developing

Mature Professional

Artifacts

Arrangements

Reflective Writing

Coding/ Technical Skills

Emotional Quotient (EQ)

V. CONCLUSION

The indispensable importance of ePortfolio system as an
empowering approach in enhancing learners’ self-directed
learning in the digital learning environment is becoming
evident to a number of higher educational institutions [19].
The main challenge is, however, there is no clear strategy
for integrating LMS and ePortfolio systems as well as it
is quite challenging to implement such integrated systems
inline to the goals and objectives of a respective academic
institution. This paper assesses a number of case studies
and presents a comprehensive model for a successful inte-
gration and implementation of LMS and ePortfolio systems
in an e-business education setting. The study is validated
in a lab environment and the authors have recommended
the LMS-ePortfolio API integration strategy and to start
implementing at course level and gradually progress from
pilot towards institutional deployment. A separate integra-
tion and implementation guide is prepared which is not

included in this paper. In the future, a course level pilot
project will be developed by engaging a selected course.
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Abstract— This paper's research topic is the improve-
ment of education in the field of student project management
through the use of project-based learning. The theoretical
basics and concepts of project-based learning are covered
in this paper, as well as a review of the concept's practical
application in education. The paper aims to suggest a way
to improve education in the field of student project manage-
ment through the use of project-based e-learning. Tools such
as Mattermost, OpenProject, and BigBlueButton will be used
to communicate, collaborate and organize the work of the
teams. The outcomes of the application of this learning con-
cept, as well as a proposal for future work on this topic, will
be presented at the end.

Key words— project-based learning, managing projects,
e-learning, students’ projects

[.LINTRODUCTION

The paper's research is on the improvement of educa-
tion in the field of student project management through
the use of project-based learning. The lack of motivation,
commitment, and desire for a deeper analysis of the prob-
lem being solved is recognized among students. As a re-
sult, the main issue that has been identified is how to in-
crease student awareness and engagement so that solving
teaching activities is seen as something that will help them
in their future development and maturation rather than a
duty. When solving any problem, it is critical to inform the
participants that their role in the solution is critical, that
their opinion is valued, and that it can have a significant
impact on the solution's future development. Students get
a sense of responsibility for their work as well as the work
of other members of the team as a result of project-orient-
ed teaching because the success and results of the entire
team are dependent on the performance of each individual.
Only then will they be motivated to work hard.

The goal of the Department for e-business at the Fac-
ulty of Organizational Sciences was to bring project-based
learning closer to the way students work and conduct a
simulation of the real environment. In cooperation with
professors and associates of the department, a model was
designed according to which students from three elective
courses will cooperate and form a multidisciplinary team
in charge of project implementation and creation of IoT
products. Students are tempted to be an independent de-
velopment team that aims to present a production solution
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University of Belgrade
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Belgrade, Serbia
jm0302@gmail.com

to the problem during one semester, applying the Scrum
methodology and learning about its roles. During the im-
plementation of the project, students have at their dispos-
al a group of tools that will help them communicate with
each other as efficiently as possible, but also record all the
necessary activities and supporting documentation of each
part of the project.

II. LITERATURE REVIEW

Mastering Information-Communication Technologies
(ICT) is vital since it is the foundational knowledge skill
for learners in the twenty-first century. ICT literacy is one
element of fundamental knowledge, which includes core
content knowledge and cross-disciplinary knowledge.
[1] Students' technological understanding is critical, and
to achieve ICT literacy, learners might use e-learning.
E-learning is anticipated to help trainees understand the
newest knowledge and technology while also allowing
them to learn without being constrained by place or time.
According to the results of a survey on the use of informa-
tion technology by junior high school science teachers in
Indonesia, the usage of ICT in the teaching process is low.
As a result, we require a learning approach that enables
learners to gain ICT literacy.[2]

Based on the findings of several studies, project-based
learning combined with e-learning can provide students
with the opportunity to broaden their knowledge and de-
velop skills based on problem-solving and investigation.
Learners can search for and share information more wide-
ly using e-learning, which supports differentiation and
diversity, empowers learners to personalize the learning
process, and provides an opportunity for learners to master
it.[3]

In recent years, higher education institutions have at-
tempted to provide students with both hard and soft skills,
such as cognitive knowledge and professional abilities,
such as problem-solving and teamwork. These skill-relat-
ed objectives, however, are difficult to attain since tradi-
tional learning has dominated, with professors acting as
"the transmitter of knowledge" and students acting as "the
receiver of information." As a result, students may find
it difficult to completely engage in instructional process-
es, resulting in a superficial understanding of discipline
knowledge.[4]
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Universities place a greater emphasis on developing
students' research talents than on professional or transfer-
able skills. As a result, there may be a gap between what
students learn at university and what they require in the
business. To improve this scenario, students should be
allowed to participate in real-world problem-solving and
knowledge construction in actual professional settings.
Project-based learning is one appealing technique to ac-
complish this goal.[4]

In project-based learning, students engage in groups to
solve real-world, curriculum-based, and frequently inter-
disciplinary problems. Learners select which activities to
pursue and how to tackle an issue. They collect data from
many sources, synthesize it, analyze it, and derive knowl-
edge from it. Their education is intrinsically meaningful
because it is grounded in reality and encompasses abilities
like teamwork and contemplation. Students exhibit their
newly gained knowledge at the end and are graded on how
much they learned and how well they express it. Rather
than directing and managing student work, the teacher's
responsibility is to guide and advise them throughout this
process.[5]

Project-based learning, as one of the self-organized
learning variations, focuses on a project that serves a tem-
porary purpose and allows students to work on a concrete
goal while gaining experience. Additionally, students
can offer their skills and desires. Last but not least, pro-
ject-based learning aligns with some key teaching princi-
ples:[6]

® Situation relatedness: Contents are arranged according
to concrete current or future situations.

= Action relatedness: Contents offer assistance and orien-
tation for concrete actions.

® Science relatedness: Contents are oriented both by the
level of knowledge as well as by the topics and methods
of the respective scientific discipline.

= By example: Contents were selected so that the wealth
of knowledge is depicted by a few typical cases (which
are representative of similar issues).

® Structure: Contents transport also structural knowl-
edge such as basic ideas, elements of theories, models,
schemes of explanations, etc.

The real-world focus of Project-based learning (PBL)
activities is central to the process. Students are driven to
work hard when they understand that their effort is ulti-
mately meant as a solution to a real problem or a project
that will have an impact on others.[5] When students pro-
pose projects, their motivation is high. A group of students
at the University of Applied Sciences - Technikum Wien
has been working on a sophisticated system of robots play-
ing soccer for several years. The initiative is one of the
university's most intriguing PBL projects. Students from a
variety of academic programs are involved. The project's
outcomes are outstanding. Three years in a row, the squad
reached the RoboCup quarterfinals in the F180 league. [6]

PBL is a student-centered method of instruction found-

ed on three constructivist principles: learning is con-
text-specific, learners participate actively in the learning
process, and they attain their objectives through social
interactions and knowledge and understanding sharing.
[7] Because students can document the entire process and
quickly share their products in a digital format, modern
digital technology is a big enabler for students to comfort-
ably engage with the process of planning and developing
their projects.[8] In the PBL context, effective use of tech-
nology as an integrated part of instructional processes has
been found to assist both weakly and strongly performing
students develop knowledge.[9]

According to John Larmer and John R. Mergendoller,
seven essentials for project-based learning are:[10]

1.A Need to Know - Teachers can effectively stimulate
students' desire to learn content by starting a project
with an "entrance event" that captures the attention their
attention and prompts them to ask questions.

2. A Driving Question - A excellent driving question ex-
presses the project's essence in simple, compelling lan-
guage, giving students a sense of purpose and challenge.

3. Student Voice and Choice - In terms of making a project
feel meaningful to students, the more voice and choice,
the better.

4.21st Century Skills - Collaboration, communication,
critical thinking, and the use of technology

5.Inquiry and Innovation - Students find project work
more interesting when they do true investigation, which
does not entail gathering information from books or the
Internet and pasting it onto a poster.

6. Feedback and Revision - Formalizing a process for feed-
back and revision during a project makes learning mean-
ingful because it emphasizes that creating high-quality
products and performances is an important purpose of
the endeavor.

7.A Publicly Presented Product — Presenting a product
to a real audience makes students care more about its
quality.

The impacts of project-based learning and direct in-
struction by teachers on students' educational achieve-
ments in elementary, secondary, and tertiary education
were compared in one of the reviews. In this study, PBL
refers to a learning approach in which students are in-
volved in real-world projects and product development.
PBL had a more favorable influence on students' academic
progress than direct instruction, according to the findings.
However, only 20% (6 out of 30) of the studies assessed
were undertaken in higher education.[4]

Reis et al. [11] conducted a review of PBL in engineer-
ing education studies using bibliometrics (e.g., keyword
analysis) and categorizing research techniques. The top
three keywords used, according to bibliometric statistics,
were project-based learning, engineering education, and
problem-based learning. The classification results revealed
that over 70% of studies focused on undergraduates, with
case studies being the most popular research method.
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III. AN APPROACH TO MANAGING STUDENTS’
PROJECTS

In the cooperation between professors and associates
of the Department for e-business at the Faculty of Organ-
izational Sciences, a model of project-based e-learning
was designed in which students from three elective cours-
es will have the opportunity to develop software products
in multidisciplinary teams. In the first part of the teaching
activities, students have the opportunity to get acquainted
with the theoretical foundations and concepts of both pro-
ject-based learning and Scrum methodology. After getting
acquainted with the necessary theoretical work, students
have the opportunity to apply what they have learned in
mutual discussions to work with professors and associates
to well determine the concepts of Scrum methodology and
product development techniques previously heard in class.
The next step is to choose topics. Everyone has the oppor-
tunity to choose between the offered topic or to make a
proposal for a new topic that can be processed following
the objectives of the courses.

Students from the elective courses E-business risk
management, Internet Marketing, and Internet of things
are participating in the realization of the project. Depend-
ing on which course students attend, they will have differ-
ent roles by Scrum during the implementation of the pro-
ject. Each team consists of the following roles:

1. Product owner - Represents a person who defines the
requirements of the project, accepts or rejects the results
of work, and performs a time estimate for the required
activities. This role during the realization of the project
was given to either a professor or an associate of the
department.

2. Scrum master - represents the person who leads the pro-
ject, manages and assists the development team, and en-
ables cooperation between all roles and functions in the
organization. This role during the implementation of the
project was given to a student from the elective course
E-business risk management.

3. Member of the development team - The person respon-
sible for the implementation of specific activities. This
role during the realization of the project is given to the
student from the elective course Internet Marketing and/
or Internet of things

After choosing the topic and forming the team, the
Scrum Master is obliged to arrange a kick-off meeting with
the Product Owner, where the presence of all team mem-
bers is mandatory. At the kick-off meeting, it is necessary
to define the goals that the team wants to achieve with their
product and get all the necessary information from their
Product Owner which will be important to them for fur-
ther realization. After the initial meeting, the Scrum Mas-
ter, together with the development team, plans sprints and
further distributes activities to members. The development
team is not obliged to fully comply with Scrum's daily
meetings due to other obligations they have at the faculty,
but the proposed number of meetings for one week is two.

During the implementation of the project, students

have at their disposal various tools that will help them
communicate with each other as efficiently as possible, but
also record all the necessary activities and supporting doc-
umentation of each part of the project. The tools available
for use are Mattermost, OpenProject, and BigBlueButton.
These are channels for a formal form of communication.
Each team is free to use, in addition to the mentioned bene-
fits, any other channels for informal communication that it
considers suitable and efficient during development.

A. Mattermost

Mattermost is an open-source platform for secure com-
munication, collaboration, and orchestration of teamwork
and tools. Mattermost is made especially for software
development and engineering use cases. Each student re-
ceives their account on the mentioned platform and has
access to their team and appropriate channels within it. By
applying this tool, we want to bring students closer to what
communication looks like in a real business environment.
It is necessary that the team members record within the ap-
propriate channels all the necessary information that may
mean to other members, but also in this way document
their work on the project. In addition to the basic function-
alities, the Mattermost Boards option is also used, which is
a tool for recording and distributing activities to members,
as well as setting deadlines and prioritizing tasks.

@ Project Tasks
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Fig. 1. Mattermost Board

B. BigBlueButton

BigBlueButton is a tool integrated within the Mat-
termost platform and used by the team as a tool for on-
line meetings so that they can communicate as easily and
quickly as possible due to problems, but also for conduct-
ing daily activities.

C. OpenProject

OpenProject is an open-source platform used for effi-
cient project management and administration. Within the
project on the platform, participants have the opportunity
to see the plan of future work, what activities are assigned
to them, what is the deadline for their implementation, the
Gantt chart, and milestones that need to be achieved. In ad-
dition to all the options related to the individual, this tool
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provides the opportunity to organize a meeting, conduct
various discussions on the project, record the necessary
documentation, estimate costs, etc.

- @ oP OpenProject a=0 ®

 Work packages

Fig. 2 OpenProject Work packages board

IV. ANALYSIS OF RESULTS

In the previous two years, over 40 projects were suc-
cessfully implemented, in which more than 100 students
from the courses E-business risk management and Internet
of Things collaborated. Students completed their activities
and passed the course during the current school year. After
the realized projects, in the conversation with the students,
we managed to collect praise for the innovative way of
working, as well as their criticism, but also space for im-
provement. What stood out the most in the conversation
with the students was that this was a real opportunity for
them to experience what it is like to work in a team, use
tools that are used in the development of real projects, and
participate in creating software products in today's fast-
est-growing industry.

The third year of project-based learning within the
elective courses of the Department for e-business is un-
derway. The new year brought with it an expansion of the
number of students on projects because we recognized that
there is interest in the same, but also an increased moti-
vation among students when they participate in creating
something practical instead of preparing only a theoretical
exam.

Total Channels Q
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Fig. 3. Mattermost System Statistics

As can be seen in the picture above, there are over 300
active users who are assigned to multidisciplinary teams
that also represent the number of active projects. Cur-
rently, the teams are actively working on over 60 projects
that can be internal, involving professors and associates
of departments, and external, projects that students imple-
ment as part of teaching activities in accordance with the
project-based learning model. Within teams, students and
other participants are allowed to create channels that cover
a particular topic for discussion when developing a par-
ticular product. So there are a total of 427 channels created

within the project. Also, based on the daily and monthly
number of active users, it can be concluded that each team
on a daily or monthly level meets the necessary number of
users to adequately monitor the current state of the project.

The total number of posts on the system is currently
almost 50,000, and looking at the diagram in the picture
below, it can be concluded that the goal of active commu-
nication among students within the Mattermost platform
was achieved based on the number of users who posted on
a given day in all teams on the system.
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Fig. 4. Active Users With Posts

V. CONCLUSION

Students benefit greatly from project-based learning in
computer science, but it requires careful planning. Many
times, project ideas offered by students turn out to be suc-
cessful. This is most likely due to the high amount of drive
that students have in such situations. Surprisingly, these
types of initiatives do not receive as positive feedback as
projects set by faculty members. This phenomenon could
be caused by several factors. The complicated arrange-
ment of projects in computer science is one potential fac-
tor. Students who propose an idea are also in charge of
determining project objectives. However, due to a lack of
experience in creating such project goals, these targets are
often unattainable. Even if the project's results in terms of
grades are bad, the learning outcome is excellent in such
instances.

The plan for the future development of this way of
learning is to achieve cooperation with companies that
are ready to engage students in the implementation of real
projects in agreement with the faculty and thus provide
students with an even more realistic picture of the busi-
ness world. This way of project-based learning has great
potential because, in addition to increasing the motivation
of students, it will help them to get a job and contribute to
the growth of the industry.
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Abstract— The subject of this paper is the implementa-
tion of DevOps practices in an academic environment, specif-
ically at the School of Computing. The goal is to offer insights
into the implementation process alongside the chief challeng-
es that needed to be overcome. DevOps approach to software
development is quickly becoming an industry standard, be-
sides its technological aspects such as tools and pipelines,
DevOps also brought changes in culture necessitating tight
collaboration from team members. Despite it being an in-
dustry standard, most universities are yet to include DevOps
practices in their curriculums. For this purpose we propose
a model for incorporating DevOps practices in universities
based on the advances made at the fourth year of studies at
the School of Computing, where students were introduced to
some CI/CD aspects during the course of a semester long pro-
ject. We offer some insights into potential ways to better facil-
itate student collaboration, and ways to guide them towards
best practices already realized in the industry for bridging
the gap between the academic and corporate environments.

Keywords— project-based learning, DevOps, software
engineering.

I. INTRODUCTION

Business demands for scalability, availability and rapid
development of applications is constantly on the rise. To
meet these rising business demands, new methoologies and
tools are needed. One of the most popular approaches to-
day that seeks to meet these rising demands is DevOps[1].
DevOps is a way of improving the software development
process through the concepts of continuous development,
integration, testing, delivery and monitoring[2].

Despite the popularity of DevOps in the business en-
vironments, the concepts that it relies upon are often over-
looked in university education[3]. This problem manifests
itself in the ever rising demands for new software develop-
ers who are capable of working in DevOps environments,
but the universitiy curriculums are falling behind and leav-
ing the gap between academic and business environments
ever larger. While there are many attempts to implement
devops in education[4][5], there hasn't been a global shift
in educational pririties.
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In order to overcome these problems new technolo-
gies and concepts must be introduced into the educational
process[6]. But the knowledge gap is not the only prob-
lem with the educatinal process, DevOps environments
heavily rely on collaboative culture as a cornerstone of
problem solving. To overcome this problem a pedagogical
shift must occur, where individual problem solving must
be directed towards problems encountered in the idustry
and complex problems overcome through teamwork and
sophisticated tools.

In this paper we present an approach for introducing
DevOps principles in senior years of university education.
The approach was evaluated at the School of Computing.
In order to better show the required changes to the educa-
tional process we will highlight the way the course was
organized and the tools which were used to guide students
through CI/CD (continious integration and continious de-
livery) and facilitate the change in student collaborative
culture.

II. DEVOPS CONCEPTS FOR SOFTWARE
ENGINEERING EDUCATION

The term DevOps stands for combination of develop-
ment(Dev) and IT operations(Ops). By combining these
two segments which were traditionally kept separate al-
lows for higher levels of collaboration and removes some
of the most common problems that arise when teams are
not aware how the other performs their tasks[7]. This para-
digm shift means that teams are becoming multifunctional
and are made up of members with different qualifications.
While this change in culture is critical its impact would
fall flat if it was not assisted by the various tools that bet-
ter facilitate this collaboration and in optimal cases even
automate it[8]. This high level of automation is in fact
something that is most associated with DevOps, but with-
out changes in culture that facilitate the use of these auto-
mation tools, their effect would be somewhat limited[9].

These automation tools and changes in culture are not
the only things that are required for a successful DevOps
implementation. In order to fully realize DevOps projects,
they need to be based on current technologies that allow
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for applications, in the form of services[10][11], to be
packaged into containers for ease of testing and deploy-
ment[12]. These containers rather than source code are the
building blocks of DevOps projects and allow for such
high levels of automation and make deployment and scal-
ing of applications a standardized process. Likewise to ful-
ly capitalize on the automation aspects and the scalability
aspects, it is preferable to use microservice architectures,
where each microservice can be built, containerized, tested
and deployed in an automated manner.

The usual DevOps lifecycle is made up of eight dis-
tinct phases: planning, coding, building, testing, release,
deployment and monitoring[13]. In an ideal environment
all the activities besides planning and coding can be auto-
mated or at least made to work with minimal human guid-
ance. While DevOps is not in the strictest sense a project
management methodology, it relies on the project being
managed in an agile manner such as SCRUM where rap-
id iterations where automation can be fully leveraged[14]
[15].

III. PROJECT-BASED LEARNING
BASED ON DEVOPS

The DevOps approach was evaluated at the School of
Computing, at the fourth year of studies on the subject of
“Software Engineering”. The course had approximately
100 students enrolled which were further divided into four
teams, of 25 students each. These teams were formed with
the idea of tackling a single project during the course of
the semester, the performance on this project would play
the main role in their grade and participation was man-
datory. Since student teams were relatively large in size,
detailed coordination by the professors would be difficult,
for this reason students were required to self-organize
and were provided with considerable autonomy. Projects
themselves were open-ended in the sense that the students
were provided with a topic such as “Banking”, “Insur-
ance”, “Hospital”, “Accounting”. The only restrictions
to the projects were technical in nature and mostly dealt
with technologies, frameworks and system architectures.
Students were encouraged to form smaller teams to ful-
fill more specialized roles, and most teams settled into the
traditional teams of: Backend team, Frontend team, Spec-
ification team.

Students were divided into four roles:

Project Manager were tasked with keeping track of the
project itself. All the communication with professors was
through the managers, necessitating that student teams fil-
ter up any necessary information to manager level. Man-
agers were tasked with keeping detailed accounts on the
activities of individual team members with the help of
team leaders. In keeping with the autonomous nature of
teams, managers would also grade their team members,
and these grades would be used as the main component in
the students grade. Given their ability to directly influence
someone’s grade, managers were to play the a direct role

in the success of the project.

Assistant Managers were necessary due to the over-
whelming nature of the role of Project managers, their task
was to assist their manager with any required tasks, and
were given many powers to do so. The chief distinction
between managers and assistant managers was that only
the project manager could assign grades and communicate
directly with professors. Assistant managers also primarily
dealt with scheduling of meetings and other purely organ-
izational tasks.

Team leaders were tasked with running teams of be-
tween 5-10 team members. Seeing as most teams dealt
strictly with programming, the main role of team leaders
was to assign tasks to individual members, and to review
their code once the tasks were complete. Team leaders
rarely programmed themselves, and were usually more
experienced programmers that guided their team members
and helped them in their various tasks. Team leaders were
also tasked with informing managers on the state of their
tasks, and the activities of their team members.

Team members were tasked with completing their
tasks within the assigned deadlines, and were encouraged
to participate in as many meetings as possible.

A simplified view of the main interactions within the
framework can be seen on figure 1.

Code Analysis
and quality gates.

Reviews and Code Analysis
“approves pull requests’ ‘and quality gates
Assigns Issues
Forks and makes Pull Requests

o m*
Assigns and monitors issues-

Monitoring and grading

Direct Communication
and weekly status reports

Figure 1. A simplified view of main interactions be-
tween roles

Since to goal of such organization was to facilitate
autonomous organization and close collaboration with-
in teams, students were free to manage their projects as
they saw fit. With the topics provided it was up to the
students to research how such systems functioned and to
provide their own specifications for them. These gathered
specifications were presented to the professors at regular
intervals for approval in order to maintain the required
complexity of the projects as well as to maintain that the
systems were faithfully represented. Students were free
to use any project management methodologies that they
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saw fit, but all teams settled on agile methods, incorpo-
rating most SCRUM good practices in their projects, such
as one week sprints and regular short-length meetings. In
order to better capitalize on the agile nature of their pro-
jects, regular control points of their projects were organ-
ized. Each week every team would present their progress
to the professors, and any potential issues within the teams
would be addressed and questions answered. In addition to
the weekly control points, there were deliverable control
points where students had to present their code and appli-
cations, in order to gain points which are to be allocated to
their project as a whole. The points allocated in such a way
were at the project managers disposal for further allocation
to individual team members based on their effort up to that
point. In addition to the usual deliverables that were made
for 25%, 50% and 100% of project completion, students
were also encouraged to tackle additional tasks (mostly
dealing with CI/CD) which would likewise increase their
collective points.

In order to teach the students more about DevOps
workflows and organization. Teams had many tools at
their disposal and were taught and encouraged to incorpo-
rate them into their projects as much as possible. Some of
these tools include:

Mattermost — was used as the primary means of com-
munication within the project, and only mattermost com-
munication was considered to be “official” by the teaching
staff. Channels were formed around individual teams(for
example Backend), likewise channels were made for cross
team collaboration such as (back/front, back/spec, etc..).
Mattermost was also used for all official announcements
by the professors, and managers were also encouraged to
use mattermost for any official announcements. An exam-
ple of team channels for one of the project groups can be
seen of figure 2.

Figure 2. Team chat with its relevant channels

BigBlueButton — is a video conferencing software, and
was used to facilitate student meetings. All student meet-
ings were made through BigBlueButton and were saved
by the platform for later viewing by either students who
could not make it to the meeting, or the professors. Big-
bluebutton was further integrated with mattermost, where
each bigbluebutton meeting would be assigned its own
mattermost channel, where the access link could be found,
and the recording to the meeting. By integrating these two
tools, we have made sure that all project communication
was transparent to all those involved, and hopefully min-

imized any problems that could arise due to access. An
example of integration between BigBlueButton and Mat-
termost can be seen on figure 3.

Beginning of Sastanci:Backend:06-04-2022

@

Figure 3. Mattermost-BigBlueButton integration

Google Calendar — In order to ovecome scheduling
conflicts that come with such large groups, all students had
to keep their google calendars up to date. Google calendars
were the primary means of sharing invites for Bigbluebut-
ton meetings and were critical in ensuring that timeslot
could be found where everyone was available.

Github — every project had two separate repositories,
one for frontend and the other for backend development.
Only the project managers and team leaders had to permis-
sions to create, merge and push to branches. All other team
members had to use forks and pull requests in order to sub-
mit code for potential addition to a branch. A system based
on pull reqests meant that team leaders could play the role
of code reviewers before accepting any pull requests that
were of sufficient quality. Additionally these pull requests
were usually made by a single team member, resulting in a
highly transparent system where the contributions of indi-
vidual team members could be clearly measured.

Github project and github issues — students were en-
couraged to use github issues as project activities that
could be assigned to any individual team member. Then
as pull requests were made by those team members, they
could be tied to those issues. Github project was used as
an alternative to conventional project management appli-
cations such as openproject. The use of github issues with
github project allowed for a very fine grained approach to
project tracking. Likewise, being hosted on github allowed
these github projects to be viewable by both the professors
and other team members, keeping the state of the project
public for all. One of the student github projects with its
active tickets can be seen on figure 4.

Figure 4. Github project from one of the student teams



130

Project-based Learning and E-learning

Docker — In order to achieve continuous delivery, all
microservices within their projects had to be containerized.
For development purposes docker and docker-compose
tools were used. Docker-compose allowed the students
to live test their applications, where whole microservice
stack could be rapidly initialized on any machine. Dock-
er-compose was also used for live demonstrations of pro-
jects during classes.

Kubernetes — Since docker-compose was used for
development environments, docker images were already
developed and uploaded to docker repositories such as
dockerhub. The existence of these docker images made it
easy to integrate them inside a Kubernetes cluster where
production environments could be simulated, and continu-
ous delivery workflows integrated. All projects were pro-
vided with their own kubernetes cluster made up of several
nodes hosted on the private cloud.

Sonarcloud — in order to better facilitate continuous in-
tegration, testing and code quality was partially automated
by integrating Sonarcloud service with github repositories.
This integration allowed each pull request to be analyzed
by sonarcloud, to highlight bugs, failed tests, errors, and
bad quality code. Sonarcloud reports have proven to be an
invaluable tool for team leaders that needed to review and
approve pull requests.

IV. ANALYSIS AND CONCLUSION

As of the writing of this paper the projects are still on-
going, but as projects are organized around smaller deliv-
erables it was possible to analyze them as seperate lifecy-
cles in order to improve and further adapt the approach for
the coming iterations. Some of the main takeaways from
the projects are the following:

Students had limited knowledge on how software
should be tested and were averse to writing tests. After ad-
ditional effort was made to ensure that all team members
were educated on writing tests for their own forks they are
starting to realize how important testing is to the the pro-
ject lifecycle. Team leaders have further embraced testing
as a way of ensuring that the code they are reviewing is
properly tested before it is submitted to them. In order to
further reinforce the newly established testing practices a
requirement for 80% test coverage for all new microser-
vices was established.

If suitable infrastructure is provided in the form of
mattermost and bigbluebutton. Students will utilize this
infrastructure to its fullest. Additionally, transparency in
the form of recordings of their meetings plays a large fac-
tor in their use of the platforms. Likewise github in the
form of issues/project can be used for barebones project
management purposes, and has proven to be more than
up to this task especially when its close integration with
repositories is considered. Overall up to now, at the 50%
project progress students have made 153 BigBlueButton
video conferences with an average duration of 1 hour. A

short overview of mattermost activity for one of the teams
can be seen on figure 5.

Team Statistics for Osiguranje
Use data for only the chosen team. Exclude posts in direct message channels that are not tied to a team.

Total Active Users = Public Channels ~) Private Channels. a Total Posts L ]

24 57 3 3277

Figure 5. Team statistics for one of the four teams

The project should have many deliverables, which en-
courages the students to be even more agile in their tasks.
In particular the deadline for the first deliverable should
be within the first two weeks of the course. This first de-
liverable should be centered around common task such as
user management, the goal of this first deliverable is to
ensure that backend and frontend development do not wait
too long for the first specificactions from the specifications
teams to arrive. By the time they are done with user-man-
agement services, they will have established the necessary
workflows and knowledge of tools in order to tackle the
more difficult tasks in the specifications.

There is a large disparity in both aptitude and knowl-
edge when backend and frontend tasks are concerned. All
students were interested in being a part of backend team
while interest in frontend development was lacking. When
left to choose their own teams, backend team members
outnumbered the frontend members at a factor of 2:1. Af-
ter the first deliberable this problem became evident to the
project management, and team ,,rebalancing® took place.
After the rebalancing took place, the new frontend team
members had to be taught by the frontend team in order to
become productive team members. This disparity in both
aptitude and knowledge should be addressed as soon as
possible, so that ,.training* can be done in the earliest iter-
ations so as not to endanger the capablities of the frontend
teams.

By using docker and containerizing their microservic-
es, students can truly view the rest of the project as a black
box into which the microservice they are developing can
be plugged in. No matter the size of the application, all
developers can run it through docker-compose and run
integration tests with other services. For this reason it is
important that students start containerizing their services
from the start of their projects.

By having such large teams of 25 people collaboration
becomes more difficult, but it also reinforces the idea that
good collaboration is critical to the success of the project,
and student teams will often see this for themselves and
will seek to improve their collaboration as time goes by.
Having such large teams also means that there is a large
disparity in knowledge and experience between students.
Since collaboration is critical to the success of the projects
the students have taken upon themselves to teach each
other the necessary technologies and good practices. This
knowledge transfer is further aided by bigbluebutton and
the fact that all meetings are recorded and can be accessed
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at any time.

Since collaboration is critical to the success of the pro-
jects, naturally teams where team members know each oth-
er are naturally performing better than teams where there is
little prior knowledge among team members. Some teams
have recognized this problem and have started the prac-
tice of team building in order to improve collaboration and
make communication between team members easier.

While the managers have the means of negatively in-
fluencing someones grade, this mechanism was often not
utilized, and when it was utilized it often had a negative
effect on the team morale. For this reason teams have
realised that they need to focus on improving their own
collaboration in the form of better detection of delays and
misunderstandings. This has resulted in iterations becom-
ing shorter and tasks becoming more manegable and less
dependant on each other.

Collaboration between frontend and backend teams
broke down in periods of high activity in proximity to the
deadlines. In order to counteract this problem students
have realised the importance of documenenting their ser-
vices and have started using tools such as swagger. Addi-
tionally regular meetings between frontend and backend
teams have been established as the norm, where backend
teams present the developed services, and frontend details
how they would wish their data to be delvered.

By highlighting the most common issues faced by
large project teams and the solutions to these problems
we hope to provide any future implemenetations of De-
vOps in education with a suitable framework upon which
they can build their own courses. Likewise we presented a
set of tools which were made at the students disposal and
have proven critical to the success of the project teams.
Our experiences at the school of computing at the senior
year also show that when presented with suitable tools and
the knowledge on how to use them, students were able to
quickly adapt developing within CI/CD and working with-
in large teams in order to complete complex projects.
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Abstract — Data streaming architecture can be used to
collect data and gain insights into the dynamics of individu-
al or collaborative software development activity that takes
place in higher education courses. There is a place to further
investigate streaming architecture in a given context. The
code versioning platforms, such as GitHub, serving as data
sources in the existing implementations of data streaming ar-
chitecture are lacking in practice. The goal of this paper is to
investigate the implementation of a custom data streaming
architecture that could be used to track real-time students’
analytics in higher education software development courses.
The solution is based on Apache Kafka and GitHub plat-
forms. Also, the architecture developed in the paper could
be considered when planning on integrating LMS (Learning
Management System) as a visual web interface for students’
analytics.

Keywords — data streaming architecture, Apache Kafka,
GitHub, higher education, software development, Learning
Management System (LMS)

I. INTRODUCTION

Data streaming architecture is based on the concept of
events [1]. Event Streaming Platforms, which are based
on the data streaming architecture, provide the infrastruc-
ture that enables software to react in real-time to the giv-
en events [1]. Apache Kafka is an open-source streaming
platform that can make use of producers which are appli-
cations that are sending messages to the Kafka broker [2].
Kafka Broker stores messages that are later accessed by
consumers [2].

Git represents a system that enables tracking chang-
es to the user files and it is considered a Version Control
System (VCS) [3]. GitHub platform relies on git and its’
commands to perform version control of user files.

The aim of this paper is to provide a possible solution
to the data steaming architecture that would be used to col-
lect and process data on students’ activity that takes place
on version control platforms in higher education software
development courses.

Upon considering different use cases of implementing
data streaming architecture and taking good architectural
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practices into account, possible architecture is formed. The
purpose of this paper is to investigate the integration of
the version control platform (GitHub platform) with the
data streaming platforms such as Kafka to process events
generated while conducting higher education software en-
gineering courses. This use case is lacking in practice and
could be beneficial for further related work as far as higher
education is concerned.

The solution gives a presentation of a data streaming
architecture based on Apache Kafka and the GitHub plat-
form. Besides, GitHub webhook concept is described, as
well as the flow of communication between Kaftka produc-
er and Kafka consumer. In the proposed solution, the com-
munication between Kafka producer and Kafka consumer
starts with a GitHub webhook event.

Kafka producer and Kafka consumer are implemented
using the Java Spring Boot framework. Java Spring Boot
is an open-source, microservice-based Java web frame-
work [4]. The microservice architecture provides develop-
ers with a fully enclosed application, including embedded
application servers [4].

The question of integrating Learning Management sys-
tems (LMS) such as Moodle LMS into the architecture for
a unified dashboard preview of students’ analytics is also
considered.

II. LITERATURE REVIEW

As the authors state in [5], the GitHub platform pro-
vides insights into social coding activities. Apart from the
popular usage of the GitHub platform in the software de-
velopment industry, this is also the reason to consider us-
ing GitHub as a collaborative software development plat-
form [6] in higher education setup and as a data source in
data streaming architecture.

GitHub data analysis done in [7] demonstrates the pos-
sibilities of data generated through events on the GitHub
platform. Different analytics are considered including the
number of commits per contributor and SNA (Social Net-
work Analysis) analysis [7]. Those analytics could also be
considered when implementing Kafka consumer.
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Some of the research papers that are dealing with the
integration of code versioning platforms into the curricu-
lum of the software development university courses have
relied on the GitHub platform and its’ functionality to gain
insight into students’ activities [8][9][10]. However, using
GitHub as a data source provider to deal with real-time
stream processing and analytics in an educational environ-
ment is lacking in practice.

New streaming technologies that are available today
handle stream data with high performance with a message
throughput of millions of messages per second [2]. Data
platforms handle data from different sources and stream
data to different consumers [2].

Events in the Kafka ecosystem are assigned to topics
[11]. Those topics are holding different numbers of logs
(shards or partitions). The number of shards is configur-
able, thus scalability in the Kafka ecosystem is provided

[11].

The use cases of deploying data streaming architecture
are quite diverse in education. In [12] authors have devel-
oped a cloud-based e-learning platform to provide educa-
tional content for the agricultural community. The stream-
ing analysis here is employed in real-time using Apache
Kafka and Apache Spark to provide high-quality video
content to users and to control server resources.

A popular area to employ streaming platforms is cer-
tainly IoT (Internet of Things). In the research presented
in [13], the authors developed a course that is called Net-
work-of-Things Engineering Lab (NoteLab). The course
combines IoT, edge and cloud computing and is dealing
with the implementation of interfaces and protocols that
connect the entire system (MQTT, COAP and HTTP) [13].
Kafka is used as a connector, consisting of a Katka broker
among other components, using publish/subscribe proto-
col to connect with Kafka producers and Kafka-Firebase
connector to connect to Firebase real-time database [13].

Machine learning is another popular area to take into
consideration when investigating the usage of streaming
platforms. In [14] Apache Kafka is utilized to implement
a stream processing system based on a publish-subscribe
pattern. The system developed in [14] deals with vehicle
detection based on its’ attributes such as color, speed and
type. There are two main steps, the first being getting the
vehicle information from a video, and the second step is
streaming that information to subscribers.

In [15] by making use of DevOps and cloud comput-
ing “continuous quality assurance approach” is facilitated
[15]. The prototype of the solution consisted of detecting
problems that are likely to happen when the new versions
of the microservices are being in building state, deployed,
or targeted with requests [15]. The data crawler observes
all microservice containers that are running, collects the
relevant data and sends the data to the Apache Kafka clus-
ter. Data is further being fetched and indexed in Elastic-
search [15].

Another usage of data streaming is implemented in
CERN HSE (occupational Health & Safety and Environ-
mental protection) Unit [16] which deals with the imple-
mentation of the CERN Safety Policy. Researchers de-
veloped REMUS (Radiation and Environmental Unified
Supervision) system that is using an open-source Apache
Kafka streaming platform to stream real-time data to their
Web Interfaces and Data Visualization Tools [16].

III. METHODOLOGY

In order to create custom data streaming architecture
based on Apache Kafka and GitHub for tracking students’
activity, GitHub webhook, Kafka producer and consumer
are used.

It is necessary to identify components of the data
streaming architecture. Identified components are as fol-
lows (Table 1):

= GitHub users

= GitHub webhook
m Kafka producer
= Kafka cluster

= Kafka consumer

Kafka producer and consumer are implemented using
the Java Spring Boot framework.

Table 1. Identified Components

Data streaming architecture
No.
Components Example
I GitHub user Student‘ working on GitHub
repository (push event).
Mechanism integrated into
2. GitHub webhook GitHub organization of higher
education institution (elab).
3. Kafka producer The application that broadcasts
messages.
4 Kafka cluster Its” task 1s‘to process and organ-
ize the data.
s Kafka consumer The application that receives
messages.

The first part of the architecture is the GitHub plat-
form. As already stated, it is a platform for version control
and is usually used for various social coding [5] activi-
ties. In this particular case, the GitHub platform serves to
broadcast events that are created within the GitHub organ-
ization. Some of the event types that should be considered
are: push, pull request, merge, view, commit, etc.
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GitHub users, in this particular example, are students
within the GitHub organization, which generate events
over their repositories. When one of these events happens,
the GitHub webhook [17] is triggered as shown in Fig. 1.

After that, the GitHub webhook forwards the POST re-
quest to the Kafka producer, which further determines to
which topic to send the event.

The second part of the architecture is the Apache Kafka
(Fig. 1). Apache Kafka consists of a Kafka cluster, Zoo-
keeper server, as well as producer and consumer. Kafka
producer and Kafka consumer are applications where one
application broadcasts (producer) messages and the other
one receives messages from the broadcaster (consumer)
[18].

Kafka cluster's task is to process and organize the data
that is passed to it. Each Kafka cluster contains a list of
topics, where incoming messages are redirected. A topic
is made up of one or more partitions, and each partition is
an edited, immutable sequence to which new records are
constantly added [18].

Based on the GitHub event type that is being pro-
cessed by the Kafka producer, messages could be passed
to a different topic. For example, for each commit event
being processed, the Kafka producer sends a message to
the topic Topic 1 (Fig. 1). For each pull event, the Kafka
producer can be configured to send a message to the topic
Topic 2 (Fig. 1) and for each merge event to the topic Top-
ic 3 (Fig. 1).

Identified topics are also given in the table (Table 2):

Table 2. Identified Topics

Kafka topics
No.
Topics Example
1 Topic 1 Topic which 'contalns only com-
mit events.

5 Topic 2 Topic which contains only pull
events.

3 Topic 3 Topic which contains only merge
events.

Kafka broker is an instance of a Kafka cluster. It re-
ceives messages from the producer, assigns an offset to
each message, and then stores those messages on a disk
[18].

Zookeeper is a site management and performance
monitoring tool in the Kafka cluster [18].

In the end, the Kafka consumer application reads data
from the topic and students’ activity analytics are calculat-
ed. Later these analytics could be presented in some web
interface such as dashboard preview.

Kafka ecosystem

Kafka cluster

=
== ISy

Partitions J
. ZooKeeper

Third-party Git [ty

repository e

Gitevent
(push, merge,
) pull request, etc,)

POST request

Kafka-producer

Git users

Fig. 1. Proposed Data streaming architecture dia-
gram

An example (TABLE I) of an event, which is triggered
from a GitHub webhook, is shown in the figure (Fig. 2).

{

~id": =123~
"type": "PushEvent",
"actor”: {
"id": 123,
“login“: “student”,
“avatar_url": "https://avatar.url”
b
"repo": {
"id": 123,

"url”: "https://api.github.com/repos/elab/iteh"
s
“org": {
"id": 123,
"login”: “"elab”,
"url™: "https://api.github.com/orgs/elab"”,
“avatar_url”: “"https://avatar.url”

1
"created_at": "2022-04-21 19:55:46"

}

Fig. 2. Push event

Push event (Fig. 2) contains data about event id, type,
actor (in this case the student who generated the event), re-
pository (repo), GitHub organization (org), and date (cre-
ated at) when the event is created.

Kafka's producer's task is to forward push events to a
certain topic (event topic) as shown in Fig. 3. Once the
data arrives at the topic, the Kafka consumer reads the
data. It is possible that the consumer application, upon
reading the data, performs analytics and presents the data
through the web interface. The web interface could be in-
tegrated with Moodle LMS, but this option needs to be
investigated further.

public Objectapper objectmapper) {
this.kafkaTenplate = kafkaTemplate;
this.

Fig. 3. Kafka producer implementation
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Fig. 4 and Fig. 5 show the web interface. Fig. 4 shows
the profile of GitHub organization, as well as a list of its
repositories. Besides that, the figure also shows repository
search by date.

mmmmmmmmmmm

R TR NN N RE T B
&

Fig. 4. Repository search by date

Fig. 5 shows the review of a member’s profile with-
in GitHub organization. Some of the data are: number of
followers, number of public repositories, location, email,
company, etc.

Fig. 5. Review of a members profile within GitHub
organization

IV. CONCLUSION AND IMPLICATIONS

In conclusion, it is important to state that there is a pos-
sible way to implement data streaming architecture which
is based on Apache Kafka and GitHub platform for track-
ing students’ activity in higher education software devel-
opment courses.

GitHub webhook mechanism is used to integrate the
GitHub platform and Kafka producer application. Students
are working on their individual or collaborative GitHub re-
positories and thus are generating events. GitHub webhook
is triggered by some event types that are defined when cre-
ating a webhook. Upon certain GitHub events happening,
the webhook is sending the POST requests to the Kafka
producer. The producer further determines to which topic
to send the event. In the end, the Kafka consumer reads
the data from the topic and calculates analytics based on
students’ activity.

The given solution could be used as a starting point for
further consideration of this idea. The main goal of imple-
menting an architecture that relies on Apache Kafka is to
obtain the necessary analytics on students’ activity generat-
ed on the GitHub platform. The advantage of this solution

is in the speed of message processing and in the number of
messages that are processed. This provides teachers with
the latest information on students' activities in real-time.

What could be further investigated is the question of
integrating LMS (Learning Management System) such as
Moodle with the Kafka consumer application. This would
allow real-time web presentation of data that is analytical-
ly processed before. The dashboard presented in the LMS
solution could provide different analytics and previews
customized to LMS user that has access to it. Different
dashboard data could be presented to the students and to
the teachers depending on the role that is given to them.
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Abstract— The paper will give an example of project
learning in the subject Computer Graphics and Multimedia,
which is performed in the study program Business Informat-
ics and Programming, in basic vocational studies. The aim
of the course is to understand the role of computer graph-
ics and multimedia in modern business and communication
and to master the basic techniques of creating graphic and
multimedia content. For the needs of the proposed project
learning, students should first get acquainted with the theo-
retical foundations of creating raster documents: techniques
of processing raster objects (tool palette, layering, selection,
transformation, coloring, lighting, filters, actions, text in-
put and editing...), creating content for the Web, preparing
for printing and publishing. The proposed example will be
implemented through the following phases: selection of the
topic - defining the problem to be worked on, project prepa-
ration and work plan development, project flow, presentation
of project results and evaluation. The focus is on recording,
analyzing and processing images on a given topic. It is expect-
ed that it will give an example of project learning that can be
implemented in primary vocational education as a method
for educating students in Computer Graphics and Multime-
dia, that students will achieve better exam results and that
this method of work will be gladly accepted by students.

Keywords— project-based learning, higher education,
computer graphics and multimedia, raster object processing

I. INTRODUCTION

Continuous improvement and improvement of the
knowledge transfer process aims at more efficient produc-
tion of professionals who will be able to respond to the fu-
ture challenges of their profession, and to take responsibil-
ity for their decisions [1]. In modern didactics, the largest
number of criticisms refers to frontal work which is aimed
at satisfying the needs of only average students. This way
of working is based on the transfer of ready-made knowl-
edge where students are passive participants. In order to
overcome these problems, it is necessary to modernize the
teaching process by developing and using new methods of
work [2] that would put students in the forefront as active
participants in the learning process. One such form of ac-
tive learning is project-based learning [2].

Branko Cebi¢

Academy of Applied Studies Western Serbia,
Valjevo Department
Uzice, Serbia
branko.cebic@vipos.edu.rs

II. REVIEW OF LITERATURE

Project-Based Learning is a comprehensive approach to
teaching and learning in the classroom designed to involve
students in research on authentic issues [3]. It is a form of
learning that trains students in real-world challenges they
may face in future professional career [4]. Project-based
learning enables students to learn by working and applying
their ideas, to deal with real, meaningful problems that are
similar to the activities of adult professionals [5]. Through
this type of learning, students are given the opportunity to
research, ask questions, suggest hypotheses and explana-
tions, discuss their ideas, challenge the ideas of others and
try new ideas. Research has shown that students who learn
teaching content organized through meaningful problems,
show better results than students who study in the tradi-
tional way [6, 7, 8]. Project-based learning has long been
used in higher education as a method for educating stu-
dents with the help of realistic problem tasks [9, 10]. These
tasks usually require initiative and independence from the
student. They need a lot of time to complete, result in the
production of the final product (eg reports or presentations)
and use educators in an advisory role [3,11,12]. Projects
can often involve students working in groups with the aim
of encouraging collaboration and developing interpersonal
competencies. This approach has already been implement-
ed as a good practice in bioinformatics training [13]. PBL
- Project Based Learning allows students to learn organ-
ized in groups in which they work together to solve spe-
cific problems and finally present the final result of their
work-projects in the form of a multimedia presentation,
written report, website or constructed product [2].

Project-based learning (PBL) is an active form of stu-
dent-centered learning. It is characterized by student au-
tonomy, constructive research, goal setting, cooperation,
communication and reflection in real world practice. Re-
search conducted in different contexts at different stages
of schooling, from primary to higher education, could not
determine with certainty the causal link between PBL and
the positive results of both students [14].

Experiential learning is a key factor in acquiring
knowledge through experiencing things. The basic idea
of project-based learning is to connect students' experi-
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ences with school life and to provoke serious thinking as
students acquire new knowledge. Through experiential
learning, and especially through PBL, a connection with
real-world problems is made [15].

In his paper, Dimmitt [16] analyzes the extent to which
project-based learning (PBL) contributes to learning effi-
ciency and the extent to which it provokes critical think-
ing among first-year university students. The results of his
analysis showed that the PBL method can learn students
effective techniques for increasing self-confidence and in-
dependent, critical thinking that are necessary for students
to be successful in their academic endeavors. Sulaiman and
colleagues [17] investigated the effectiveness of involving
students in environmental projects. The results of the re-
search showed that the greatest impact on the students had
projects that required them to make pleasant and unusual
final products such as a documentary, a campaign through-
out the school and an environmental exhibition throughout
the school. This result indicates that PBL can be imple-
mented with few resources, within the school building and
in the time allotted for processing the topic.

Branch [18] conducted a study to determine the ef-
fects of project-based learning on student achievement in
mathematics. The study examined differences in student
achievement in two charter schools in Chicago. In one
school, the traditional way of learning was applied, and
in the other, project-based learning. The results revealed
that there are statistically significant differences in stu-
dent achievement between schools that used project-based
learning as a learning approach and schools that used a
traditional learning approach.

The interdisciplinary field of mechatronics encompass-
es a coherent interactive design process that facilitates, in-
novates and develops desired skills by adopting experien-
tial approaches to learning. Mechatronic educational and
experimental systems have been developed to facilitate ex-
periential learning and improve the learning process in or-
der to stimulate thinking skills in undergraduate students.
Developed educational and experimental systems of Me-
chatronics are designed, implemented, programmed, tested
and successfully used by students within the designed lab-
oratory. Developed systems have their own learning indi-
cators where students acquire knowledge and learn certain
skills. Knowledge is acquired through engagement, prac-
tical experience focused on students inspired by collabo-
rative participation, reflection and interactive discussion.
The integration of learning outcomes related to the devel-
oped educational and experimental systems of Mechatron-
ics, combined with the project-based learning approach,
has given the desired results that indicate the improvement
of the learning process. The effectiveness of the developed
experimental systems has been demonstrated through an
experimental laboratory and through project-based learn-
ing at Sanio_Onoda City University, Yamaguchi, Japan,
and the American University in Cairo [19].

Numerous studies have investigated the effectiveness
of learning based on examining the effectiveness of the

application of the PBL method in the education of engi-
neers in various countries. For example, Ruikar and Dem-
ian [20] found that there was a link between learning suc-
cess and engaging industry partners through multimedia
podcasting in the UK. Industry partners provide real-world
cases that put them in the context of theoretical content.).
Multimedia content podcasting also addresses the issue of
student engagement. They can adapt to different ways in
which students learn (eg VARK - video, audio, reading /
writing and kinesthetic sensory learning modalities). The
paper describes a case study of the application of pod-
casting in the final year design module at Loughborough
University. The students were assigned a master planning
project on which to work. An industry partner was hired to
record an audio-visual session in which he gave a report
on key design considerations and rationale for the master
planning project. Later, in a dedicated lecture module, an
audio-visual podcast was released. Students were briefly
introduced to the scope of the podcast's content. The sur-
vey found that the student showed very good results on
the test and gave a very high grade to the podcast in the
questionnaire that asked for their subjective reaction to the
experience.

Hassan et al. [21] have adopted an integrated, multi-
disciplinary, project-based learning methodology in e-en-
gineering in Spain. Fernandes et al. [22] also applied a
project-driven education model developed by Powell and
Weenk (2003), and applied it as a learning model to stu-
dents at the University of Portugal.

Another study looked at project-based language learn-
ing. They used the theory of activities in the university
language program in Ireland. This study showed mixed
results in learning outcomes for study participants. Such
results are a consequence of contradictions identified in
the system of activities (unequal division of labor, lack of
time due to community obligations or opposition to the
rules governing activity in modules). [23].

ITII. EXAMPLE OF PROJECT LEARNING ON THE
SUBJECT OF COMPUTER GRAPHICS AND
MULTIMEDIA

Basic information about the project: Project learn-
ing is extremely suitable for learning in the IT group of
subjects through which, in addition to theoretical knowl-
edge, some organizational skills are acquired, communi-
cation skills, creativity, ability to take responsibility and
ability to work in a team. From the group of informatics
subjects that are studied at the basic vocational studies is
the subject Computer Graphics and Multimedia. From the
curriculum of the subject Computer Graphics and Multi-
media, a certain unit has been singled out, which refers to
the processing of photography. Through lectures in high-
er education, on the processing of photography, teachers
convey important theoretical information. Exercise classes
work on the practical improvement of theoretical knowl-
edge by applying creative methods of work on selected
content. Learning can be organized as a project research
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task. Students are engaged in processing the photo so that
it is convincing enough for the observer. Editing and pro-
cessing a photo can be extremely interesting because its
quality can be improved, and even top quality photos can
be obtained. The project would be organized over three
weeks (6 school hours). Students are divided into groups
of 5. The groups are heterogeneous. Each group has a full
task.

A. Preparatory phase

Project topic: Creating raster documents: techniques
of processing raster objects (tool palette, layering, selec-
tion, transformation, coloring, lighting, filters, actions, text
input and editing...).

Project objectives: General objective: to understand
the roles of computer graphics and multimedia in modern
business and communication and to master the basic tech-
niques of creating graphic and multimedia content.

Specific objectives: to improve the levels of informa-
tion literacy by collecting and selecting information; to
develop and improve communication skills; to develop
more efficient and effective collaborations-cooperation
of an individual in a group in order to achieve a common
goal; to form critical thinking (ability to distance oneself
from one's own beliefs and prejudices in order to come to
well-founded and logical conclusions about what to be-
lieve and what to do); to develop ICT skills needed to work
with computer and communication devices, software, ap-
plications ...; to establish cooperation between the two
Academies of Vocational Studies in Sabac and Valjevo.

Project outcomes: Students' ability to: organize and
see the project (acquire the ability to learn, research and
search, select and use information, develop social skills,
collaborate, acquire practical and managerial skills ...);
self-creation of posters, flyers, brochures or similar graph-
ic solutions; self-creation of a logo or illustration on a giv-
en topic; taking and processing a photo on a given topic /
need.

Holders of activities: Students, teacher. A cooperative
relationship is formed between them to solve the problem.
This attitude contributes to the development of self-initia-
tive, greater freedom in work and encourages the responsi-
bility of students to take the initiative in finding solutions.

Methods of work: Individual and group method,
Method of oral presentation (description, explanation, re-
porting), Method of conversation (discussion, brainstorm-
ing), Method of reading and working on the text, Method
of writing, Active and interactive methods of work (Activ-
ity encouraged by teaching technique, content or teacher
instructions, Interactive methods have the task to transfer
the activity from teacher to student, to help students learn
together, solve tasks and evaluate work.).

Forms of work: Team work (projects) - Working in a
team motivates the student better than working in a group.

There must be a willingness, knowledge and ability among
the members of the group to make a full contribution to the
achievement of a common goal according to their abili-
ties and role. Group form of work: The composition of the
group is determined by agreement between teachers and
students. According to the tasks, all groups do the same
task.

B. Project planning

Explanation of the project topic: An image is an arti-
fact that displays or records visual perception [24]. An im-
age can be defined as a two-dimensional function f (x, y)
where x and y are spatial coordinates, and the value of the
function represents the intensity at a certain point in space.
Given that about 90-95% of the information about the
world around us is obtained through the visual system as
visual effects, quality images must be convincing enough
to leave a good impression on the viewer. Regardless of
how the photo was created and whether it is product of an
amateur or a professional, for high quality, it sometimes
needs to be subjected to beautification - digital processing
with the help of digital computers. Digital processing is
performed to improve the visual characteristics of the im-
age in order to achieve a satisfactory image perception by
the observer.

The Chinese proverb "A picture is worth a thousand
words" confirms that our mind prefers to work with visual
elements than to use words. We can describe reality in
words, but we can directly show reality in pictures. And if
we prefer to use visual thinking as an important aspect of
information processing, unfortunately, in the field of edu-
cation, graphic methods are mostly neglected and knowl-
edge transfer is most often done verbally. In the middle
of the last century, a new concept of "visual thinking"
emerged as a pedagogical approach that advocates the
view that the ideal way to create, share, develop and ma-
nipulate ideas is to present in a visual sense. We process
images much faster than any information in text or oral
form. Visual information leaves a deeper impression on
us than what we read or what they tell us. It is clear that
language, as written, so is the oral, very sophisticated and
useful means of conveying ideas, however, this means of
conveying concepts has no immediacy or closeness to the
image. Example: it is much easier to learn what an apple is
if seen in a photograph or in real life than if we remember
its definitions [25].

Preparation for the selected topic: Students and the
teacher jointly define the main topic and plan activities and
contents, evaluate the learning process and their results,
generate and choose possible options. All team members
should be equally engaged. Members agree with each oth-
er. Upon completion, each team prepares a report on the
results of the project.

Each team was given the same task, to download an
image from the Internet and approach the development of
an image processing plan with a specific tool.
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The teacher suggests tools that I can use: Adobe Photo-
shop and Adobe Lightroom. Adobe Photoshop is selected.

Reason for choice: Adobe Photoshop (Photoshop) is
the market leader among professional programs in the field
of digital image processing and creation [26].

Choice of information sources: scripts from lectures
and exercises, PowerPoint presentations, materials from
the Internet, tutorials.

Choice of required resources: Computer, Software
and image processing application. Instructions-tutorials
available on Youtube can be used to use some tools. Take
into account what was presented in the theoretical classes.
Focus on the levels and phases of digital image processing.

IV. PROJECT IMPLEMENTATION

Implementation and materialization of ideas. Monitor-
ing the work plan, documenting the implementation of the
project (notes, pictures...). Possible example of concretiza-
tion of the project topic - opening the project.

A. Task 1: Turn a photo into a drawing.

Fig. 1. Example of concretization of a project topic
(Initial photo) [17]

Step 1: Launch Photoshop and upload the import photo
via the “Open” option.

Step 2: To get a black and white drawing, remove the
color from the photo. Menu bar- find the Image > Adjust-
ments > Desaturate option. Now color of the photo be-
comes "black and white".

Step 3: Duplicate a layer of "black and white" pho-
to. The Layers palette shows all the layers of the photo
stacked on top of each other. Right-click, select the layer
and select the Duplicate Layer option in the context menu
and then select the OK option. A new layer appears on the
palette above the "Background layer” called "Background

copy".

Step 4: Convert the "Background copy" layer to pho-
tonegative. Select it if it is not selected (the active layer is
colored blue) and use the Image > Adjustments > Invert
option.

Step 5: Work on the layer continues - return to the
layers and mix colors. Use one of Mod's merges on the
Layers palette to mix the colors of two photos. Select the
Color Dodge option from the drop-down menu. Turn the
white surface into a drawing using a Gaussian Blur filter.
The Gaussian Blur filter is located on the menu line Fil-
ter> Blur> Gaussian Blur. Select Gaussian blur and make
adjustments (value ranges between 1 and 10 pixels), 10
pixels were used for work purposes.

Step 6: You need to “glue” the layers by selecting the
"Background copy" layer, and right-click to select the
Merge Visible option. Only one layer is visible on the Lay-
ers palette now. Then the photo editing was successfully
completed.

Step 7: After converting the photo into a drawing, add
the text to the photo. Select The Horizontal Type Tool. Use
font settings (Brush Script MT, Italic) and font size (57
pt,strong) to add text.

Fig. 2. Example of concretization of the project topic
(Final photo after editing)

B. Task 2: Photo retouching. In Adobe Photo-
shop, retouch the original photo. Remove irreg-
ularities and make corrections on the skin and
face and make a uniform tonality

Fig. 3. Example of concretization of a project topic
(Initial photo) [18]

Step 1: Open the original photo and duplicate that layer
(Layer > Duplicate Layer).

Step 2: Select the Spot Healing Brush Tool from the
Toolbox. By applying this tool, irregularities on the skin
are eliminated.
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Step 3: Select the copy of layer and again make a du-
plicate of it (Layer > Duplicate Layer), and then apply the
"Dust & Scratches" filter (Filter > Noise > Dust & Scratch-
es) to that layer.

Step 4: On the same layer, apply a "Gaussian Blur"
filter (Filter > Blur > Gaussian Blur) with a radius of 2 px,
in order to obtain a soft skin tone.

Step 5: To get a more natural look, add a "Noise" filter
(Filter > Noise > Add Noise).

Step 6: Add a mask to this layer via the icon on the
Layers palette. Fill the mask layer with black (keyboard
shortcut D, X then ALT + DELETE). Then invert the color
of the foreground and the background so that the color of
the foreground becomes white (X on the keyboard), select
the paint brush (B) and use the brush to "paint the skin" in
the necessary places.

Fig. 4. Example of concretization of the project topic
(Final photo after retouching)

V. PROJECT PRESENTATION

Presentation in Word and PowerPoint presentation
with a description of the work process supported by pho-
tographs documenting each step. Various tutorials contain
instructions for making presentations. The presentation of
the project results is done in front of the teacher for 10
minutes. If necessary, the presentation time can be extend-
ed, but not longer than 20 minutes, because a longer pres-
entation reduces the attention of the listeners. The ques-
tions are short and are asked at the end of the presentation.
Question time - no longer than 15 min.

VI. EVALUATION

Since the presentation of project results is done in
front of the teacher, it can be more extensive in the form
of conversations between teachers and students and based
on feedback, an assessment can be given. The survey tech-
nique was chosen in this project. The project implemen-
tation is being evaluated. Students should give their opin-
ion in order to find out their position on the implemented
project. The example of the questionnaire for students is
arranged according to the survey, ie. Evaluation sheet for
students [29] with certain modifications:

1. Do you like the way you work on the project?
YES - NO - PARTIALLY - I DON'T KNOW

2. Are you satisfied with the team way of working on
the project?

YES - NO - PARTIALLY - I DON'T KNOW

3. Are you satisfied with the working conditions on the
project?

YES - NO - PARTIALLY - I DON'T KNOW

4. Are you satisfied with the coordination of teachers'
work on the project?

YES - NO - PARTIALLY - I DON'T KNOW

5. Do you better understand the essence of the content
through classroom lectures or project teaching?

YES - NO - PARTIALLY - I DON'T KNOW

6. Would you prefer team work, project teaching and
research tasks to be more represented in regular classes?

YES - NO - PARTIALLY - I DON'T KNOW

In addition to the evaluation of the project, future re-
search may also evaluate the work of teachers, the work of
group leaders and the work of each student individually,
the evaluation of available literature and the evaluation of
evaluation. In addition to evaluation in further research,
the effects of the application of project-based learning in
higher education can be examined.

VII.CONCLUSION

The subject Computer Graphics and Multimedia is a
subject that is taken at the basic vocational studies of the
first degree. The set goal of the course implies that students
at the end of the learning process should understand the
role of computer graphics and multimedia in modern busi-
ness and communication and master the basic techniques
of creating graphic and multimedia content. The compe-
tencies that are provided in the Curriculum of the course
are expressed through the outcomes of the course and must
be in accordance with the requirements of the profession.
Through the envisaged competencies in this subject, which
represent knowledge and skills, students should be trained
for a job in the profession for which they are studying. Re-
search has shown that project-based learning significantly
contributes to better student outcomes and performance.
Project learning can be designed and implemented in most
subjects. The main disadvantage of such learning is the
limited time frame for the material, which is extensive.
This kind of learning requires more times than classical
learning [30]. Excessive material and a condensed sched-
ule burden students. Because they may be uninterested in
work that additionally burdens them and takes away their
free time. The problem can also arise because students
have different places of residence, so there is a problem
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of organizing meetings outside of school. The advantage
of the method is that real life contexts and high technolo-
gy tools can be introduced into subject curricula through
project learning. In this way, students are encouraged to
work independently, develop critical thinking and lifelong
learning skills.

The proposed example of project learning could be im-
plemented in learning in which students and the teacher
would try to organize learning so that the set task is done
together in order to reach the set goal. For successful im-
plementation of such learning, not only certain experience
is needed, but also good organizational skills of teachers,
but also the will to step out of the beaten path of classical
learning, to accept the challenge and to be more engaged
in creating higher levels of student education. It is expect-
ed that he will give an example of project learning that
can be implemented in primary vocational education as a
method for educating students in Computer Graphics and
Multimedia, that students will achieve better exam results
and that this method of work will be gladly accepted by
students.

According to the Australian College of Teachers' Code
of Ethics: "Teachers have an obligation to keep pace with
learning achievements and with theories and strategies of
teaching... They are responsible for what they teach and
for the way they build relationships with students" (F.
Haynes).
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Abstract— E-learning was a matter of personal choice, in
line with individual preferences, commitments, and leisure,
until two years ago. We found ourselves in a scenario where
we all had to start working remotely, which had a significant
impact on education as one of society's foundations. We were
compelled to adopt two teaching models because of health re-
strictions: online and a blended hybrid model that mixes pe-
riodic face-to-face education with e-learning. Therefore, it is
now critical to assess the outcomes. This paper addresses this
topic, restricting its scope to the students' results and experi-
ences. A survey is performed to assess students' perceptions
of being taught online and in a hybrid model, as opposed to
face-to-face, and to determine which type of learning they
prefer. We investigated why two groups of students at dif-
ferent levels of study had such disparate survey results. The
outcomes of students' midterm exams over the previous four
years are analyzed to confirm the successful transformation
of the traditional curriculum into an e-learning model.

Keywords— e-learning, e-teaching, distance learning,
learning outcomes, higher education

I. INTRODUCTION

Higher education in Serbia has experienced numerous
challenges and significant transformations in the previous
15 years. European standards have been implemented in
education as a result of the Bologna Process, with the goal
of reforming higher education to make it student-centered
learning, to balance competencies, and to promote student
mobility. At the same time, a formal model of e-learning
in higher education was introduced. An institution that im-
plements a distance learning model must ensure that this
method of education provides the same levels of knowl-
edge and skills as traditional education. For that purpose,
the Republic of Serbia's National Council for Higher Edu-
cation developed the standards that higher education insti-
tutions must achieve during the accreditation process for
this method of learning. Simultaneously, the institutions
must meet the necessary ICT and software requirements
to deliver this model of education. According to the data
from the National Entity for Accreditation and Quality As-
surance in Higher Education in 2019, only 18 out of 270
higher education institutions (170 state-funded and private
faculties and 80 schools of applied studies) have at least
one accredited distance learning study program [1]. The
latest report from this institution reveals that currently

Ana Petrovié¢

Academy of Applied Technical Studies Belgrade
Belgrade, Republic of Serbia
apetrovic@tehnikum.edu.rs

there are only 13 institutions with at least one accredit-
ed distance learning study programs [2]. In the evolution
of higher education, there has been an increasing need for
short and accelerated programs that are different from for-
mal traditional academic programs. The implementation
of the dual education system in higher education reflects
the latest improvements in the education system in Serbia.
Combining it with e-learning could make it more efficient.

The delivery of learning, training or education program
electronically is called e-learning. According to some, it
is a subset of electronic business technology i.e., a form
of technology used to increase an organization's efficien-
cy, decrease expenses, or expands market reach using the
Internet. The application of these technologies achieves
many advantages over the traditional ones:

= Ubiquity: Elimination of physical or time constraints;

= Global coverage: Geographic, temporal, and national
restrictions have been erased thanks to the Internet, re-
sulting in a potential market for the entire world's popu-
lation;

® Universal standards: the standards and protocols on
which e-business technology is based are universal and
provide interoperability at the global level,

= Information wealth: Global market data can be obtained
easily, inexpensively, and fast with high precision;

® Interactivity: Information technologies used in e-busi-
ness technology are interactive and enable quality two-
way communication, which provides useful feedback
and adaptability;

® Personalization: User-specific content can be generated
and supplied based on his preferences, needs, or other
factors, which results in an individual's tailored environ-
ment (interface) that feels more comfortable.

Due to a health crisis, we found ourselves in a situa-
tion where working remotely was no longer a choice, but
a necessity. Depending on the sort of employment, remote
work is possible in some circumstances, but not in oth-
ers, such as production facilities, construction, etc. The
same path was followed in the education sector, where the
e-learning model has taken on a substantially main role.
People's mobility was limited by restrictions, but remote
working, e-learning, and online collaboration platforms,
as well as online leisure options such as gaming and video
streaming, began to grow. These new circumstances have
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underlined the Internet's critical role. As a result, Internet
traffic volume has increased by roughly 40%, often at the
expense of download performance, raising concerns about
the Internet's robustness [3] [4].

Education is one of the pillars of every society, and
it has experienced substantial disruption in recent years.
Professors and students alike were pushed to reconsider
how they used available technology to both provide and
receive academic resources. However, whether or not this
forced change was effective, it is time to examine the re-
sults of this period. Based on observations and experiences
from higher education, in the next sections of this paper a
critical analysis of e-learning issues will be presented, as
well as results on students' preferences regarding preferred
learning method. To confirm successful transformation of
one traditional curriculum into an e-learning course, we
conducted a comparative analysis of learning outcomes in
each teaching model. Our hypothesis is that the transfor-
mation is effective if the results are consistent, regardless
of the applied learning model.

II. TRADITIONAL AND E-LEARNING MODEL

In the previous period, there were many discussions
and research on the topic of e-education. The influence of
modern technologies on the process of learning and edu-
cation has greatly changed the traditional approach to ed-
ucation. The usual sage on stage approach is less and less
dominant in education. Sage on the stage is a teaching ap-
proach where a professor lectures their students to impart
knowledge. With little feedback, students are expected to
take notes, learn, and repeat this information when asked.
Students passively absorb the knowledge that the teacher
presents to them. To meet the needs of new generations,
lectures had to undergo a modernization process, which
included the addition of interactive multimedia content to
keep up with other social content and the environment. The
discussion surrounding the employment of digital technol-
ogies in higher education is primarily focused on student
learning rather than professor lecturing and their lack of

adequate digital literacy [5]. Utilizing new technologies in
education requires teachers to assume new responsibilities,
develop a range of new skills, and undertake a long list of
new roles. This is an ongoing research topic, which aims
to find different instruments for measuring digital compe-
tence in teaching. For instance, the European Framework
for the Digital Competence of Educators (DigCompEdu)
[6] summarizes a teacher's digital competence in six areas,
which are divided into 22 specific competencies, as shown
in Fig. 1. Area 1 is focused with at the greater professional
environment, i.e., educators' use of digital technology in
professional contacts with colleagues, students, parents,
and for their own career advancement. Area 2 examines
the skills required to utilize, develop, and distribute dig-
ital learning resources effectively. Area 3 is responsible
for overseeing and managing the use of digital technology
in learning and teaching. The use of digital techniques to
improve assessment is addressed in Area 4. The potential
of digital technology for learner-centered teaching and
learning practices is the emphasis of Area 5. The specific
pedagogic abilities necessary to enhance students' digital
competence are detailed in Area 6.

Students are constantly on social networks and text
messaging, and they use a number of online platforms
to express themselves. Young students are frequently de-
scribed as having a natural affinity to digital technologies
for everyday use. However, the main concern in terms of
education is if they are capable of learning independently
and with the same dedication in e-learning model. As a re-
sult, the guide on the side approach is becoming particular-
ly crucial in the distant learning model. An educator who
empowers students to study a subject area autonomously
or through mutual interaction while providing them with
learning resources, occasional guidance, assistance, and
correction. Also, it is not enough for students to know how
to utilize the various mobile devices and software that are
available at a given time throughout their studies at a high-
er education institution. Given the quick rate of technol-
ogy advancement, they must also be able to adapt to new
digital settings and create habits that foster the continual
mastery of new digital abilities [5] [7].
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Fig. 1.The European framework for the digital competence of educators. Source: [6]
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Professors who teach intensively online have been re-
ported in multiple studies to have a higher rate of burnout
than professors who do not teach online [7]. Intellectu-
al property concerns are addressed as losing intellectual
property rights to teacher's course materials that may in-
clude original approaches and creative concepts. Enforc-
ing copyright and fair use of educational materials avail-
able online presents numerous challenges. It's not unusual
to come across a simple link to another teacher's online
materials within an online course. Are appropriate refer-
ences sufficient for satisfaction, given the time and effort
invested in creating course materials?

Learning to conduct courses using digital resources has
an overall positive impact on online teaching approaches
in higher education [8]. Due to health restrictions, during
last two years, we used two models of teaching: online and
a blended learning hybrid model. Hybrid learning model
combines face-to-face education with online attendance.
Lecturers have been given new roles in these models, com-
pared to traditional education. On the other hand, students
were given additional responsibility for conducting learn-
ing and successfully mastering the material with much
less teacher's assistance. Higher education institutions that
never had an e-learning model before were forced to com-
pletely change their teaching methods, and teachers were
forced to adapt their courses and materials to an accept-
able digital form in a very short period of time, without the
support of course designers, computer experts, or graphic
production staff. In addition to their professional compe-
tencies, teachers are tasked with mastering the skills of
using digital distance learning platforms in a short period
of time. Those who could not adapt so quickly, kept in the
usual sage on the stage approach, conducting traditional
lectures using well-known collaboration tools like MS
Teams, Zoom, Slack, etc. However, at the time of global
insecurity and health concerns, enormous effort has been
invested by all teachers, and that is something that society
must honor in some way.

It is important to measure student satisfaction, dedica-
tion, and achieved results, and dropout rate. The next sec-
tion of this paper addresses this topic, restricting its scope
to the students' results and experiences. We explore how
students evaluate being taught online and in hybrid model,
compared to face-to-face, and ultimately which model of
learning they prefer on undergraduate and master's pro-
grams in the field of applied technical studies.

II1. FINDINGS AND DISCUSSION

A. Preferred teaching model

During the current semester, a group of students in the
first and second year of undergraduate applied studies were
being polled, and an online survey was carried out with a
group of students in the first year of master's applied stud-
ies. The aim of the survey was to find out which learning

model students prefer. A total of 150 students were sur-
veyed, corresponding to 67.57 percent of the total number
of students who were eligible to participate. The poll was
open to students who were enrolled for the first time in the
specified year of study. The survey findings are presented
in Table 1. Averages of 87 percent of undergraduates, re-
gardless of the year of study, have a strong desire to partic-
ipate in traditional classes. As expressed during the avail-
able discussion, the most common reasons for traditional
learning model are foremost the social aspect, followed
by a better understanding of the lessons and learning con-
sistency. The students stated that it suits them better when
they come to a higher education institution, make personal
contact with teachers and colleagues, exchange opinions,
study in a group, socialize at the same time and spend extra
time together after classes. They admitted that having a set
class schedule fits them considerably better than having to
plan their own time. They attain substantially better learn-
ing continuity this way. A completely different choice of
learning approach is noticeable among master's students,
with 90 percent preferring the hybrid model. The majority
of students in this group is employed or live outside of the
higher institution's city, which are the primary reasons for
their choice.

TABLE I. A SURVAY ON PREFERRED TEACHING
MODEL

Preferred teaching model

Students Polled
Hybrid Traditional

Ist year
undergraduate 12.20% 87.80% 65.08%
2nd year
undergraduate | 13.56% 86.44% 72.84%
Ist year
master's grad- | 90.00% 10.00% 64.10%
uate

B. The success of transforming traditional cur-
riculum into an e-learning model evaluation

The authors of this paper are teachers in the course In-
formatics, which is mandatory in the second year of all
study programs in our department. A comparison of stu-
dents' performance and activity in the online, hybrid, and
traditional learning models is conducted by analyzing the
results achieved in this course in the last four years. This
course comprises one class of theoretical teaching and
three classes of laboratory exercises per week. Because of
the greater focus on practical teaching, transforming this
segment of the curriculum into an online model posed a
challenge, especially considering that in 2020, after just
two weeks of the semester, the decision was made to trans-
fer from a traditional to an online model. Creating study
materials for online teaching is a difficult and time-con-
suming task. Although it is commonly assumed that young
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people have a natural predisposition for digital technolo-
gies, our main concern was whether the generated online
materials would be attractive enough for them to sustain
their attention and approach learning with the same dedi-
cation. To meet the needs of new generations, the lectures
are designed to include as much interactive multimedia
content as possible, in order to remain coherent with other
social networks' content and the environment to which stu-
dents are accustomed. Complete teaching materials were
uploaded on the well-known distance learning platform
Moodle. This platform was chosen because it supports
all guides on the side approach criteria necessary for con-
ducting laboratory exercises, especially in light of novel
circumstances. It was crucial to empower students to ex-
ercise autonomously with provided learning resources,
enabling their mutual interaction using the platform's chat
capabilities, and ensuring students monitoring, guidance,
assistance, and correction. All laboratory exercises were
covered by extensive video tutorials. MS Teams, a syn-
chronic groupware solution for online meetings, is used
for the theoretical parts of the course and consultations.
Asynchronous groupware tools like e-mail and chat were
used as additional communication channels. To ensure
continuity in the hybrid teaching model, students were
given lectures in electronic form for the entire curriculum,
regardless of whether some lessons were conducted face-
to-face. Although that is beyond the scope of this paper, it
is interesting to note that we have encountered mentioned
issues such as work overload, burnout, and intellectual
property concerns.

In order to analyze the success of the implemented
transformation of the traditional curriculum into the mod-
el of e-learning, we reviewed the available data on the
outcomes gained by students in the preceding four years
at midterm exams. A midterm grades are a snapshot in-
dicating how a student is performing academically in the
course. Classes were held traditionally in 2018 and 2019,
so these statistics serve as a baseline for comparison with
the outcomes attained in 2020 when classes were delivered
online and in 2021 when a hybrid approach was used. Av-
erage outcomes gained by students are presented in Fig.
2. Regardless of the applied model of education, the out-
comes from both midterms are uniform in all four years
evaluated; even a slight improvement in the hybrid model
of teaching is noticeable. From the foregoing, it can be in-
ferred that the process of transforming a traditional curric-
ulum into an e-learning model has been done effectively.
It is worth mentioning that the students expressed great
pleasure with the manner and quality of available lessons,
to our great satisfaction.

2018 2019 2020 2021

5

® 1st midterm ™ 2nd midterm

Fig. 2 Average outcomes in the preceding four years
at midterm exams

A summary of similar research was given in [9], all
of which concluded that in terms of knowledge transfer,
it is possible to achieve the same learning outcomes by
applying distance learning or traditional education. How-
ever, concerns regarding generalizability need to be taken
into account in terms of the scientific fields to which the
research relates. This study focused solely on non-STEM
(Science, Technology, Engineering, and Mathematics)
courses. These results may not translate into the compara-
ble performance of students in STEM courses that require
a laboratory-based component. However, a few promising
studies in the field of science report the effective transfer of
traditional undergraduate biology courses to online learn-
ing [10], as well as the conclusion that hybrid learning in
an embryology course had no difference in overall student
performance [11]. Our research supports these findings,
demonstrating that in the field of computer science, trans-
forming a traditional curriculum to an e-learning model
can be carried out efficiently, achieving the same learning
outcomes.

IV. CONCLUSIONS

When considering the e-learning model, all relevant
criteria must be considered from the perspectives of stu-
dents and institutions. From the students' point of view,
the advantages are that they allow a certain group of peo-
ple, usually employed students, to learn at their own pace
and at a time that suits them. Simultaneously, it helps to
save time for students who live outside of the institutions'
city, as well as reducing the expenditures of travelling and
accommodation during their studies. On the other hand,
e-learning must be a personal choice based on individu-
al desires, abilities, and preferences. The benefits of this
model were acknowledged by older and more mature stu-
dents, mostly due to their other engagements, according
to research conducted on students who were compelled to
study online or in a hybrid model. Young people, on the
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other hand, are concerned about receiving the same qual-
ity of education as in the traditional approach. The social
aspect of conventional education is very essential in terms
of developing social and professional life. Student organ-
izations organize forums, lectures, sports competitions,
student parties, tourist vacations and excursions, human-
itarian initiatives, and other activities. All these activities
and benefits are significantly reduced in distance learning.
Nonetheless, based on the presented research, we may
conclude that e-learning matches traditional education in
terms of knowledge transfer.

The advantage of e-education, from the perspective of
educational institutions in Serbia, is shown in the ability
to extend market reach and the total number of students,
bearing in mind that accreditation requirements for physi-
cal resources and number of active teachers are lower than
in traditional. Significant investments in ICT equipment,
as well as the hiring of IT experts, who are now the most
expensive work power in the market, are required. Much
more teacher engagement and collaboration with assistants,
editors, course designers, computer experts, and graphic
staff members are required for well-prepared lecturing. As
a result, the number of accredited study programs based on
the distance education model at Serbian higher education
institutions has decreased. However, after being forced to
use this model of learning for the past two years, it is an-
ticipated that interest in this model of learning will grow,
resulting in a rise in the number of newly accredited study
programs. The combination of a dual education model and
short study programs offered via distance learning could
be the next great advancement in higher education.
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Abstract— Having many assignments teachers tend to
use automated grading systems to make the grading process
more efficient. One of the problems while using such systems
is detecting plagiarism. Many tools for detecting plagiarism
have been developed and are still being improved. These tools
can detect the percentage of program similarity, but cannot
determine if the similarity is a product of plagiarism or not.
In this paper, it is shown that high similarities between imple-
mentations are not always a product of plagiarism. Functions
which may have a high similarity percentage among students
are those for which solution was provided during the course,
coding style used during the course, and small functions with
a small number of possible solutions. For these functions, it
is not possible to determine whether the code was plagiarized
only by detecting code similarity.

Keywords— plagiarism, plagiarism detection, code simi-
larity, automated grading systems

I. INTRODUCTION

The outbreak of the COVID-19 pandemic forced many
faculties to change their courses in order to better adapt
to the new circumstances. This pushed e-learning to be-
come the dominant mean of teaching in a situation where
physical contact is meant to be restricted. In recent years,
many faculties had to adapt their courses to be online and
the popularity of online courses is rapidly growing. The
sudden increase in the volume of usage of e-learning plat-
forms also brought new problems which teaching staff had
to consider when conducting the faculty curriculums. One
of the mentioned problems refers to the large number of
exams which had to be reviewed and graded. In order to
assess many students’ programming assignments, teachers
tend to use automated grading systems. One of the main
problems with automated assessment is detecting plagia-
rism among the students’ assignments.

Oxford University defines plagiarism as “present-
ing someone else’s work or ideas as your own, with or
without their consent, by incorporating it into your work
without full acknowledgement”.[4] It is important for the
issue considered in this paper to emphasize that plagiarism
refers not only to physical materials, but also to those in
electronic form, as well as the fact that plagiarism can be
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Department of sofiware engineering,
Faculty of organizational sciences
University of Belgrade
Belgrade, Serbia
sasa.lazarevic@fon.bg.ac.rs

intentional, but also unintentional. In the context of pro-
gramming assignments, students are prone to take others’
code and incorporate it into their assignments, often with-
out changing even a single line and without fully under-
standing it. This can be especially problematic in exams
which are meant to test students’ problem-solving skills
and their programming proficiency.

Tools for automated grading of programming assign-
ments usually impose certain restrictions on the possible
implementation of the students’ solutions. These rules are
most often concerning function prototypes, class names
etc. Regarding strict rules when taking a test, several is-
sues can be observed. Students must follow pre-deter-
mined blueprints while implementing the functions, which
leaves them with little space to use their problem-solving
skills. Types of automated tools which use static analysis
usually expect a student to implement one of the model
solutions and can be too restrictive [3], while tools which
are test-based can be too strict while grading because they
is unable to grade code which has any error.[6] It is im-
portant to estimate how strict the restrictions imposed on
students should be, in order to be able to detect plagiarism
correctly.

To detect plagiarism, many tools for detecting the sim-
ilarity of programs have been developed. Some of the pop-
ular tools are MOSS, JPlag, Plaggie and others.[2][5][1]
These tools compare all submissions against each other
and usually provide a report containing the most similar
programs. As stated, these tools only provide information
about the similarity of programs, without determining why
the programs are similar.

Here will be analyzed how the similarity of programs
depends on the given assignments. Some functions are
common in programming or there is a limited number of
ways to implement them. Also, in the course, students are
taught to implement a function usually in one manner.
When students are required to implement such functions
in an exam, it is likely for programs to be more similar.
These functions will be referred to as common functions.
When students are required to use their problem-solving
skills and solve more complex problems which may differ
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considerably from those lectured during the course, it is
expected that students will have more different solutions.
These functions, which can have multiple implementa-
tions, will be referred to as non-common functions. In this
work similarity of programs containing common functions
as well as those containing non-common functions will be
analyzed, in order to ascertain how assignments affect the
usage of these tools and to prevent misusage of plagiarism
tools. By knowing to what extent this alters results, it will
be possible to determine which similarity percentage is ab-
normal and probably a result of plagiarism.

II. METHODOLOGY

Analysis of students' programming assignments was per-
formed with assignments from an introductory program-
ming course in C. Assignments are consisted of several
functions to be implemented. Due to usage of automated
grading tool, students were given prototypes of these func-
tions and type definitions for structures. Some functions
(i. e. printing array, matrix, finding a member in an array
or a list...) are as same or similar to those shown during
the course, while other functions are not provided in the
course materials.

The similarity of assignments are analysed in four ways:

1. whole programs containing all functions,

2. only functions which are considered common or simple
functions for which similarity is predicted to be high,

3. only functions which are considered non-common, func-
tions which haven’t been explained during the course
and can have multiple solutions, thus lower percentage
of similarity is predicted,

4.each function separately, which allows determining
what kind of function had higher similarity and which
had a lower percentage of similarity.

All analysed assignments were implemented by stu-
dents at one exam. The exam was conducted at the faculty,
while students were monitored by teachers. Nevertheless,
the problem analyzed here can also be applied to situations
where exams are conducted fully online. The assignment
consisted of seven functions which students had to imple-
ment. Two of seven functions are considered common (i.e.
print an array, find a node in the list etc.). Three of them are
considered non-common, meaning that solutions to these
or similar functions were not provided in the materials
for the course. While two remaining functions cannot be
grouped in either of the two.

JPlag tool was used for determining program similarity
analysis because the report shows a number of matches
grouped by the percentage of similarity, which allows for
determining the average percentage. In Fig. 1, a screenshot
of JPlag’s report is shown. When comparing all submis-
sions with this tool, sensitivity must be determined. Sensi-
tivity represents the minimum number of tokens required
to be counted as a matching section, and smaller values
might lead to more false positives.[4] The sensitivity value

cannot exceed the maximum number of tokens. Sensitivity
for the whole assignments and files with more functions
was set to the default value of 12 tokens. For files con-
taining only one function sensitivity value of 4 tokens was
used, because some functions were short and sensitivity
above 4 token did not successfully determine similar parts
of code.

In order to assess the similarity of these programs, for
each student program were generated four types of files — a
file containing all functions, a file containing only func-
tions which are considered common or simple, a file con-
taining only those which are non-common and a separate
file for each function.

Search Results

Matches sorted by average similarity (What s this?):

download csv

Fig. 1. JPlag report

III. RESULTS

Before the analysis, students’ assignments were separat-
ed into the files as stated above. The total number of per-
formed analyses is ten:

= | for the whole assignment containing 7 functions which
students were asked to implement. Other auxiliary func-
tions which students may have implemented were ex-
cluded,

= | for functions which are expected to be similar (com-
mon),

= | for functions which were not expected to be similar
(non-common),

= 7. one for each function.

At Fig. 2 the vertical axis shows a percentage of total
matches done, while the horizontal axis represents a group
of similarity. For example, almost 40% of matches done
with files which contained only common functions, have
between 40 and 50% of similarity. In Table I, number of
comparisons in each similarity group is shown, but results
were separated in five groups instead of default ten. As it
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can be seen from Fig. 2 and Table 1, the similarity tends
to be over 50%. For non-common functions, the similarity
tends to be lower than 20%. Overall similarity tends to be
lower than 30%. Meaning if the assignment consisted only
of functions for which solutions are provided in materials
or during the course, a higher similarity percentage can be
expected. This similarity, however, is not necessarily the
consequence of plagiarism since the common functions
can be implemented in a limited number of ways (as ex-
plained before), so it is not possible to determine whether
the code was plagiarised or not at all. This may affect the
ability to use tools for determining plagiarism. On the oth-
er hand, assignments which require better understanding
and problem-solving skills and for which many different

solutions can be constructed make preventing and detect-
ing plagiarism much easier, but also can lead to a high-
er number of failed assignments, since the non-common
functions tend to be more difficult for students. It is also
observed that a lower number of students have implement-
ed these functions.

Similarity for whole assignments shows that for this
particular exam plagiarised assignments can easily be
observed, with a high percentage of similarity. But if the
assignment contained only common functions, plagiarised
assignments would not be easily detected.

TABLE I. ASSIGMENTS SIMILARITY REPORT

Assignments comparisons
Similarity % Expected to be similar Expected not to be similar Whole assignments
Number Percentage Number Percentage Number Percentage
0%—20% 70 9% 504 72% 267 36%
20%—-40% 73 9% 178 25% 381 51%
40%—60% 357 46% 3% 88 12%
60%—-80% 116 15% 0% 5 1%
80%—100% 70 9% 0% 0 0%
40%
- I I = F1 and F2 — common functions (e. g. printMatrix, add-
I NewNode...),
o B - e L A I = F4, F5, F6 — non-common functions, functions previ-

90%- 80%- 70%- 60%- 50%- 40%- 30%- 20%- 10%- 0%-
100% 90% 80% 70% 60% 50% 40% 30% 20% 10%

m Expected to be similar m Expected not to be similar

Original assignments

Fig. 2. Similarity report between files with all func-
tions, files only with functions which are expected to be
similar and between files only with functions which are

not expected to be similar

In Fig. 3 and in Table II, the percentage for two func-
tions which are expected to be similar is shown. The per-
centage of comparisons for each similarity level is shown.
Functions names are:

ously unfamiliar to students (e. g. startGame, addMove,
transformList...)

® F3, F7 — cannot be grouped in one of the previous two
groups.

As it can be seen, the average percentage tends to be
higher among common functions. For example, almost
90% of matches had a 90% of similarity of function for
printing matrix (F1). For function F2, over 75% of total
matches have similarities over 60%. For functions F4, F5,
and F6, it can be observed that none of the functions has
a high percentage of similarity matches (over 60%). Some
of the functions like F5 and F4 have over 78% and over
40% of matches below 40% of similarity, where half of the
comparisons for function F5 have similarity below 20%.

TABLE II. ASSIGMENTS SIMILARITY REPORT FOR EACH FUNCTION (%)

Comparisons of functions (%)
Similarity %
F1 F2 F3 F4 F5 Fé6 F7
0%-20% 0% 4% 9% 15% 50% 4% 23%
20%—40% 0% 10% 27% 38% 29% 17% 12%
40%-60% 1% 8% 26% 26% 16% 31% 26%
60%—80% 0% 30% 21% 19% 5% 30% 20%
80%—-100% 99% 48% 17% 3% 0% 6% 18%
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20%
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0% | | | ] - —
90%-  80%- 70%- 60%- 50%- 40%- 30%- 20%- 10%- 0%-10%

100% 90% 80% 70% 60% 50% 40% 30% 20%

HF2 mF1

Fig. 3. Similarity between common functions

In Fig. 4, the number of percentages for three of the
non-common functions is shown. As it can be seen, one of
the functions is not similar at all to other implementations
in almost 40% of the comparisons.

40%
35%
30%
25%
20%
15%

10%
w o LI |

90%- 80%- 70%- 60%- 50%- 40%- 30%- 20%- 10%- 0%-
100%  90% 80% 70% 60% 50% 40% 30% 20% 10%

WmF4 WF5 WF6

Fig. 4. Similarity between non-common functions

IV. DISCUSSION

When given functions for which solutions were given
in materials or explained during the course, or similar, a
higher percentage of similarity is expected. Also, for func-
tions which have a limited number of possible implemen-
tations, we can expect the similarity to be higher. In this
case, the high percentage of similarity does not necessarily
mean that there had been plagiarism among the students'
works. Plagiarism is harder to detect in this case.

With functions for which can be given more than one
solution and for which there is not a solution provided dur-
ing the course, a lower percentage of similarity is expect-
ed. For these kinds of functions, it is easier to determine
whether implementations were a result of plagiarism. In
this case, a high percentage of similarity between students’
works usually means that they had plagiarised.

When a number of submissions are compared it is obvi-
ous that those new functions, which are not common, have
a lower number of submissions. Also, implementing com-
mon functions like printing or reading from standard input
cannot be avoided, same as simple functions for which
students may give similar solutions. Teachers should be
aware that the percentage of similarity depends on the
earlier students’ experience of solving those functions.
When functions are the same as those presented during the

course, a higher similarity is observed and it is hard to de-
termine if this similarity is the consequence of plagiarism
or the student’s familiarity with the problem being solved.

In the mentioned tools, there is a possibility of exclud-
ing such common parts of the programs from the report,
but when the programs mainly consist of simple or already
familiar functions, the usability of these tools is question-
able.

When given an assignment containing several functions
which are familiar and several which could be considered
non-common, tools for detecting plagiarism are effective
in determining the assignments which contain plagiarism
to a large degree, but smaller functions or partially plagia-
rized code may remain undetected.

Some tools for plagiarism detection such as MOSS,
have ways to avoid grading common functions or shared
code as plagiarism. MOSS enables the declaration of base
files which e. g. could be provided by teachers. In addi-
tion, MOSS enables declaring a maximum number of as-
signments before declaring a part of code as common. For
number n, if a code appears in n or more assignments, that
part of the code isn’t considered as part of plagiarized code.
One of the cons of using MOSS is that it is an online-only
tool which generates HTML response which isn’t consid-
ered safe in terms of students’ privacy. For this research,
MOSS doesn’t provide an aggregated report, making it
troublesome to assess a normal percentage of similarity
and its distribution.

V. CONCLUSION AND FUTURE WORK

In this paper, it has been shown how a previous knowl-
edge of possible implementations for functions can result
in similarly implemented solutions among the students.
But also, using common functions is often necessary while
implementing programs, and can’t be avoided. With us-
ing programs such as JPlag, assignments which contain
plagiarized code should be obvious, depending mainly on
assignment requests.

Plagiarism tools and tools for automated grading are
being used for a long time and improved through the years.
While automated grading brings many benefits to the pro-
cess of grading, it also limits the number of possible solu-
tions for the assignments, making it harder to determine
whether a similar code is a result of plagiarism or a coin-
cidence.

When designing the assignments, teachers should have
in mind not only the functions for which solutions are
shown during the course, but should also consider how the
complexity of the function affects the same issue. The sim-
pler the function, the higher similarity should be expected,
because a limited number of solutions are possible, while
students are not motivated to implement the most creative
solution, but only a working solution. But if functions are
too complex, automated test tools could be too strict in
terms of grading, not being able to partially grade code.
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Annoramus: C pocrom npumenenuss UKT Texnosoruit
U pa3BUTHeM LM(PPOBON IKOHOMUKHM B KOHLE IPOLILIOIo
U Hayajle HOBOIO CTOJIeTHsI BONPOCHI KOHKYPEHIHH, eé
NMPHUPOJBLI M POJIH B IKOHOMHKe MOSIBUJINCH B HOBOM CBeTe M ¢
HOBO¥ cui10i. Mcxoas u3 noJio:keHuii U3BeCTHOM TeOPUH IATH
cus1 Maiikaa Iloprepa MHOrHe 0KMIaJI4, YTO NPUMEHEHHE
HHTEepHeTa NPHUBEIET K POCTY KOHKYPEHIIMH, OKa3aB
OrpoMHoOe BO3/eiicTBHe KaK HA CTOPOHE MpeJJIo/KeHHs], TaK
oco0eHHO Ha cTopoHe cmpoca. Hekxoropble mccienoBaHus
Ka3zajoch Obl MOATBepkIaau Takue Haxexabl. Ho, apyrue
IMIUPHYECKHe JaHHbIe H COOTBETCTBYIOLINE HCCIeJ0BAHUS
MOKAa3aJIi, YTO 3TO He COBCeM TaK, U YTO NMOATBeP:KIaeTCs
ajJbTepHATHBHAN Teopus «Ilodenurean 3a0upaer
BCé», CONIACHO KOTOPOW KOHKYpPEeHUUsl Ppa3BHBaeTCsl
B HANpaBJeHHH MOHONMOJIMCTHYECKOH  KOHKYpeHIIHH.
Cutyauuss B CepOuu, oxa3aBuIeiici B HEKOTOPbIX
HCCJIeOBAHUSX B IPYIIe CTPAH 3aPOsK/IAIOIUXCS JTHIePOB B
ooaactu UKT, noka He sicna. OcHoBbI ucnosib3oBanusa UKT
yiKe TMOJI0:KeHbI, HO 3JIeKTPOHHBIN OH3Hec NMOKa He CTOJIb
Pa3BUT. DMINUPUYECKHX HCCIe0BAHMI BIMSIHUS HHTEPHETA
U UKT Ha KOHKYpeHUHIO HeT, HO ObICTPOe pa3BUTHE ITHX
oTpacjeii BHyIIaeT, YTO KOHKYPEHLHsI MOKA [J0CTATOYHO
CHUJIbHA. JTO 0COOEHHO MOXKHO CKAa3aTh MPO CaMbIid CEKTOP
UKT, xotopslii sBjIsieTcsl caMoii ObICTPO pa3BUBalolieiics
0Tpac/u B cepOCKoii IKOHOMHKe.

KiroueBbie cioBa: nuppoBasi 3KOHOMHKA, HHTEPHET,
KOHKYPeHIUsl, KOHLeNIMsA NaTH cuj, Teopus «Ilodexurenn
3abupaer Bcé», UKT, Cepous

I. BBEJEHUE

B pannux 1960x rr. B AeNOBBIX Kpyrax pa3BUTBIX
CTpaH Ha4YaJOCh IPUMEHEHHE KOMIBIOTEPOB, U 3TO
CUHTAETCS HadaJoM HOBOH, IM(POBOH pPEBOIIONNH,
XapakTepu3yloleil B 0Oojiee IIMPOKOM CMBICIE CJIOBa
mepexoyy OT TpeTbell K 4YeTBEPTOM NPOMBIIUIEHHON
peBomtonuu. E€ 0CHOBHBIMM XapaKTepPUCTUKAMH SIBIISIFOTCS
TEXHOJIOTHH, Pa3BHUBAIOIIMECS HMCKIIOYATEIIHLHO OBICTPO,
M3MEHSIS TP ATOM HE TOJIBKO DKOHOMUKY M JKOHOMHUYECKUE
OTHOIIICHHMSI, HO ¥ BECh OOBIKHOBEHHBI YKJIa1 YKU3HH JTIO/ICH.
[Ipu 5TOM CaMble KpyITHBIE HEPEMEHBI IPOU3OIILTH UMEHHO
B DKOHOMHUKE: PA3JIMUYHbIE MHHOBAI[MOHHBIE TEXHOJIOTUU
MIPUHECTH MHOTHE HOBMHKHM B TPaJHIMOHHBIN OW3HEC,
TaK 4TO OH CTAHOBUTCS MTOUYTH Hey3HaBaeMbIM. Cpean HUX
0CcoOCHHOE BHMMAaHHE YICTSIETCSl Pa3BUTHIO WHTEPHETA
W MOOWIBHBIX KOMMYHHKAIMH, C TIOCIEICTBHUSIMH

BUAMMBIMH J1axke Hernpogeccronanam. KoneuHo, Bce 9TH
MIepEeMEHbI C TEUCHHEM BPEMEHU PACUIMPSIIUCH 110 BCEMY
MHUpY, XOTSI U1 HEPAaBHOMEPHO, KaK 3TO BIIPOYEM OBIBAJIO U
C IpyTUMHU MHHOBAIMSIMU U B JIPYTHE BpEeMEHa.

JlercTBUTEILHO, B HOCIEIHNE HECKOJIBKO
JECATUIETUH BO BCEH MUPOBON 3KOHOMHUKE MPOMCXOAST
MIPOLECCH Tepexoia K MI00AIbHOMY HCHOJIB30BAHHIO
QIIEKTPOHHBIX CPEACTB I oOMeHa HH(opMarmend u
coBepuieHust  TpaH3aknuid. COBpEMEHHOE pa3BHTHE
TOPTOBJIM KaK Ha MECTHOM TaK M HAa MHUPOBOM YPOBHSX
MIPEAIoIaraeT IMEHHO PUMEHEHUE CPECTB OBICTPOTO U
HaAEKHOTO TepeHoca WHPOPMAIHi, a TAKIMH B TIEPBYIO
o4epelb SIBISIFOTCS 3JIEKTPOHHBIE HOCUTENN NH(POPMALIUH
— KOMIIBIOTEPBI M COTOBBIE TeNe(POHBI U TEXHOJIOTUH
cBa3aHHble ¢ HuMH. CrpemurensHoe pasButne WKT
TEXHOJIOTHH TIOATOTOBMJIO TIOYBYy HE TOIBKO IS
JNIEKTPOHHOM TOPTOBIIM, HO M JJIEKTPOHHOTO OM3HEca B
LIETIOM.

B 3THX HOBBIX yCIOBUSIX M ITIPOOIIEMBI KOHKY PEHIIHH, KaK
OJIMH M3 KPYMHEHIINX BOIPOCOB CO3/1aHMs dPPECKTUBHOM
DKOHOMUKH, MOSABISIOTCS Ha IOBECTKE JHS C HOBOH
cunoil. HoBble TEXHOIOrMM HECOMHEHHO pPaCIIUPSIOT
BO3MOKHOCTH y4aCTHUKOB Ha PBIHKE, HO KPOME O4EBHTHOTO
JICUCTBHSI Ha PBIHKE TPy/a, B HANPABICHUN YBEINYCHUS
crpoca Ha BHICOKOKBaJIM(UIMPOBaHHBIE paboune MecTa,
OCTaJIbHBIE BO3/JEMCTBUS MOKA3bIBAIOTCS HE TaK SICHBIMU.
Oskuannss MHOTHX HCClieioBaresieii cHadana ObLIH, 9To
WHTEpHET M BOOOIIE HIU(POBHIE TEXHOJOTHH TPHUBELYT
K YCWIEHHIO KOHKYPEHILUH, B pE3yJIbTaTe KpPYMHBIX
IepeMeH B LIeJ0M 3KoHOMUKe. HekoTopsle uccnenoBanus,
Kazanoch Obl, TONTBEPXKAAIM Takue oxunanus. Ho,
MOSBUINCH U MIPOTUBOMOJIOKHBIE TIOTOKEHHS: HEKOTOPBIE
OMIUPUUYECKNE HUCCIEIOBAHUS CTaBUIM TaKUE OLEHKU
1I0J] COMHEHHE, MOATBEPK/asi aIbTEPHATUBHYIO TEOPUIO,
COMIACHO KOTOPOH KOHKYPEHIIUS IBUKETCS B HAIIPABICHUI
CO3/JJaHUsI MOHOTIONHH. Borpockl cooTHOMmEHUS TN POBOMA
DKOHOMHUKM U KOHKYPEHIMM TOKa emé nAanéku OoT
OKOHYATEIILHOTO OTBETA, HO TEM 00JIee OHH 3aCITyKHBAIOT
MIPUCTAIBHOIO aHAIN3a U MOCTOSHHBIX UCCIICAOBaHHMA.

B stom nokmaze Mbl monpoOyeM cienath 0030p Ha
BIMsiHUE TpuMeHeHus coBpeMeHHbIXx MKT TexHomorui,
T.c. B Oosee oOmeM cmbiciie U(POBOH IKOHOMHKH Ha
pa3BUTHE KOHKYPEHIUH, oOpalas 0COOEHHOE BHHMaHUE



2022 International conference on E-business technologies (EBT)

157

Ha curyauuio B CepOun. OCHOBOHM miisi Hamieil paboThI
SIBIISIETCA TEKCT [3], TMOATOTOBIEHHBIA Ui HEJAaBHEH
koH(pepeniun B Hmxaem Hosropome, moCBSIIEHHOMN
MoJI00HOI TeMaTuKe.

II. UTO MEHAET IU®POBA S SKOHOMUKA

[udpoBuzanuss 1 pasBuTHE LUPPOBOH HKOHOMHUKH,
KaK 9KOHOMHUKH OCHOBaHHOM Ha IU(DPOBBIX TEXHOJIOTHSIX,
NIPUHECIIH 3HAYUTEIIbHBIC NIEpEMEHBI BO BCell YKOHOMUKE,
NPOSIBJISIIONINECS] B MHOM CO3/[aBaHMU IPOLYKTOB U HX
Xapakrepe, HMHOW OpraHu3aludl NpPEINpUSITHS, WHOH
TPAaKTOBKE TpyJa M CIOCOOE CO37aHHUs CTOMMOCTEH.
OTH TepeMeHbl CHJIBHO OTPaXKaloTCs KaK Ha CTOPOHE
NPE/UIOKEHNS] TaKk M Ha CTOPOHE CIIpoca, a JITOMY
B OoJbllel CTENEHW BKJIAJ IPHHOCHUT IIEPEXoll C
YHU(GHUIUPOBAHHOTO ~ MAaccoBOIO  IPOM3BOJACTBA K
MIPOM3BOJICTBY IPUCIIOCOOIEHHOMY HMHIAMBUIYaJIbHOMY
norpebuTento [20: 207].

Ha  cropone mnpemiokeHuss 3TH  MEPEMEHbI
MIPOSIBJISIIOTCSI B TOSIBIICHMH HOBBIX (DOPM TIPOIYKTOB
W ychyr, crenu(UuecKoro xapakrepa M Ha3Ha4YCHUs,
PaBHO KaK M HOBBIX, IIU(POBBIX MPOAYKTOB U yciyr. Beé
9TO COIPOBOXKIACTCS HOBBIM XapaKTEpPOM H CIIOCOOOM
MpPEe3eHTAMd U JUCTPUOYIMH, TaKKe W TMOTPEOICHHUS.
Pugapn Ilo3Hep BbImenseT TpHU IIaBHBIC HMHIYCTPHH, T.
€. TpPU PHIHKOB ITU(PPOBON IKOHOMHUKH: 1) MPOU3BOACTBO
codTtBepa, 2) MHTEPHET KOMIAHUH, 3) KOMIIBIOTEpPHBIC
KOMMYHUKAI[HOHHBIC YCIIYyTH, KOTOPHIM JaBaJiCsl IU3aiH
C Ha3HAYEHUEM MOIePKaHNUS ABYX MPEABIIYIINX PHIHKOB
[24]. Tloprep mnomu€pkuBaeT, UYTO MHTEPHET CO3/Ial
HOBBIC OTpaciy (Takue KaK TOPTH B PEXKUME OHJIAHH
U BHUPTyaJIbHBIE Mara3WHbl), HO BCE-TaKW BBIJCIACT
KaKk ero TJIaBHOE BO3/CHCTBHE W3MEHEHHE YCIOBHUI
(YHKIIMOHUPOBAHUS JCHCTBYIOIIUX OTpacieil 3a Culr
CHIDKCHUSI HMH(POPMAIMOHHBIX, KOMMYHHKAIMOHHBIX H
TPaHCAKIIMOHHBIX U3/Iepkek [23].

VIMEeHHO  TIlepeMeHBl  HW3JEpXKEK  IPECTABIAIOT
KIIFOYEBOE TIOHATHE, CBSI3aHHOE € (DYHKIIMOHMPOBaHUEM
IU(pPOBON IKOHOMHKH, KaK 3T0 momdépkuBaroT [omnndapo
n Takep [18]. CormacHo 3TO# crarbe AN TIOHUMAaHUS
apdpexToB nnppOBON TEXHOIOTHH HaM HE HY)KHa HOBas
HKOHOMUYECKasl TEOPHs, YTO IPOTHBOPEUUT HEKOTOPHIM
npyruM  aBtopam. lomadap6 u Takep BbIABHTAIOT
U3AEPKKH, KaK OTIIMYUTEIBHYIO YEPTY B IOHUMaHUH 3THX
pdexToB, a nuppoBas SKOHOMUKA HOIDKHA OOBSICHATH,
KaK MEHSIOTCS CTaHJapTHBIE 3KOHOMHYECKHE MOJIEIH,
KOTIa KaKHWe-TO M3JICP)KKH CYIIECTBEHHO MAJAaAl0T, H
JTaske CTPEMATCS K HyJII0. DT CIOBUTH H3/EPKEK MOXKHO,
COIVIACHO HHM, TPYHNIMPOBATh B ISITH THUMOB: 1) Oornee
HU3KHE M3ICPKKU TIOHMCKa, 2) Ooiee HHU3KHE H3IEPKKH
perukanyy, 3) 6onee HU3KHE U3AEPKKHU TpaHCHopTa, 4)
Ooree HI3KUE H3ICPKKU HAOMIONCHHS, U 5) Ooee HI3KHe
M3AEPKKH BEPUPHUKALIH.

Bce atn MEPEMCHBI COMMPOBOKIAJIMCH B TO KC BpEMs
mnmponeccamMu crneuuain3dalui W KOHICHTpaluu. OHI/I,
KOHCYHO, HC ABJIAIOTCA HOBBIMHU, OHU XapaKTECPpHU30BaJIU

U TPaJAMIHOHHYIO SKOHOMHKY, HO B LHU(POBOE BpeMs
OHM OXBaTWJIM BCE CErMEHTHl HMH(OPMAIMOHHBIX
TEXHOJIOTM W SKOHOMHMKH, 00OCHOBaHHOW Ha ux. PaBHO
Kak ¥ B TPAAULUOHHONW 53KOHOMMKE CIIEIHATU3AIHs
CIY)KUT TPEANPHUATHSAM, UYTO OBl OHM YBEJIUYMUIIH
CBOIO KOHKYPEHTOCIIOCOOHOCTh. TakuMm crocoboM B
KaXJIOM CEIMEHTE OCYILECTBIISCTCS BBICOKAs CTEINCHb
KOHIIEHTpAllud, W 3HAYUMBIMH CTaHOBATCS  TOJBKO
HECKONBKO YYaCTHHKOB Ha pbIHKe. VIMeHHO Torma
HAacTymaeT Jpyrod mpouecc, T. €. 3aKIIOYUTEIbHBIH
aTan — 3aHuManue Bcem [20: 208], B koTopom Oosibline,
YK€ BIIAJICIONIUE CEThIO, TEMEeph JKeNalT Ha ITOH ceTu
Ipoaars Be€. B 3ToM cTpemileHuu OHY NOIIOLIA0T JPyTHE
KOMITaHHUH, UX UJICU U TEXHOJIIOTHH, (PaKTHYECKH TOBTOPSIS
MOXOXKHE MPOIECChl KOHLEHTPAIMK U LEHTPAIU3ALUU U3
BpeMEH HavYalbHBIX JTall KanuTanuiMma [5: 639 u nanpie].

Ha cropone cripoca mudpoBasi 5JKOHOMHUKa ITPUBETa K B
HIOJIHOCTH HOBOMY PBIHKY — LIM(POBOMY PBIHKY, KOTOPOT'O
COCTABJISIIOT BHPTYaJbHBIC IOKYNATEeIH, WHIUBUABI H
KOMITaHUH. DTOT PHIHOK YBEJIMYHMBAJICS B TIOCIIEHEE BPEMS
exxeroqno Ha HOBbIe 200 MHJIIIMOHOB II0JIB30BaTEIEH
[20: 208], Temepr MOXeM cKa3aTh M OONbIIE, a STOMY BO
BCSAKOM CJIy4ae HaJo NMPHOaBUTHh U POCT 00BhEMA PHIHKA B
paMKax CyILECTBYIOLINX ITOTPEeOUTENEH.

HudpoBusarys mprHECIa M 3HAYUTESIFHBIC IEPEMEHBI
B MOCPEIHUYECKUX JIEATEIbHOCTAX U B KaHajaX MPOHaK
[20: 77, 208], moTtoM B crnoco0ax OIUTAYMBAHHS, B
OpraHu3alyy, HAaKOHELl MpUBeJa U K CABUTY B CTPYKTYpe
CEKTOPOB B XO3SIIICTBE U K PESITUBU3ALUHN KIACCUUECKUX
SKOHOMHYECKHX arrperaroB, aKIEHTHUPYsS MOTPeOHOCTh
HOBOM CHUCTEMBI HAITMOHAIBHBIX CYETOB [25].

BcenpuseneHHble, Kak U Ipyrue, IEPEMEHBL, 0 KOTOPbIX
B JIMTEpAaType YXKe JOCTATOYHO HAlMCAHO, HPUHECIU
KJIFOYEBbIE TpaHC(OPMALIUH B [TOYTH BCE CETMEHTBI PhIHKA.
PpiHOK HOBOI, HU(POBOI SKOHOMHMKU OTOABHUTACTCS OT
OOBIKHOBEHHBIX MOHUMAHUHN U ompenaeneHuil. B otanune
OT TPaJAMLUOHHOIO PbIHKA, KOTOPBIA OrPAHUYEH II0
Pa3IMYHBIM OCHOBaM (8 JMUHUCTPATHBHO, Teorpaduieckn)
U JETePMUHHUPOBAH BHJOM TOBapa, NPOJAIOLIMMCI U
MOKYMAIOIUMCsl Ha HeMY, IIM(POBOIl PBIHOK B IMOJHOM
CMBICIIE CJIOBA SABISETCA IIOOAIBHBIM. DTO B MEPBYIO
ouepelb pe3yabpTar pacUIMPEeHUsl UHTEPHETA, YTO CO3AAET
TEXHOJIOTHUYECKYIO TIaT(GOopMy CETEBOH, T. €. II00aIbHOM
9KOHOMMKHU. [locnencTBus co3naHusl CeTeBOM YKOHOMUKHU
IIMPOKO pacCMaTpUBAIUCh B JuTeparype. Cpeau HHUX
BBIJIBUTAETCSl 110 CBOEMY 3HA4YeHUIO (akT, 4To TOBap
B IU(POBOH SKOHOMHKE HE SBISCTCS PEIKHM, OTKYy/a
IIPOUCXOAT U TO, YTO OTHOUICHUE MPEAJIOKEHUS U CIIpOca
He SIBJSIETCSl BOKHBIM, KaK 3TO ObLIO B TPaAMIHOHHON
9KOHOMHKE. DTO KOHKPETHO 03HAYAECT, YTO NPEATIOKEHUE U
CIIPOC MPUBEACHHBI B MHOE B3aUMHOE OTHOLLUEHUE, BBULY
9ero IeHbI He 00pa3yIoTCs KaK OTHOIICHUE MPEIIOKEHHS
U cripoca.

Emé Pomep [26] B 1990 romy moxasait, 9To B SJKOHOMHKE
cocToAmIeH 3 00MEHUBaeMbIX HH()OPMAITHOHHBIX TOBAPOB
HECOBEPILEHHAs! KOHKYPEHLHUsI CTaHOBHUTCS HOpMoOil. B
JANbHEHIIeM OKa3aJoch, Kak yTBepkman Meticon [6:
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173], 4TO CBOErO «PaBHOBECHOTO IMOJIOKEHUS IKOHOMHUKA,
OCHOBAaHHas Ha I/IH(bOpMaIlI/IOHHbIX TCXHOJIOTUAX,
JOCTUTacCT TOTa, Korga JOMUHUPYIOT MOHOIIOJINH, a JIFOAU
MUMEIOT HEPaBHbIH JOCTYN K HH()OPMAIHID).

B ycnoBusiX SKOHOMHUKH CIUIETEHHOM B CETb U
MPEANPUSATAS U WHIUBUABI HAXOIATCA B WHOM ITO3HIUH
B OTHOIICHWH K TPAAUIHMOHHOW SKOHOMHUKE, U HMEIOT
JIpyTHe BO3MOXKHOCTH M orpaHudeHus. O MOJOKEHUN U
BO3MOXXHOCTSIX HHIMBHIA B 3TOH SKOHOMHUKE CM. HAIIPUMED
[12]. C ppyroit cTOpOHBI, T€ WHBIC, W YBEIHYCHHBIC
BO3MOXXHOCTH W HPEANPUSATHH U O0COOCHHO WHAWBHUJIOB
JIOJDKHBI OBUTH TIPUBECTH, TIO MPEATONOKEHHI0, K Oomee
BBICOKOH KOHKYPEHTOCIIOCOOHOCTH, T. €. HOJDKHBI OBLTH
co3narh Ooiee KOHKYPEHTHBIE WHAYCTPUHM W PHIHOK.
Bonbire HafieX b1 B ’TOM CMBICIIE BO3JIATAJINCH B TIEPBYIO
odepeb Ha WHTEPHET, JOCTYIMHOCTb M BO3MOKHOCTH
KOTOpPOTO B MOCJHEAHNE JAECATHIETHS JPaMaTHUECKH
YBEIMUIINCh, KaK B MHPE B LEJIOM TaK W OTICIBHBIX
cTpaHax, Mexy npounM u B Cepbun, cM. Hanpumep [2].
O OCHOBHBIX MOKA3aTeJISAX KaCAIOMNXCSI MHANBUIYAIbHON
JIOCTYITHOCTH W UCTIONB30BaHMUA HHTepHeTa B CepOmn cM.
Puc. 3 B 37011 pabore.

I1I. ABE AJIBTEPHATUBHBIE TEOPUN

VHTEpHET HECOMHEHHO IPEICTAaBIIET KOHKYPEHTHOE
MPEUMYIIECTBO MpeanpusTuid, cMm. [7]. MHorma maxke
caM DNIEKTPOHHBIM OW3HEC OTOXAECTBIAETCS TONBKO C
npuMenenrem cet MurepHer. Takoi moaxoJl, KOHEUHO,
MOJKHO OLICHMBATh CJIMLIKOM Y3KMM, HO OH CO CBOEH
CTOPOHBI IT0OKa3bIBACT 3HAYECHNUE UHTEPHETA B IOHUMAHUU
COBpEMEHHOM »KOHOMHKH. O JApyrux momxomax K
HCCIICIOBAHNUIO THUIIOJOTHU 3JIEKTPOHHOTO OWM3HECa CM.
Hanpumep [4]. TyT B 4acTHOCTH NPUBEACHBI TPH MOAXO/A.
B cooTBeTcTBMM C TEPBBIM, OAICKTPOHHBIM OH3HEC
TPaKTyeTCs Kak IpeJIpUHUMATENIbCKAsT IESTEIbHOCTD,
OCYLLIECTBIIsIEMAsl TOJBKO C IPUMEHEHUEM ceTu MIHTepHET.
Jpyroii mozuxoi siBiseTcss 0Ooliee yHUBEPCAIbHBIM, OH
CUHTACT 3NEKTPOHHBIM OM3HECOM COBPEMEHHBIE OM3HEcC-
MIPOIIECChI, OCYIIECTBIsIeMble ¢ ucmnoib3oBanuemM WKT
TexHosioruii. Hakonen, TpeTuil mojxo/iHe JieJaeT akleHT
Ha CPE/ICTBAaX M TEXHOJOTHIX BeICHHsI OM3HECa, COTTIaCHO

€My DJIEKTPOHHBIM OW3HEC — 3TO «... COBOKYIHOCTbH
AIIEKTPOHHBIN KOMMEPIINH, Ou3HEeC-aHAIUTHKH,
YIOpaBIeHUS  B3aMMOJACUCTBUEM C  TOTPEOUTENSIMU,

YOpaBIGHUS  JIOTHCTHKOM W COBITOM, a  Tarke
nHpopMarmonHo! cuctemMoi mannpoBanus (ERP—Enter-
prise Resource Planning)» [4: 4073]. HaTeniepernnem stare
HSKOHOMHYECKOTO Pa3BUTHS Ha MHPOBOM YPOBHE MOKHO
BBIICIUTh  CIICAYIONIUE HATPABICHUS HCIOIH30BAHUS
HHTEPHET-CPE/ICTB B IpEANpHHUMATEIsCTBE (pHc. 1)

1) CPEACTBO KOMMYHUKAUMM,
WCTOYHUK MHD
MapKETHHIOBbIN HHCTPYMEHT AnA
BEAEHNA XO3ANCTBEHHOM
DEATEeNbHOCTH BHE 3NEKTPOHHBIX
ceren

2) MHCTPYMEHT BEICHUA 3NEKTPOHHOrD
Gu3Heca, 0CHOBLIBAKWErOCA Ha
)il IKOI

Puc. 1 - OcHosHvle Hanpagnenus ucnonb308aHus
UHMeEpPHem-cpedcme 8 NPeONnPUHUMAMENbCINEe

HcTounuk: [4]

Yro kacaeTcs BIMSHUS MHTEpHETa U COBPEMEHHBIX
NKT Ha KOHKYpEHIMIO, IIOKa CYIIECTBYIOT JBE
KOHKypupyomue Teopud. CoOmmacHO MNepBOH W3 HHUX,
B OOJBLIMHCTBE TEOPETHUECKHX pAcCMaTPUBAHUAX C
caMoro Havaja rpeoOiaiajii TOJIOKEHHS, YTO UHTEPHET
MHTEHCU(ULIUPYET  KOHKYpeHIHI0. OCHOBBI  9TOTO
TEOPEeTUYECKOro Tojxoja pazpaboran emé B 1979
[22] Maiikn Iloprep. Ero m3BecTHas cxema MSTH CHII
KOHKYpPEHIIMM OXBaThIBAaeT CIEIYyIOIHe CUJIBL Yrpo3a
MOSIBJICHUSI TOBAPOB-3aMEHMUTENEH, yrpo3a BCTYMAIOMINUX
Ha PpBIHOK (UPM, pBIHOYHAS BJIACTh [OCTABILIHUKOB,

pBIHOYHAsI BJIACTh HOTpe6I/ITeﬂeI71, BHYTpHOTpaceBas
KOHKYpEeHIHs (CM. pUC. 2).
Yrposa noseneHma
HOBbIX HIPOKOB
Putounan enacs | Buytpuotpacnesan PoiHouHan BNacT
NoCTaBLY KO8 | KOHKypeHups | nokynateneid
N ‘-T"—'/"
Yrposa nossnexsma
3aMeHuTenen

Puc. 2 — Mooenw «llamo cuny Ilopmepa

HcTounuk: SIHaekc KapTHHKH, cormmacHo [22].

CornacHo Iloprepy, 3HaueHHE KaxJIOW M3 3TUX CUII
MEHsIETCS OT OM3Heca K OM3HEeCy W INpeJonpenelisier, B
KOHEYHOM cyeTe, NPHOBbUILHOCTh OM3HEeca, a B paMKax
JEHCTBUSA STUX CHUJI JOJDKHBI ITO3UIIMOHMPOBATH CeOs
komMnaHud. Hanmo mnomuepkHyTh, 4TO 3Ta MOJENIb HE
OXBATBIBAET TAKOTO KPYMHOTO HIPOKA, KAKUM SIBISACTCS
MPaBUTENBCTBO (TOCYNAPCTBO), U 3TO YACTO OIpeseIsieTcs
Kak e KpyNHBIH HEJ0CTaToOK, XOTs caM [loprep 06sicHAT
M0YEeMy MPAaBUTENbCTBO, PABHO KAaK M HEKOTOPbIE JIpyTHe
(akToppl HE MOTYT TPEICTABIATH CAMOCTOSTEIIbHbIC
cuiel. Kpome TOro, »3ToMy HYyKHO NpHUOaBUTH W
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cienyromee. Teopust [loprepa Bo3HMKIA Ha Tepexone K
BOCBMHJICCSITHM TOJIaM HPOLUIOTO CTOJETHS, U KOHEUHO
OHAa HOCHT OTIEYATOK YCJIOBHH XapaKTepH3YIOIINX 3TO
BpEMsi: CHITbHAsI KOHKYPEHIIHSL, TEPUOANIECKIE H3MEHCHNUS
KOHBIOHKTYPBI ¥ OTHOCHTENIHHO YCTOWYHMBEIE PBIHOYHBIC
crpykrypsl [11]. Ho, kak mogu€pkuBaeT 3TOT aBTOp, B
COBPEMEHHBIX YCIIOBHAX TPECTABISETCS HEBO3MOKHBIM
9TOM MOJENBI0 OOBSICHUTH W TPOAHATM3HPOBATH TE
JTMHAMHYECKHE H3MEHEHHSI, KOTOPbIE IPeo0pasyroT Helibie
OTpAC/IM MPOMBIIUICHHOCTH, 3TH COBPEMEHHBIE YCIIOBHUS
UACHTH(HUINPYIOT TPU HOBBIE CHIIBI, KOTOpbIE TpeOyroT
HOBOW CTpaTeTHYECKOW CTPYKTYyphl M pa3paboTKu psija
JIPYTHX aHATUTHIECKUX ¥ OM3HEC HHCTPYMEHTOB, KaKUMHU
SIBIISTIOTCST: IM(POBHU3ALIMSL, TO0ANN3AIMS U AEPETYIINs
[11:78].

B 6onee mo3nueit padote [23] [Toptep paccmarpuBaet
CTPaTeTUYCCKUE TOJIOKCHUSI CBOCH TCOPUM B CBSI3U C
pa3BUTHEM W TNPUMCHCHHEM HWHTEpHeTa. I[lomuépkuBas
HCCOMHCHHBIC BJIMSIHUS WHTEpHETa, [lopTep HE CTaBUT
BOIIPOCHI HY)KHO JIM MPUMEHCHUC WHTCPHETA, KOMITAHUH
Takoro BbBIOOpa HE HMEHT. [IpobiemMa COCTOMT B TOM,
KaK ero MpUMCHSITh, IIOCKOJIBKY OH UMECT U MO3UTHUBHBIC
U HEeraTHBHBIC TCHACHIUU. Cpeau MEpBBIX BBIACISIOTCS,
HATPUMEp, OCITa0JICHHE pPBIHOYHOW BJIACTH KAaHAJOB
cOBITa MPOAYKIUU 3a CYET 00CCIICUCHHS MTPSIMOTO BBIXOZA
K TOTpeOWTeNsiM, paCHIUPECHUE MaclITabOB pPBIHKA
OTpaciu 3a CU€T YKperieHusl €€ MO3UIUK MO0 OTHOIICHHUIO
K TpPaJUIMOHHBIM  CYOCTUTYyTaM €  MPOMYKIIHH.
BONBIIMHCTBO MOCIIEICTBUIL, BCE-TAKH, TPOSIBIIICTCS B BUJIC
HETaTHBHBIX TCHICHIMN. TakuMH SIBISTIOTCS: YCHJICHHE
MO3UIIMK TOKyNaTeas 3a CYéT OOJICrYeHHs JOCTyIHa K
HHPOPMAIIMU O MPOMYKTaX ¥ IOCTABIIUKAX;, HU3KHE
BXOJIHBIC Oapbephl BCICICTBHE CYIIICCTBCHHOTO CHIDKCHHUS
HEOOXOUMOCTH CEPhE3HBIX BIOKCHHUN B OTICIT MPOIAXK U
00eCIeUCHHS TOCTYTIA K KaHaJIaM COBITa; TIPEI0CTABICHHE
HOBBIX BO3MOXHOCTEE MMOJTYYCHHS 3HAHUS O 3aMECHUTEIISIX
MPOIYKTa WIIK CEPBHCA, YTO CYNICCTBCHHO YBCIHMUHUBACT
ux xommdyectBo. C  acmekTta TEMBI HHTEPECYIONICH
HAC B OJTOW CTaThe, OCOOCHHO BAXXHBIMHU SIBISIFOTCS
CIICYIOIINE TEHJCHINH, TaKXe KIacCH(DUIMPOBAHHBIC
[optepom KaKk  HCTaTHUBHBIC: WHTCHCU(PUKATIHS
KOHKYPCHIINH M3-32 YCIOKHCHUS COXPAHCHUSI KOMITAHUCH
MPUHAIICKAIINX € OCOOCHHOCTCH MPE/UIOKCHUS (T.C.
OTIMYMsI OT JPYTUX) M PACUIMPCHHS TeorpaduuecKux
TPaHUIl PBIHKA, W CTUMYJIHUPOBAHUC Pa3PYIIUTCIbHON
[ICHOBOW KOHKYPCHIIMM B PE3yJbTATC CHIDKCHHS YPOBHS
nupdepeHmanu  npoayKiuu  (yCiayr), H3MCHCHHS
CTPYKTYPBI 3aTPar B MOJIb3Y MOCTOSHHBIX U3ICPKEK, BBUTY
Yero MpUOBLILHOCTH B ILIEJIOM TI0 OTPACId CYIICCTBEHHO
cumwkaercs. [loptep paccmarpuBaeT mpoOiiemy ¢
aCIICKTa KOMITAaHUU U ¢€ CTPATeTUH, OTTYy/a OKa3bIBACTCS
OUYCBHUJIHBIM, YTO €CJIA MOCMOTPETh U3 yIiia OTPACIIH, UIH
JTakKe BCCH SKOHOMHUKH, TO M BBIBOJBI O MO3UTHUBHBIX
HETaTHBHBIX TCHJICHIIUAX JOJDKHBI ObITh UHBIMH.

I—‘ XWTH Npoaax
ronoea

& Ma BblA PLIHOK

HAWEBLIA PLIHOK

nonynAapHoCTb

ANVHHBIA XBOCT

CTaHAAPTHbIE TOBapbl YHUKaNbHbIe

Puc. 3 — Kpusasa «/[nunnoiii xeocm» Kpuca
Anoepcona

Hctounuk: [1]

MHorue wuccieoBaTel NPUHIIM  crenuduIecKknit
noxxon Iloprepa, cocpenoTouuB aHalu3 Ha LEHBI U
KayecTBO, M I0A0OHO €My MPHUUIM K BBIBOIY, YTO
MHTEPHET MPUBOIUT K dPPEKTUBHOMY U KOHKYPEHTHOMY
peIHKY, cM. Hanpumep [28]. CoHr u 3axequ NMpoBepsuTd
MOJIENb C JIByMsI CTpaTerusiMu (4ucTasi U CMellaHHas) Ha
BbIOOpKE 419 GUpM M NPUIUIN K BBIBOJY, YTO MHTEPHET
CTpareruyl MpEANPUSITUA TECHO CBS3aHBI C MOJMTHUKAMHU
ned. OJHO W3 HUCCENOBaHUM, Kacalomuxcs oOiacTH
YCIIYT, OTHOCHUTCSI K CTPaxOBaHHIO, U OXBATHIBACT PAHHHUI
Nepuoj HUCIONb30BaHUA MHTepHeTa [13]. 3mech Toxe
MOKa3aHO MO3UTHBHOE BJIMSHUE NMPUMEHEHUs] MHTEpHETa
Ha JBIKEHHE 1IeH, MOATBEPXKJas KOCBEHHO YCHIICHHE
KOHKYPEHIIHH.

OCHOBBI TIPOTHBOTIONIOKHON Teopuu cTaBmin Dpirak
n Kyk B m3BectHoit kuure The Winner-Take-All So-
ciety [16]. Ux aprymenTs! (cMm. Tabmuimy 1) mBITAIHCH
B HOBEHIEE BpeMs NPOBEPUTH W MOATBEPAUTH TAKKE
MHOTHE WCCIIEIOBATENN, WM MOJNb30BAINCh €10, YTO
OBl OOBSCHUTH ACHMETPHUIO B PACTIPENEICHHH NPUOBLIN
MEXIy MHTEPHET MPEANPUSTHIMH M HUX arTpecUBHBIMU
MapKEeTHHTOBBIMH 3aTpaTamH, cM. Hanpumep [21]. B atom
pycie Aanrta Onp0epc [15] moxaepxana 3Ty TSOPHIO Yepes
TEOPHIO [UTMHHOTO XBOCTa [1], B 9acTHOCTH uepe3 d3PPexT
cymep3Bé3nbl [27]. B otnmdre oT BceM H3BECTHOTO IpaBHIIa
[TapeTo, KOTOPO€ NPUMEHUTENBHO K MACCOBON 3KOHOMUKE
(T. e. K MaccoBOH TpomaXke) MOXKET 3By4aTh NMPHUMEPHO
Kak «20 TpoIeHTOB TOBapoB MPHHOCAT 80 MPOICHTOB
MpUObLTH», TIPaBUIO <«JUIMHHOTO XBOCTa» (CHauasa
IIpaBwio  98%) cdopmynupoBaHHOE  AHAEPCOHOM
JTOKa3bIBAaCT COBCEM OOpaTHOE: MaJOBOCTPEOOBAHHEIC
ToBapsl — Te camble 80 MPOILEHTOB — CIIOCOOHBI J1aTh
MpUOBIIb, B COTHH pa3 MPEBBIMIAIONIYI0 MPHOBUIH OT
TIPO/IaXXH TOBapOB-XUTOB. Korma AHIEpCOH OImyOIuKoBa
cTateio «JIMMHHBINA XBocT» B kypHame Wired B okTa0pe
2004 roma, oHa cpasy cTaja caMoi IIUTHPYEMOH 13 KoTaa-
100 OmyONMKOBaHHBIX CTaThel B KypHaie [1: 28].

HpaBI/IJ'IO JJIWMHHOTO  XBOCTa, CTaBIICC HOBBIM
CTPATCTUYICCKUM MOAXOAOM Il 3KOHOMHUKH XX1 BCKa,
HaAIAAHO TIOKAa3bIBACT pa3IMUvd TOPIOBJIM HOBBIMH
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Tabnuya 1 - Konxkypenmuule meopuu u 00vsicHenus 3¢hgpekmos unmepruema Ha ompaciegyro KOHKYPEHYUIO

Teopunu KittoueBbie moHATHS

D¢ddexTsl HHTEPHETA HA OTPACIICBYIO
KOHKYPEHTHYIO CTPYKTYDPY

[Late cui
[oprepa

WuTepHeT nHTEHCH(UINPYET CONEPHUYECTBO MEKIY
KOHKYPEHTaMH, IPUHOCS OoJIbIIee YUCIIO KOMITaHNH B
KOHKYPEHITHIO, I IEPEHOCSI KOHKYPEHIIHIO K IIEHAM.

Bornee kOHKypeHTHas CTPYKTypa

[TobenuTenn
3a0bupaeTt Bcé

MaJIeHbKUX W/UiH ci1a0bIx Gupm.

[Tockonbky ObICTpast KOMMYHHUKALIUS CO3UIAET
CXOJKZIEHHE TIOTpeOuTeNe B X BKyCax U
[IOKYIIaTEJIbCKUX HaBbIKaX, MaJIble IIPEUMYILECTBA
nepe/; KOHKypeHTaMH MOTYT OBbITh HarpaX<1eHbl
OOJIBIIMMH PBIHOYHBIMU JOJISIMH. VIHTEpHET moMoraer
YCHUJIEHHIO KOHKYPEHTHOM MO3UIIMK BBIOPAHHBIX TPYIII
nobenuTene 1 yMEHbIIAIOT KOHKYPEHTHYIO CUITY

MeHee KOHKYpeHTHasi CTPyKTypa

TOBapaMH OT TOPTOBIM B TPaJUIMOHHBIX (PO3HUYHBIX)
MPOAYKTOBBIX ~Mara3uHax. AHIEpCOH II0Ka3aj, dTo
TPaJULMOHHAs SKOHOMHUKA HM3-32 OOJIBIION 3aTpaTHOCTH
JUCTpUOYINH U (PU3MUECKOW OrPaHMYEHHOCTH TOBApHOTO
NIPE/ICTaBICHUS (Ha TIOJMKaX B OOBIYHBIX MaraspuHax)
OCHOBBIBAJIACh HA CaMbIX IPO/IABAEMBIX TOBapax, IOKa B
3MOXy U(POBOH FKOHOMUKH Ha XUTHI IIPHUXOJUTCS] BCETO
b 2% npogaxk, a 98% Ha HumeBble TPOAYKTEL. OHU
U TPEACTABISIIOT «JUIMHHBIA XBOCT» TOBapoB (CM. pHC.
3). Pasragka o4eBUIHO NPOCTast: BMECTO OIPaHUYEHHOTO
MIPOCTPAHCTBA MarasuHa (Jake U CynepMapkeTa), Terepb
Triepet HOKyIIaTeJIeM OTPOMHBIN HENTPEPHIBHBIA KOHTHHYYM
TOBApOB, TPEOYIOIMII OT HEro TOJIBKO KOMIIBIOTED, T. €.
HUHTEPHET.

Bceé-raku, osmnMpus B 3HAUUTEIBHOHM  CTCIECHH
OKa3ajJaCch ~ HE  CONIaCHOM C  TEOPeTHUECKUMU
MPEANOChIIKAMY O IOJIOKUTENBHOM pONM MHTEpPHETa B
Pa3BUTHM KOHKYPEHIIUH, JJa)ke CTaBUJIA MO BOIIPOC TaKue
oxkunanus. KoHeuHo, SMIMPHUECKUX MCCIEA0BAaHUN MTOKa
BCE-TaKM HEIOCTATOYHO JJIi OKOHYATENIBHBIX OIICHOK,
0COOCHHO YYWTHIBasi B3PHIBHOE DPa3BUTHE HMHTEPHETA U
udpoBoii skoHOMHKH. Tak, HanpumMep, Banr u XKanr [31]
nokazanu Ha ocnoBe COMPUSTAT North America data-
base ms Beex npeanpusituii CILIA B 1997, 2006, 2010 u
2011 rr, Mexay HMPOYUM, YTO CYIIECTBYEeT 3HAYUTEIHHO
MO3UTUBHOE  OTHOIIEHHWE  MEXIY  IOJb30BAHUEM
WHTEPHETOM  (3HAYUT, LUPPOBOH  OIKOHOMHUKOH) W
KOHKYPEHIMEH (KoHLIEHTpaIHel ), n3MepsIeMoit
OOBIKHOBEHHBIM ~ MHAEKCOM  XwWpIIMaHa-XephHHIa.
Vx pe3ynpTaTel BHYIIAIOT, YTO BMECTO YBEJIHUYEHUS
KOHKYPEHTHOCTH HCIOJIb30BaHHE MHTEPHETA MPUBOJUT K
MeHee KOHKYPEHTHBIM PHIHOYHBIM CTPYKTypaMm.

DT0, KOHEUHO, MPOTUBOPEYUT TOMY, YTO yTBEPKIAIIH
[Toptep [22] u apyTHEe, TOBOPAIINE IMEHHO, YTO HHTEPHET
HHTeHCHUIMpYeT KoHKypeHuuio. Ecmu 661 Iloprep u
JIpyrHe MMENU B BUAY LEHOBYIO KOHKYPEHIIMIO, KaK 3TO
yTBepknaercs Hampumep B [20: 231], Torma maHHOTO
MPOTHBOPEUHsI HE OBIIO OBI, MOCKOIBKY AMITHPUUICCKU
MOATBEPKICHHO, YTO I[EHbl HAa MHTEpHETe Oosiee HHU3KHE
4eM Mpu KiaccudeckoM cObite. KoHe4HO, HHTEpHeT
KOHKYPEHIIHSI HE HCUEPIIBIBACTCS [IEHOBOW KOHKYPEHIIHEH,

1 B 3TOM cMbIcie Banr u XKanr He nmpeneOperatot (dakra,
gro [lopTep BHymIAeT, YTO MPEOIPUSATHS B HHTCPHET
OKpY)KCHHH HE MOTYT OIUpPaThcs Ha ONCPATHBHYIO
3pPEKTHBHOCTh  KaK  KOHKYPEHTHYIO  CHJIY, HO
JOJDKHBI ~ HANpPaBISATBCS HA 0CO0OE  CTpPATermyecKoe
no3uuuonupoBanue [23], [31].

Ha ocHoBe storo ananusa Baur u JXKanr B cBoéMm
UCCIICIOBAHUN  TPUIUIM K  BBIBOAY, 4YTO BMECTO
KOHKYPEHIIUM UHTEPHET CO37aéT CUCTEMY BBIUTPHUIIHBIX
KOMIAHUH, WHTEPHET H3MEHseT BHJ KPHBOH crpoca
B TOJIb3y NPUIEIUBAHHBIX MPOAYKTOB. OTO JOIKHO
o3Hauarh, 4to APpdekT cymep3Be3nsl [27] AOMUHHPYET
Han addexrom mammHHOrO XBocrta [1]. MTak, comracHo
9THM aBTOpaM aHaJM3 MOATBepAnI Teoputo «IlobGemurens
3abupaer Bcé» [16], M WMHTEPHET NpPHUBOAUT K MeHee
KOHKYPEHTHBIM pbIHKaM. XOTs y HMHTEpHETa U Kakue-
TO TO3UTUBHBIC TEHJACHIMM, TaKHe KaK YyBEJINYEHUE
BEJIMYMHBI PbIHKA M YAyYIICHHE MO3UIMU MPOAYKTa B
OTHOIIEHWM K CTaHJApTHBIM CYOCTHTyTaM, BCE-TaKu
OTpHIATENILHBIC TCHACHIMU MTPE0o0IIaIatoT.

Kaknvn SBIISTIOTCS MTOCIIE/ICTBUS pa3BUTHA
KOHKYPEHIINH B HOBBIX YCIOBHAX M KaKHe PEKOMEHIAIINI
MOXXKHO CJIeaTh JJIsi TPENNpHUsITHA, MOTpeOuTeNed Hu
KOHEYHO TOCYJApCTBEHHBIX OpraHoB. YTo KacaeTcs
AQHTHUMOHOMNOJBHBIX  YUYPEXKICHUH, OTH  MPOOIEMBI
HayaJd CephE3HO paccMaTpuBarhesl emeé Oonee BYX
JECATHJICTHH TOMYy Haszaja, cM. Hampumep [14], [24]. B
9TIOXYy BCEOOIIEH AEperyisiuil OHM KaK OBl HE CTall
0CcoOeHHO TomysipHEIM. HO, KOHEYHO, 3TO B 00IIEM-TO
SIBIISICTCS OCOOOH, K TOMY XKy CIOXKHOH, TeMOH W s e€
paccMaTpUBaHMA y HAC 3/€Ch HET BOSMOKHOCTEH.
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Puc. 4 — Jlocmyn unmepnemy, uHOUBUAYALIbHOE UCNONL30BAHUE COMOBHIX MELEPHOHO8 U WUPOKONOLOCHOE
NnooK0UeHue OOMAWHUX Xo3aticms K unmepuemy (8 %) 6 Cepouu (be3 Kocosa u Memoxuu) 2006-2021

Hcrounwuk: [10], [30]

IV. IN®POBA S D5KOHOMUKA U KOHKYPEHIIMA
B CEPEMU

B03MO0KHO 111 1 KaK, B CBETE BCETO HAIMCAHHOTO, OLICHUTh
akTyanbHyro curyanuio B Cepoun? Kak 310 mokassiBacT
puc. 4 OCHOBHBIE MTPEANIOCHUIKH sl (PYHKIIMOHUPOBAHUS
uudpoBoii skoHOMUKH B CepOun Ha CTOpOHE OTpeduTeen
YK€ MPAKTHYECKU CO3/1aHbl. Y YUTBIBAS U JIpyTrie MOMEHTBI,
CepOust 1axe B pa3iIMYHbBIX UCCIIECIOBAHUSAX OLIEHHBACTCS
coBceM mnonoxkutenbHo. Tak Koctun u bepes3osckas,
cunrtas JlokcemOypr n Kanany smpepamu mno o0bémam
UCIIOJIb30BaHMsI DJIEKTPOHHOT0 OM3HECa B MUPE, K JIHepaM
[0 CTpaHaM C MEPEXOAHON YKOHOMUKOM, UCTIOIB3YIOIINM
EKTPOHHBIN Ou3Hec, oTHOcAT CepOuio 1 MakeaoHHIO
[4]. Taxxe, B uccnenoBanuu nposegeHHOM CTOISIpOBOIA [ 8:
70] CepOust oka3zajiach B IpYIIIE CTPaH 3apOKIAIOIIIXCS
JIUJIEPOB, BMECTE C JCCATHIO JIPyTUX EBPONEHCKUX CTpaH.
Bce ux xapakrepusyer cleayroliee: 3TO JOTOHSIOLIHE
CTpaHbl C BBICOKMMH TEMIIaMH [PUPOCTAa HKCIOPTA
UT-ycnyr, mocraToyHO BBICOKMM OOBEMOM HKCIIOpTa
UT-ycnyr, OTHOCHTENBHO BBICOKMM BKJIQJIOM JIaHHOTO
9KCIIOPTA B 9KOHOMHKY OT/IEJIbHBIX CTPaH U OTHOCHTEIBEHO
Hu3ko 3 dekTuBHOCTHIO dKcTopTa UT-yemyr — Gosbiast
yactb WT-ycnyr cBsi3aHa ¢ ayTcopcHHroM. Takum
o0Opazom, CepOust kiaccu(UIUPOBAHA MEXKIYy CaMbIMHU
MepCcreKTUBHBIMU cTpaHaMu LlenTpansHoit u BocrouHoii
EBporbl. KoHeyHO, HEKOTOpbIE JpYyrue HCCIeIOBAHMS
HE COBCEM COIVIACHBIMH C TaKUMH YTBEP)KICHUSIMH, CM.
Hanpumep [19], Taxke [29] HO o0mIast OIEHKA BCE-TaKU
Kak ObI JIOJDKHA OCTaThCsl TTOJIOKUTEIBHOM.
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1 [lons HUXKHEN KBapTUAK B NPOJasKe Yepes UHTepPHET

M [lons NnpeAnpuATAil C NPOAAXKe Yepes UHTEPHET

Puc. 5 — Jlona npednpusmuii ¢ cobcmeennvim 6e0-
catimom u npooadiceii uepes unmepuem (8 %) ¢ Cepouu
(6e3 Kocosa u Memoxuu) 2015-2021

Ucrtounuk: [10], [30]

Mexny TeMm, yXe pHC. 5 TIOKa3bIBAET HECKOJIBKO
nHyIo KapTuHy. CHagama CKakeM, YTO TI0 pe3ysibTaTram
nccnenoBarnit [10], [30] Bce omporeHHBIC PENPUATHL
UMEIOT TOCTYTl WHTEPHETY, MPHU ITOM C ITHPOKOIIOIOCHEI
TMOAKIIOYeHnEM. Jlons TpeampusaTuii ¢ COOCTBEHHBIM
BeO-CaliTOM TakXKe JOCTaTOYHO BENMKa, HO TPOJAKy
TTOCPEICTBOM HHTEPHETA OCYIIECTBIISET TOIBKO IIOHEMHOTY
Ooree OHOI HYETBEPTH TPEINPUATHHA, HECMOTPS Ha TO,
9TO COOCTBEHHBIN BeO-CalT MMeeT Ooliee YeTHIpE TATHIX
cpenu HuX. HakoHel, naHHbIE O J10Jie HM)KHEW KBapTHIIH
(1-24 %) B cOBOKYTIHOI1 ITpoJake OCYIIECTBICHHON Uepe3
WHTEPHET TPEICTABISTIOT CBOCOOPA3HBIN TTOKA3aTeh TOTO,
YTO TakoWd COBIT TOBApOB TOKAa €IMI€ HE SBIACTCS YeM-
TO, CKaXXeM TaK, HOpMaJIbHbIM. BcE-Taku, Mbl JTOJKHBI
00paTUTh BHUMAHHUE HA TO, YTO ATA IO C UCKITIOYCHUEM
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2020 1. y>ke HECKOJIBKO JIET YMEHbIIIAIach, a 3TO BO BCIKOM
ciydae ObUTIO OOHAICKHMBAIOIIMM W YKa3blBaJO Ha HE
TaK yX M Majoe mpojaBwkeHue. Ho, uto B camom nene
ciayunnock B 2020 . HaM KaXeTcs HESICHBIM, HECMOTPS
Ha BO3MOXKHOE BJIMSIHUE MaHJEMUU. Y HAC HET CBEACHUM
0 TpUYMHAX TaKWUX, HE COBCEM XOPOIIUX pe3yabTarax,
KacaloIUXCs TOJIOKEHUs D3JIEKTPOHHOM TOPrOBIH, HO
BCE-TAaKU MBI 3/16Ch HE MOXKEM HE YIOMSHYTH JIOBEpHE
noTpeduTene, Mo BUIUMOMY HAxXONAIIEECs HA HU3KOM
ypoBHe. O4YEeBUIHO, 37IECh €CTh €I MHOTO TIPOCTOpa IS
HCCIICIOBAHNMN, KOHEYHO U JJIs1 OYIyIICTO MPOIBUKCHHSL.

Ha puc. 6 moxasaHbl HallpaBIEHWs HCIIOIb30BAHMS
nHTepHeTa B mpennpusatmsx Cep6mm (6e3 Kocoa u
Mertoxun) B 2020 n 2021 tT. IlpeacTaBieHs! Clenyromue
LEMU MPENPHUATHH, T. €. UCTIOIb30BAaHHBIE BOSMOKHOCTH,
MIPeI0CTaBJICHHBIE MPEANpUATHAM: 1) ommcaHue TOBapa
WIA YCIyTH, TPEHCKypaHT, 2) colepxaHWe Ha BeO-
caifre, TPHCIOCOOICHHOE OUYEPEIHBIM IOCETUTEISIM;
3) BO3MOXHOCTH IIOCETHTENIEH IO3HAKOMHTBCS C
MPOIYKTaMHU WIIM OCMBICINTD UX; 4) TMHKU MPEATPUATHS
k comuanbHeiM ceTsim  (Facebook, Twitter); 5) On-
line 3aka3pl WM pe3epBHpOBaHHUE MPOAYKTA/TCIYTH; 06)
MIPOCIIEKUBAHIE WM CTAaTyC 3aKa3a. PHCYHOK MOKa3bIBaeT
BBIPaKEHHYIO ACCUMETPHIO, MEHHEE COPHUCTHIIPOBAHHBIE
I[N OKa3bIBAIOTCS JaJeKo HamOojee MPHCYIIUM. OTO
em€ pa3 CBUIECTEILCTBYET O HEXOPOLIEH pPa3BUTOCTU
AIIEKTPOHHOI TOPTOBIN M BOOOIIIE IIEKTPOHHOTO OM3HECa
B sKoHOMHUKe Cepoun.

[
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—2020 ——2021

Puc. 6 — Hanpaeénenus ucnonvb3o06anus unmepHema 6
npeonpusmusx Cepouu (6e3 Kocosa u Memoxuu) ¢ 2020
u 2021 ze. (8 %)

Ucrtounuk: [30]

Ecmu mp1 roBopum o camoMm cektope MKT B CepOum,
KaK yKe MOJYePKHYTO B COOTBETCTBYIOIINX JTOKYMEHTaX,
cM. [2], OH OKa3aJyics B 3aKOHUMBIIEMS U B HaYaJle HOBOTO
JIECSITUIICTHST CaMbIM OBICTPOPACTYIIMM B HSKOHOMHKE
Cepbun. OCHOBHOE €r0 JOCTOWHCTBO COCTOHT B TOM, UTO
OH YIOTpEeOHUTENEeH BO BCEX JPYTHX CEKTOpax, SIBISSICT
TakuM 00pa3oM HH(PACTPYKTYPHBIM B IIETOH SKOHOMHKE,
naxe BoobOme B obmectse. [loaToMy m HyXHO ocoboe
BHUMaHHE TTOCBSIIIATH UMEHHO eMY.

Cpasy Hazio cka3aTh, YTO Pe3ylbTaThl X03HCTBEHHOM
JIeSITeTbHOCTH B obnactu HH)OPMALMOHHO-
KOMMYHHKAIIMOHHBIX ~ yCIyr ¥ WH()OPMAIMOHHOTO
oOmiecTBa (IIPOU3BOJCTBO KOMITBIOTEPOB, 3JIEKTPOHHBIX
U ONTHYCCKHUX TPOAYKTOB, IIOYTOBBIC AKTHBHOCTH,
TEJICKOMMYHHUKAIIUK, KOMIIBIOTEPHOE MPOrpaMHpOBaHUE,
KOHCAQJITUHIOBBIC W C 3THUM CBA3AaHHBIC ICATCIIBHOCTH,

WH(QOPMALMOHHbIE ~ CEpBUCHBIC  JICSATEIBHOCTH U
a3apTHbIE WUIPBI) [0 YHCIYy 3aHSATBIX, 3apaOOTHBIM
njaram, BHEIIHETOPTOBOMY oOMeHy, HIPSIMBIM

MHOCTPAHHBIM MHBECTUIUSM U KOHEYHO YUCIy (HOBBIX)
npeaAnpusTai sBisitores st CepOun 0YeHb XOPOLIMM U
00HAaIEe)KUBAIOIIHM.

MpI 31echk Bocmoib3yemces gaHnHsIME Ctparernu [9] u
DxoHOMHUYecKoi nmanatel CepOun u BKpaTIe pacCCMOTPUM
OCHOBHBIE TIOKA3aTEIM: YHCIO 3aHATHIX, 3apabOTHBIC
IUIAThI, BHEITHETOPTOBBI OOMEH, NMPSIMbIE WHOCTPAaHHBIE
MHBECTULIMU 3TOT0 CeKropa. B ueTBEproM KBapTaie
2018 m 2019 rr. B 3TO# cepe ObUTO 3aHATO Bcero 82
535 u 88 544 yenosek, uto coctaBiasuio 4,0 u 4,2 % ot
COBOKYIHOTO ymcia 3aHiAThIX B Cepbun (6e3 Kocoa u
Mertoxun), a B TpetheM kBapTaine 2020 94 105, unm 4,4 %
COBOKYITHOM 3aHATOCTH. VTak, pocT Oonee yeM O4eBHUICH.
B smBape 2019 un 2020 rT. cpemHue 3apIuiaThl 3aHATHIX B
paccMaTpuBaeMoil JesITeIbHOCTH cocTaBsuTH 64 102 1 68
582 muHapoB, pu 0OMeHHOM Kypce paBHOM 1€=118,0416
muH. (saBaps 2019 1) m 1€=117,5643 (suBapp 2020
r). B 2020 1 DKCmOPT TENEKOMMYHHKAIMOHHBIX,
KOMITBIOTEPCKHUX, MWH(POPMAIMOHHBIX M TOYTOBBIX YCIyT
npunéc 1,5 MumrapaoB eBpo H0xoaa (CTOIBKO Ke OBLIO
ocymectsiero U B 2019 r), a maxe 91,4 % ot storo
OTHOCHTCSI Ha KOMITBIOTEpHBIE yciryrn Ha cTopone mmmopra
COBOKYIHAasl ~ CTOMMOCTb  TEJIEKOMMYHHKAI[HOHHBIX,
KOMITBIOTEPCKHUX, MH(POPMAIMOHHBIX M TOYTOBBIX YCIyT
6puta B TOM ke 2020 1. 540,6 mm. eBpo. B memom Obin
ocymmecTBiI€H cyurut Ha 909,4 Mun. eBpo (x 2019 1. oH
BeIpoc Ha 14,2 %). B 2019 1. aTa meATensHOCTh MMeNa
HETTO TPHUTOK TNPSIMBIX WHOCTPAHHBIX WHBECTHUIHMH OT
163,3 mmin. eBpo (4,3 % COBOKYNHOrO HETTO IPHUTOKA
NpAMBIX HMHOCTPAaHHBIX WHBecTHIMH B PecmyOnuky
Cepbuto), a 8 2020 1. 41,8 (B emom 3 014,2 Mui. eBpo).

CoracHO JaHHBIM npuBeAeHHbIM B Crparerun [9]
B 2018 . B CepOun ObutH akTHBHEI 2 349 mpeanpusTaii
B otoii ctepe. K 2011 1, xorma Hawanoch JelicTBHe
npeasiaymeit  Crpareruu, 5TO  COCTaBIAE€T pOCT Ha
noutn 700 mpemmpuatuil. Cpenu 5THUX TpeANpHATHI
npeobnagaror nporpamucrckue (1483, i 63 %), koTopsie
MIPE/ICTABISIIOT CaMyl0 THHAMHYHYIO OTPaciib cepOCKon
OKOHOMHKH, ¢ OKosuo 200 HOBBIX HpPEANpPHUITHH B TOJ.
Ho, cpean campix Oonbimx npeanpustuii B neinom UKT
CEKTOpe TOYTH TOJIOBUHA HAXOIHUTCS B COOCTBEHHOCTH
MHOCTPAHIIEB, YTO CaMo I0 ce0e He COBCEM XOPOIIIO.

3aHSATOCTh U JKCIOPT CEKTOpa WH()OPMHUPOBAHUE WU
TesiekoMMyHuKanuu B CepOun mnokaszansl Ha puc. 7. O6e
TaM TPEICTABICHHBIC MEPEMEHHbIC, KaK MOKHO BHICTh,
XapaKkTepu3ylOTCs 3HAUYUTEIBHBIMH ~TEMIIAMU  pOCTa,
MIPUYEM POCT DKCIIOPTA PEBOCXOAUT POCT 3aHSTHIX.
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Puc. 7— HUT cexmop 6 Cepouu: sxcnopm HT ycnye
(Mun. e8po) u 3auamole 8 cekmope UHGOpMUposaHue u
meneKoOMMYHUKayuu (6 molca4ax)

Ucrounuk: [17]

V. 3AKJIIOYEHUE

[Ipobnembr  BnusHUS ~ IUQPPOBH3AIMKA  HA
KOHKYpPEHTHYIO Cpelly M Ha PhIHOK MMEIOT 3HaueHHE KaK
Ha TEOPETHYECKOM, TaK U Ha NPAKTHYECKOM YpoBHsX. C
acIeKTa KOMIIaHUI TOHUMaHUe 9TOr0 BO3ICHCTBUS HYKHO
M MOXKET UM IIOMOYb B CO3/IaHUH CTPATET Ui, HAIIPABICHHBIX
Ha [TOBBILICHHE KOHKYPEHTOCIIOCOOHOCTH. B 3TOM CMBICIIE
B DKOHOMHYECKOW HayKe IOKa C(HOPMYJIMPOBAHHBI JBE
KOHKYypHpPYIOLIHE TeopuH — KoHuenuus «lIate cum» u
Teopust «JJIMHHOT0 XBOCTay, U HCCIICIOBAHMUS TPOBOIATCS,
ucxons M3 HMX nonoxeHuid. C acmekTa TrocyaapcTsa,
MOTPeOHOCTH  PETYIUPOBaHUA NHU(POBOH IKOHOMHUKH
CTAJIKUBAIOTCSI C OONBIIMMHU IPOOJIEMaMH, CBS3aHHBIMU
HE TOJIBKO C MOHMMAaHUEM CYIIHOCTH BIUSHUS Ha PHIHOK U
PBIHOYHBIE OTHOILICHUS, HO U ¢ ()aKTaMU CTPEMHUTEIBLHOIO
pa3BUTHS HMH(MOPMALMOHHBIX TEXHOJOTMH M OOJIBIIHM
KOJINYECTBOM HMHHOBALMH, BHEAPSIEMHX IOBCEIHEBHO B
COBPEMEHHBIC SKOHOMHYECKHE IPOLECCHl M KOMIIAHHUH.
Ocoboif TpoOiIeMoil OKa3bIBa€TCS MMEHHO CKOpPOCTH
HepeMeH, IPEBOCXOAAIIAs TOJUTHYSCKUE CTPYKTYpPhI Ha
BJIACTH, M3-3a YEro ¥ PEIICHUS YacTO OIa3/bIBAIOT.

I[lo mnoBomy mepcHnekTHB  pa3BUTHS  3TOU
JIESITEIFHOCTH  MOXKHO — cjieniath  BhIBoa, uTo  CepOust
TIPE/ICTABISIET XOPOIYI0 OCHOBY JIJIsl HAUMHAHHS OM3HEca
B WT wuHaycTpuu, HOCKOIBKY HMEET KaueCTBEHHBIE
paboune, KOTOpbIe, TEM HE MEHEE, MOTYT 00€CIIeYnTh POCT
JIOMAIIHUX KOMIAHUH TOJBKO 0 ONPEEeNEHHOTO YPOBHSL.
C npyroil CTOpOHBI, UHOCTPAHIIbI PUE3KAIOT HA PHIHOK
CepOuM IPEUMYIIECTBEHHO H3-32 KadecTBeHHbIX WT
Ka/IpOB, a BCE IPyTUe UCTOYHUKH POCTa OHU 00ECTICUNBAIOT
BHe CepOun. BooOme, cexrop UWKT oxazancs B
3aKOHYMBILIEMS JICCSITUICTHH CaMbIM OBICTPOPACTYIINM B
sxoHomuke Cepbun. Hakowrer, kak ckazano B CTpaTeruu,
koHKypenims mexny UT xomnanusmu B CepOun Teriepb
MIPOMCXO/INT Ha pPBIHKE pabodell CHIIBI, JUIS MpUBJIAYCHA
COOTBBETCTBEHHBIX Pa0OYMX — B TEpHO] emé 0 Troja
WIN JIBa TOMY Ha3aJi OHM CONEPHUYAINCH MEXIY COOOM,
YTOOBI MPUBJIEYD JYYIIMX 3KCIEPTOB, a TEMEPh JIyUIIUX
MPAKTUKAHTOB, MOKa OHHU L€ ydaT, MOCKOJIBKY CIIPOC

Ha KaJpbl JAJICKO NPEBOCXOAUT NpelIoKeHHe. B Takoit
CHTyalld, BEJIMYMHA 3apa0OTKa CTAaHOBUTCS IJIABHBIM
«KOHKYPEHTHBIM TPEHMYIIECTBOM» paboronmarenel, a
TYT EMKOCTb Ba)KHEE KauecTBa, a OHa BCerna Ha CTOPOHE
MEKIYHAPOIHBIX KOMIAHHH. 3/1eCh KpPOETCS U OTBET
nouemy nomarrHue UT (GupMBI pacTyT MemeHHee Tex
KOTOpbIE B MHOCTPAHHON COOCTBEHHOCTH, W KOTOpPBIE K
TOMY K€ IIPUHOCST U MEXKTyHAPOIHBIH PBIHOK U PEILICHHUS.
[Ipon3BOIHOCTE MHOCTPAHLECB CTPEMUTCS K MaKCUMYyMY,
a M3ICPXKKH K MHUHHUMYMY, HOKa IeIb INpUOaBICHHOI
CTOMMOCTH B HX Jeje NOYTH ILEIUKOM HaxOAUTCS BH
Pecnyomuku CepOust.

Ho, uto kacaercsi TeMbl MHTEpecylolleld Hac B
9TOM JIOKJIaJle — KOHKYPEHIIMH, Ka)KeTCsl YTO OCHOB JUIsl
oueHkH noka emé Het. [TogoOHbIX HccnenoBanuii B Cepoun
He ObLIIO0, a TAaHHBIE MTPUBEJICHHBIE 3/1€Ch MTOKA3bIBAIOT, YTO
nuQpoBas SKOHOMHKA el HaXOAUTCS B (DOPMUPOBAHUH.
XoTsi TPEANoChUIKA JIsi e€ IOJHOTO pasBUTHS yXKe
CO3/IaHBI, OKa3bIBACTCS, YTO HEKOTOPHIC U3 €€ KIFOYEBBIX
CerMEHTOB (DJIEKTPOHHAs TOPIOBJs, Hampumep) BCE-
TaKd HEJAOCTaTOYHO pa3BUTHL. UTo Kacaercss camoro
cexTopa HMH(pOpPMAIMM ¥ TEJIEKOMMYHHUKAIIUH, JaHHBIC
MOATBEPKJIAIOT €r0 B3PHIBHOE Pa3BUTHE, C €XKETOAHBIM
YBEJIMYCHUEM 4YHWCJIa HOBBIX MPEANPHATHH, Takxke
UX Ppe3ydbTaToB, OCOOEHHO JKCIopra. JTO caMo II0
cede CBUICTENLCTBYET O CYLIECTBOBAHUU CHIIBHOM
KOHKYPEHIIMH B 9T0# obnactu. Kakumu OyayT pesysbTars
9TOM KOHKYpPEHIIMH, MMOKa €lé paHo JaBaTh MPOTHO3BI
Tak uto B HesmoM mpoOiemMbl HUPPOBOKH IKOHOMHUKH U
KOHKypeHIK B CepOuM Moka 03KUIAI0T UCCIIe0BaTENCH.
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Kpuzuc 0aHKOBCKOTO MAapKETUHIA B YCIOBUSIX
rpsaymero Open Banking
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AHHotauusi - Crarbs NOCBSIIEHA MAaPKETHHIOBBIM
acrneKTaM BHeJpeHHUsI B QHHAHCOBBIii CEKTOP TEXHOJOTHH Open
banking. IToka3aHbl 00beKTHBHbIE NPEINOCHIIKH BHEIPEHUS
3TOil TEXHOJOrHH HA POCCHIICKOM pPBIHKe, IOCJeIyIoImue
NPUHUMIIHAIbHbIE HM3MEHEHHUs] CTPYKTYPbl MOCTABUIMKOB
NPOAYKTOB M YCJIYI ()HHAHCOBOIO PBIHKA M HEH30eKHOCTb
U3MEHEHHs1 KaK OH3Hec-MoJeJH KOMMEPYeCKoro OaHKa
B LEJOM, TAK M INPUOPUTETOB OAHKOBCKOIO MAPKETHHIA
B 4acTHOocTH. B cpene open banking nosiBiasiloTcsi HOBbIe
KOHKYPEHTBI B CEKTOpe YCJIYI/MPOAYKTOB, U PAIMKAIbHO
COKPAIIAIOTCH MOTPEGHOCTH B KOMMYHMKAIMH OaHKa ¢
norpedureseM. B crarbe npoaHaJM3HPOBAaHbI OCHOBHbIE
yrpo3sl (puckn) GyHKIHOHUPOBAHUS TPAIULHOHHOIO 0aHKA
B cpene open banking u o0cyxkiaaercs BeposiTHasi moreps
3¢ peKTHBHOCTH TPAULHOHHBIX HHCTPYMEHTOB MAPKETHHI .
Jois ynepKaHusi KOMMepYecKHX NO3MUIMH 0aHKa B HOBOW
IKOHOMMYECKON cpeje NpeNIoKeHbl BAPHAHTHI MojeJiei
Pa3BUTHA U PEKOMEHI0BAHO AJANTHPOBATH K BHIGPAHHOMY
BAPUAHTY HHCTPYMEHTbI 02aHKOBCKOI0 MApKEeTHHTA.

Keywords—open banking, 6aHk, MApKeTHHT, BCTPOEHHBbIE
¢unauncol.

I. BBEJIEHUE

Open banking — 3TO KOHIEMIMS, MPEIIONararomas
UCTIONb30BaHue OTKPBITHIX APl st mpenocraBieHus
TPETBHUM CTOPOHAM C COIVIACHS KIHEHTa BO3MOXKHOCTU
3anpaluBaTh, MOJy4aTh U aHATU3UPOBATH €r0 OAHKOBCKUE
JIaHHBbIE, HWHTETPUPOBATH PA3IMYHbIC MPHUIMKCHUS U
CEPBHUCHI, TEM CaMbIM IOBBINIAST KAY€CTBO KIHEHTCKOTO
00CITy)KMBaHHSI U YBEIIUUUBAs ACCOPTUMEHT HPOAYKTOB U
CEpBHCOB ISl TpaxknaH u Om3Heca [1]. OTo 0b6obmeHHAs
TOYKA 3PEHHSI PEryJISITOPA.

B pamkax nmoaxoja HacToslled cTaThby, MOCBALUICHHON
MapKeTuHry, open banking — 3TO KpUTHYecKas
TpaHchopMmalusi (PUHAHCOBOTO CEKTOpa, JIMIIAOIIAs
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KOMMepYecKre OaHKM IPHUBBIYHOW TMPUBATHOCTH U
OTKpBIBAIOLIAsl MX KIUEHTOB TPEThel CTOpOHE ISt

AKTHBHOTO BOBJIGYEHHMS B OSKOHOMHMYECKMH 00OpOT Ha
OCHOBE HOBBIX HU(POBBIX TexHoioruii. Mcrnonab3oBanne
KOMMEpYECKUMHU OaHkamu o01e PBIHOYHBIX,
MEXOTpacleBbIX IpeuMyliecTB open banking TpeOyer

nepecMoTpa  OM3HEC-MOJENM Uil IOJABJISIIOLIETO
OoJbIIMHCTBA OaHKOB.
Od4eBHIHO, YTO BO3MOXKHOCTH BBIOOpa  pa3HBIX

cTpateruii (OnsHec-mMozenent) MpuBeeT K CTpaTuUKAIUN
0aHKOBCKOTO pbIHKA. BO3HHKHET KOHKYPEHIHS MEXIY
0aHKaMM C TPaJUIMOHHON MOJEINbIO, HPEHMYIIECTBOM
KOTOPBIX B HOBBIX YCJOBHSIX OCTQHYTCS KOMIIETCHIIUH U
MacmrTald, 1 HOBBIMH MOJENISIMH (HEOOaHKaMH), KOTOpPbIE
JIOJDKHBI €I1Ie JI0Ka3aTh CBOIO CIOCOOHOCTh PaJMKAIbHO
CHHM3MThH 3arparbl M OBICTPO HApPACTUTh KIHEHTCKYIO
6a3y. OtnenbHbIe TPUMEpPBbl HEOOAHKOB, KaK YCICIIHbIC B
nenom (Hanpumep, Modul), kak 1 mpoBaisl (Harpumep,
Rocket) - He hopmupyroT O1HO3HAYHOTO TpeH a. [losToMy
00CYX/ICHHEC HEU30CKHBIX M3MCHCHHH OaHKOBCKOTO
Ou3Heca akTyallbHO.

[Mpumedanmne: cxokuii ¢ «open banking» apyroit
TepMUH «opening banky 3HAYHUT MPOCTO «OAHK BBIIAFOIITHIA
AKKPEIUTUB», TO €CTh 0003HaYaeT JIOAMH YacTHBIH BHI
TPaJUIIMOHHOIO OaHKOBCKOTO OHM3HECa.

II. MATEPHAJIbI UCCJIEAOBAHUA

Llenp wWcciemoBaHMS: ONIPENENINTH BIMSHUE Open
banking Ha pBIHOYHBIE MO3WIHMH TPATUIIHOHHOTO
0aHKa, BBIIBUTH OCHOBHBIE YIPO3bI M BO3MOXKHOCTH HX
mpeomoieHnss Ha 0Oaze W3MEHEHHs OW3HEC-MOAETH, a
TAKKe PACCMOTPETh 3aa4d OAHKOBCKOTO MapKEeTHHIA B
HOBBIX YCIIOBHSIX.
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MapxkerunroBsle acnektsl open banking. C Toukn
3peHusi MapkeTuHra open banking - 3To morpyxeHue
OaHKOBCKOTO  Ou3Heca B cpely  IKOHOMHYECKOTO
oOMeHa, Ine aKT IOoNy4YeHHs MoTpeOureneM Onar s
Y/IOBIICTBOPEHUSI TIEPBUYHBIX MNOTPEOHOCTEH yKe He
COIIPOBOJKIAETCS MPOLIEYPOH MEHOBOM CHEJIKH, TO €CTh
HET IUlaTeXa B IMPUBBIYHONW (OpME — OT HAIMYHBIX 0
BUPTYyaJIbHOM OaHKOBCKOHM KapThl. Kpaiineit m HamOoiee
SApKOi  (OPMOM TaKOW CHENKH SIBISCTCS POIHUYHOE
notpedieHne «OecIulaTHBIX» COLMANBHBIX Onar. JTo
n OecIUIaTHBIA TpaHCIOPT, W OecIulaTHAs MeTUIWHA, U
psil TOCylapCTBEHHBIX yciyr. [lorpedurens He muaTut
3a morpebimsieMoe UM Onaro, XoTd 3TO HE O3HA4aeT
OTCYTCTBHUSI MOKPBITHSI M3EPKEK Ha co3jaHue Onara B
o01eskoHOMUUECKOM Tiporiecce. Ho, ¢ Touku 3peHwus
0aHKOBCKOTO MapKeTHHTa (KIMEHTCKHX OTHOIICHHH),
B OJTOM CHCTEME pacyeToB MEXIy IOTpeOuTeneM u
MOCTaBIMKOM Onar, 6aHK He cymiecTByeT. Koneuno, stn
MIPUMEPBI OTPaHUYCHBI U 0A3UPYIOTCSI HA TOCYapCTBEHHON
COLMAJIbHOM TOJHUTHKE W CHEIU(UYHBI TOJIBKO JUIs
000COOJICHHBIX ~THNOB Ojar, TIpynn IoTpeOuTenei,
Tepputopuii.  bormee  yHUBepcalbHBIM  IPUMEPOM
«rorpyeHust 0aHKa» MOXET CIYXHTh pealnu3aius
TUIATeXKHBIX OMIMHA B COIMANBHBIX CETSIX, Halpumep,
VKPay, pacueTHblii 0OaHK KOTOpPOH NpPaKTHYECKH He
apummpyercs, HO TJAaBHOE — OH COBEPUICHHO HE
WHTEPECeH yYaCTHHKAaM CJIIKM  [EepeBOAa  JICHET.
besycinoBHO, OaHKOBCKME OpraHM3allid —TEXHHYECKU
YUYacTBYIOT B HCIIOJHEHHUHM PAcYeTOB MEXKJYy CTOPOHAMH,
(bPMHAHCOBBIE YCIIYTH HCIHOJHSIOTCS U TapUPHUIUPYIOTCS.
Ho motpeGurens (pUHAHCOBBIX YCIYr W MPOAYKTOB, Kak
CyOBEKT OaHKOBCKOTO MapKeTHHTa, B JITHX IpHMepax
ucyesaer.

Open  banking MOXHO  paccMaTpuBaTh  Kak
pacmpocTpaHeHHE IIPOILIECCOB «CKPBITHIX PACUETOB CTOPOH
B TOTPEOUTENBCKON CAENKe» Ha IIMPOKUN PO3HUYHBIN
PHIHOK 0€3 OrpaHMYeHHs 1O CerMEHTaM TOoTpeOuTenei
Wwin ToBapHBIM rpymmamM. C TOYKH 3peHHs aBTOpa, 3TO
pEe3KO CHIDKAeT TIIoJie TPUMEHEHHS KOMMEpUECKUMHU
0aHKaMH WHCTPYMECHTOB MAapKeTHHTa I YIPaBICHUS
BBIOOPOM TIOTpEeOUTESI.

Bo-nepBbIxX, cam O0aHKOBCKHH HPOAYKT, IO CYIIECTBY
HeMaTepHUAJIbHBIN,  aBTOMAaTHU3WpyeTcs A0  yJOOHOMU
HE3aMETHOCTH  JuIsi  Iojb3oBarens.  MoOWibHbIE
TexHonoruu, W 0Oe3 open banking, yxe nemarT cam
0aHK, M Kak Oo(QHUIHAIbHOE YUYpEXKICHHE, U KaK MEeCTO
COBEpUICHUs Ollepanni, - HEBUANMBIM ISl TOTPEONTEIS.
He3aMeTHOCTD JIE€HEXHBIX ONEpaluid Uil KINEHTa IpU
COBEpIICHNH UM MOTPEOUTEIHCKON CHENKH 0003HadaeT
tepmuH embedded finance (BnokeHHBIE (DUHAHCEHI).
OCHAacCTUTh JIOTIOIHUTEIBHON IOJE3HOCTHI0 OAHKOBCKHN
MIPOIYKT, YK€ YJOOHBIH /10 HE3aMETHOCTH, CTAaHOBHUTCS
KpaiiHe CJIOKHO.

BO-BTOpLIX, caM TIPOAYKT YXOAWUT H3 THUIHUYHOI'O
aCCOPTUMCHTA 6aHKa, TakK KakK (l)aKTI/I‘{eCKI/IM
IIOCTAaBIIIMKOM BCC 4Yall€¢ CTAaHOBUTCA HC OaHKOBCKas
KpeauTHas Oopranusanus, a CHeHPIaHH3HpOBaHHLII71

MOCTABIIMK TUIATEXKHBIX M CEPBUCHBIX yciyr. Open bank-
ing TmpearnonaraeT BO3MOXKHOCTH HCKIIIOUCHUs] OaHKa
- Jiep)KaTens CpeNCTB KIMEHTa M3 CXeMbl IUIATEKHOU
oTepalyy, 3a CUeT NPe0CTaBICHHUS TPaBa MHUIHAIN3AHN
ruiatexxa (CHSATHSI JIeHeT ¢ OAHKOBCKOTO CYeTa KIIMEHTA)
CHELHUATM3UPOBAaHHBIM CyObeKTaM (PMHAHCOBOTO pPHIHKA
(PISP-Payment Initiation Service Provider). B poccuiickux
JIOKyMEHTaX aHaJOTHYHBI yYacTHHK MOKa HWMEHYEeTCS
CIIITY (Croponnuit IlocraBmmuk Ilnatexnsix Yemyr) —
IOPUINYECKOE JIMII0, MPEAOCTABIAIONIEE MONb30BaTEI0
yCIOyry 10 WHUIMHAPOBAHUIO MEPEBOJAa  JICHEKHBIX
cpenctB [2]. OueBUIHO, YTO ITU HOBbIE UTPOKHU HAIIETO
pbIHKa OyayT 3apabarhiBaTh Ha OPraHU3alMU KIMEHTCKUX
rlatexxeil ¢ OaHKOBCKMX c4yeToB. TakuM oOpazom
HEKOTOpasi 4acTh KOMHUCCHOHHBIX IOXOJI0B POCCHHCKOTO
0aHKOBCKOTO CEKTOpa, KOTOpbIE COCTaBISIOT 10 400 Mipn
py6./kBaptan (UK/), moamamgaer mox yrpo3y B cpene open
banking.

Bormee TOro, HOBBIE YYaCTHHKH pBIHKA MOIYYaroOT
BO3MOKHOCTH co3faBarb depe3 APl cobGcTBeHHBIE,
(opmMaTbHO GAaHKOBCKHE YCIIyTH, HE TOTydasi OaHKOBCKOM
JUICH3UN M, COOTBECTBEHHO, HE MOATMAIAs MOJ MHOTHE
OTpaHMYCHHUS peryiaropa. lIpuMepoM MOXET CIIyKHTh
pasButHe KpeauTtHOoro mpoxaykra BNPL (Buy Now
/ Pay Later), m, X0Td KOMMepYeckwii OaHK B cXeMme
B3aMMOJICHCTBUS CTOPOH TIOKa COXPAHSACT TTO3UIHIO
JIepKaTeNns cueTa KIHEHTa, MOCTABIIMKOM pEIICHHUS O
BbIIaue 3aliMa BBICTYIIACT YXKE CTOPOHHSSA OpraHM3aIUs.
Jlugep »TOrO HampaBieHHWS — aBCTPATUHCKUAN (DUHTEX
Afterpay, kctaTn HEJaBHO NMPHOOPETEHHBIN 3a 29 Mipa.
JIOJUT. JIMACPOM KPHUIITOBATIOTHOTO PHIHKA aMEPHUKAHCKOM
xommanuerr Block (0w1B. Square) [3]. Takas wmHTErpanus
TEXHOJIOTHH KPEeIUTOBaHHUS M OJOKYEHHA MOXET CTaTb
00pasoM MPOPHIBHOTO MPOEKTa Ha (PMHAHCOBOM PBIHKE.
I[Tomumo mmatel, B3WMaeMmMoi ¢ OaHKa/pojaBIa 3a
MIPEIOCTABICHUE eMy 3aeMINNKa/TIOKyIaTels, MOCTABIINK
HOBOTO HPOAYKTa YacTO IMOJYYaeT TaK K€ CEPBUCHBIC U
mTpadubie cOOphI [4].

DOT0 OOBEKTHBHO paJuKalbHas TpaHC(hopManus
pBIHKA, 9YTO  TIOKa3bIBACT  HEMPOCTas  IpaKTHKa
MUPEKTUBHOTO BHEIPEHUs KOHIenmuu open banking B
EC. CobctBenHo, npaBoBas 0a3a qupexktuBsl PSD2 [5]
OpuTa BBeneHa EBpoxommccueit B neiicteue B 2015 romy,
CO CPOKOM IoJIHOTO BHeapeHus a0 14 mapra 2019 roaa,
9TO MaBHas Aara peanuzauuu PSD2. OpHako 3a 4eTbipe
rofia, OTBEICHHBIC KOMMEPUYECKUM OaHKaM Ha MOATOTOBKY
u BHenpenue open API, Tompko 4 u3 9 KpynHeWmmx
OpUTaHO-EBPOIEHCKUX OAHKOB BBITOIHIIIN BCE YCIOBUS
nupekTuBbl [6, 7]. [Io MHEHUIO HEKOTOPBIX JKCHEPTOB,
cama TpaHC(hOpManus IUIATEIKHOTO phIHKA open banking
B 3amagHON EBpore Oputa ctumynupoBaHa Kpusrcom 2008
rojia, Kor/a raleHne KpU3nca JeHbraMH Pe3KO YBEIHYUIO
00beM TpaH3aKIWU MOCHEr, a IuiarexHas cucreMa EC
OKa3ayiach M30BITOYHO MOHOIIOJIH3MPOBaHa [6].

Celiuac, B pamMKax JeHCTBYIOIEr0 pEeryJIupoBaHUS
POCCHUICKOTO pBIHKA, KJIHUEHT MOJb3yeTCsl YCIyraMu
2-X...3-X KpeAWUTHBIX OpraHu3amyif, 1-3-X KapTOUHBIX
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MIPOBAi/IEPOB, IUIATEXHBIMH ~ CEPBHCAMM  HarpuMep
IOMoney wmun CBII. B rpsamymem open banking
notpeduTens OyaeT B3aMMOJEHCTBOBaThH HE ¢ OaHKaMH,
a yNpaBJsITh JUMYHBIMK (pUHAHCAMM B pacmpeneseHHON
YMHOH CETH, TPENCTABISIOMEH MPOIYKTHI U CEPBUCHI
MHOKECTBA yYacCTHHKOB (DMHAHCOBOTO pbIHKA. Jliist
OTIMCAaHMS MHOT/IA UCTIONB3YIOT TEPMHUH «pACIIpeIeIICHHBIC
¢unance» — DeFi, ocobeHHO B cilydae TpUBICUCHHUS
OJIOKYEHH TEXHOIOTHl.

Crour 1M KOMMEpYeCKMM OaHKaM 3aluIIaThes,
aJanTHPOBaThCs, TOTOBUThCS K open banking? Wnm
WHHOBALMSI OCTAHETCSI Y/IEJIOM y3KOTO cerMeHTa Hanbosee
MIPOABUHYTHIX MoJb30Bareneit open API?

Ecte mo  menbmeidn  mMepe Tpu  (akropa,
00ycCTaBnIMBaONIe HEU30EKHOCTh TTOJHOMACIITAOHOTO
BHEJPEHHsS Ha POCCHUICKOM  (UHAHCOBOM  PBIHKE
KOHIIeTIIY open banking B KpaTKOCPOUYHOI! MEPCIIEKTHBE.

1.1. D10 HEOOXOAMMOCTh pEIICHHS KOJUIM3HU C
KOHKYpeHIIMe#H B muiatexxHord cdepe. HecmoTps Ha
HAJIMYUE TpPEeX JIECATKOB IUIATEKHBIX CHCTEM, U TPEX
COTEH KOMMEpPYECKMX OaHKOB «PBIHOK IIJIATEKHBIX
yCIIyT  XapaKTepPU3yeTCs BBICOKOW KOHIEHTpaIueu
Oom3neca. Jlonmst TepBBIX TMSATH OAaHKOB-DMUTEHTOB
(mo oObeMy omepanuii) B CErMEHTaX KapTOYHBIX
[IEpeBOJIOB, IUIaTeXel 3a TOBapbl M YCIYyIH,
COBEPIIEHHBIX MX KJIMEHTaMH, COCTaBIIET HOPSAOKA
96 u 90%, nona kpynHeiero OaHKa-SMUTEHTa — 92
u 71% cooTBEeTCTBEHHO. ... B pe3ymprare moctym K
HUCTOPUYECKH CIIOKUBIIEMYCS OOJBLIIOMY MAacCHBY
JIAHHBIX KIUCHTOB TIONYYWJI OJMH W3 YYaCTHHKOB
PBIHKA, YTO MO3BOJIMIIO €MY 3aHATh 3HAUUMbIE TTO3UIUN
B c(hepe mnaTexeit u nepeBooB.» [1, ctp. 32]

2.3T0 HaJMYKE B CTPaHE HEOOXOIMMBIX M JIOCTATOYHBIX
texHonoruii OoTKpeITIX API. Ecth paspaborannsie
U YTBEp)KACHHbIE CTaHAAapThl [8] coBMecTUMBIE ¢
1S0O20022, ectp mumOTHOE TECTUPOBAHWE KOHIETIITHH
¢ yuacteM 10 pOCCHHCKMX KOMMEpPYECKHX OaHKOB
(mexabpr 2021), ecTh UWHTCHCHBHAs YCIICIITHAS
NpaKTHKa MPUMEHEHUs ITHX TexHoiorud B Cucreme
brictpeix [Inatexeit ¢ 2019 roma [9]. B mrome 2021
roga Accoumanus «@DuHTEX» 00BSABHIA O 3aIyCKE B
MIPOMBIIIICHHYIO JKCIUTyaTallUio CepTH(GUKAIMOHHOTO
crerga ¥ noprana otkpeiTeix API [10]. Bonee Toro,
Ha MPOQUIBHBIX CalTaX MOXXHO HAWTH PEro3WTapuit
API-rutaruHOB yke JJ1s Tpex JecsaTkoB 0aHkoB Poccun,
Benopyccun u paxke Y30ekucraHa caMOCTOSTEIBHO
TECTUPYIOMUX TexHoaoruto [11].

3.910 00bEKTHBHASI HEOOXOAUMOCTD HOCIEI0BATEILHOIO
000co0neHnsT (HUHAHCOBOTO CEKTOpa HU3KOPHCKOBBIX
OBICTPOTEYHBIX IIJIATEKHBIX OMNepaluidi OT CeKTopa
BBICOKOPUCKOBBIX JIOJTOCPOYHBIX aKTUBHO-TTACCHUBHBIX
(cOeperaTebHO-KPEJUTHBIX)  omepauuil  OaHKOB.
Jlupupyromast perHoHAIbHAS TpaHchopmanys
¢unancosoro psika - PSD2 B EBponeiickom Corose,
npecienqyeT HWMEHHO 9Ty  PeryJSITOPHYIO — Lellb.
Bonee Toro, TtpaHchopmanuio (GUHAHCOBOTO phIHKA
nmoTanKuBaroT mporuo3sl McKinsey nera 2021 roxa,
COIJIaCHO KOTOPBIM BHeIpeHHe open banking MoxkeT
ctumysupoBats poct BBII na 1,5% mms CHIA, EC,

Benukobpurtanuu u gaxe g0 5% must Uumuu [12]. 310
CUJIbHEHUIINI Y9KOHOMUYECKUI apryMeHT.

besycnoBro, Takas  TpaHchopmaimusi  TpeOyer
3HAQUUTENBHBIX 3aTpPaT CO CTOPOHBI MHHUIUHPYIOIIETO
cyobekta (rocymapcrBa). OpmHako, Kak IOKa3bIBaeT
(uHaHCOBass OTYETHOCTh CIENUAIBLHOIO  peryisTopa
Benukoopuranuu (OBIE), Buempenue open banking
MO3BOJISIET OBICTPO W CYLIECTBEHHO CHHXKATh MPSMbIE
OpraHM3alIOHHO-PETYJSITOPHBIE  U3IEPKKH ~ yXKE CO
BTOpOTO Tofa BHeApeHus [ 13]. DTo MOXKHO paccMarpuBaTh
Kak eIlle OIMH apryMEHT 3a aKTHBHYIO TpaHC(HOPMAIIHIO.

[TosToMy HEoOXOmMMO NpU3HATH, YTO BOIUIOIICHHE
9TOM KOHHIENIWM B pealbHbIE IPABOBBIE HOPMBI
OTEYECTBEHHOTO PETYNIATOPA XOTh IPUHYIUTEIBHBIE, XOTh
CTHMYJIHPYIOIIHE - Hen30exkHO. Brikuth ¢ open banking
CMOTYT TOJBKO OAHKH CBOEBPEMEHHO MPHUHSBIINE HOBYIO
OM3HEC-MOJIENb B COOTBETCTBHH C KEJTAEMOU MMO3UIIAEHN B
HOBOH apXUTEKType (MHAHCOBOTO pbHIHKA. «Bce deTsipe
9JIEMEHTa — TEXHOJOI WS, KIHEHTHI, KOMMYHHUKAIUS W
JaHHBIe, OyOyT MEHSThCA B mporecce paszButus Open
Banking - yrepxmaet Tomac Jlaben6axep, mpeacenarenb
Financial Services Club CEE, maptuép ¢onma Life.SRE-
DA [14]. Ectp u Oonee paauKaldbHBIE YTBEPIKICHHUS:
«Cytb Open Banking BeipaskaeTcs B pazaeneHud QyHKIHN
BE/ICHHS CUeTa M I0JIb30BaTeNIbCKOro MHTepdeiica ... 3a
0aHKaMU OcTaeTcsi 0’K-O(pUCHAs POJh OMEpaTopa CUeTa,
“HPPACTPYKTYPHOU 6a3bl GUHAHCOBHIX yciayr» [15].

[TpoGnemsr open banking Ha ypoBHe 0anka. CoxpaHsis
B MaJIOW CTENEeHW pOJIb TOCPEIHMKA B (pUHAHCaX, OaHK
B 3HAYMTEIBHOW Mepe Tepsier cdepy B3aUMOJCHCTBHS
C KIIMCHTaMH, KOTOpasi B IOCJEJHEE BpEeMs CUMTalIach
KIIIOYEBOM  KOMIIETEHIHEH. OT0  JAEHCTBUTENBHO
MIPUHIMINATIGHAS HOBU3HA PHIHOYHOH ITO3MIMHM OaHKa.
[To muenuto T. Jlabenbaxepa CTpareruio TpaauIHOHHOTO
Oanka B cpezne open banking HE0OXOAMMO pajUKaIbLHO
nepecmarpusath [ 14]. MoxHo, HarpuMep, IEPE0CMBICIIUTh
BapUaHThl THUIOBBIX CTPATETHH YKJIOHEHHS OT YIpo3,
ONMCaHHBbIE B Kiaccuyeckux paborax Kormepa @.,
[Toprepa M., Annopda M. m nap. O630p BapuaHTOB
perynupoBaHus open banking ¥ Mopenell 0aHKOBCKOTO
OM3Heca, HCIOJIB3YEMbIX YUaCTHUKAMH B HOBBIX yCIOBHSIX
Ha npumepe EBpormeiickoro Corosa, mpuBeneH B padore
[16]. B muckyccum, cokycupoBaHHOH Ha open bank-
ing, MHTepecHa KOHKpPEeTHKOH pabora bosipunnesa B.M.,
MIPETIOKUBILETO OaHKaM BBIOMpATh M3 TPEX BapUAHTOB
MOJICJIM Pa3BUTHUS: WHTErpaTop, MHHOBATOP M IutardopMa
[17].

[maBHasi 3ajada BBDKHMBAHUSI - IOMCK HCTOYHUKOB
JOXO[a, 3aMELIAIOIINX  BhIIAJAIOMIMEe  JOXObI  OT
TPaH3aKI[MOHHBIX YCIYT, @ B MEPCHEKTUBE - yTPaueHHbIC
JOXOZbIl M OT JAPYruX mpoxykroB. Kak MuHHMYM, B
open banking cHmxkaroTcst Tapudbl 3a CYET HOBBIX
TEXHOJIOTHH M JKECTKOrO IICHOBOTO COINEPHUYECTBA C
BBICOKOTEXHOJIOTMYHBIMU KOHKYpeHTaMu. Kak Makcumym
- IPOJYKT LIEJIMKOM TIEPEXOJMUT K HOBBIM UIPOKAM PbIHKA.

BropuuHas 3amaga - coxpaHeHHE OAHKOM aKTHBHOU
pONHM B IUIATEXHBIX ONEPANAX, ONTUMH3ALMS Tapu(pHON
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HOJIMTUKU, OCTpas KOHKYPEHLUs C  ILIATeKHBIMU
orneparopamMi, B TOM YHCJIE IyTeM MOIy4YeHUs OaHKOM
craryca CIIITY. Ilpu sToM mnpuaercs MNpHU3HATH, YTO
COXpaHEHHE TIpeKHeW poinu OaHKa MPOTHBOPEUHT
nenu camMod TpaHc(OpManMM pHIHKA — HCKITIOYEHHE
YHUBEPCAIBHBIX IIOCPEAHUKOB B pacuy€Tax.

OKCTeHCHBHAs ~ MOJeNb. BO3MOXHO  aKTHBHOE
pacummpeHne MPOAYKTOBOW JHMHEHKH OaHKa C IETBI0
YIAOBIETBOPUTH CHPOC B HOBBIX CETMEHTaX pBIHKA.
CrnabplM  TIPOSIBICHHMEM  JTOTO  BapUaHTa  SIBIISAETCS
pa3BUTHE HWHBECTHUIIMOHHO-COEPEraTeNbHBIX MPOTYKTOB
n Opokepcknx makeToB. CHJIBHBIM TIPOSIBICHUEM —
CO3/IaHMEe Ha OCHOBE KPYMHOTO KOMMEpYECKOro OaHKa
AKOCHCTEM, BBIXOSIINX 32 paMKH OaHKOBCKOTO OM3Heca,
OUepUYEHHOTO JIneH3uen. J[s cpeTHnx 0aHKOB, KOTOPBIC
HE WMEIOT pECypcoB ISl Pa3BUTHI «aBTOHOMHOW»
MYJIBTH-OTPaCIeBON 9KOCHCTEMBEI, BO3MOKHO
MOJyYCHNE 3aMEIIAIONIero J0X0Aa OT CIayd B apeHIy
coOCTBeHHOW WHOPACTPYKTYphl [7], Hampumep, Kak
nudpoBoit wiarhopmel. OqHAKO HEOOXOAMMO MOCTOSTHHO
COBEPIIICHCTBOBATh TAKOW pECcypc MOAACPKUBAsi CIPOC
apeHIaTOPOB.

WnuteHcuBHass ~ Monenb.  BO3MOXKHO — aKTHBHOE
npoduiInpoBaHue O0AaHKOBCKMX  IPOAYKTOB  JUIA
MIPUOPHUTETHBIX (IIENIEBBIX) CErMEHTOB IIOTpeOHTeINeH,
Ha OCHOBE CHENN(HUECKHX KOMIIETCHIMH KpPEIUTHOU
OopraHu3aLuu. Baxueiimeit cnenruIecKoi
xommereHimit  3geck sBisiercss KYC (3CK — 3Hait
CBOETr0 KJIMEHTA), WHA4Ye TOBOPS — YHHUKAJIBHBIA OIBIT
(MHAHCOBOTO OOCIY)KMBAaHHSI CBOCH KIMEHTCKOWH Oa3bl.
Brnanenne HOBBIMHU TEXHOJIOTHSMH KOHEYHO TOXKE BAXKHO,
HO 3[eChb MaJOBEpPOSITHO HAKOIUICHHE CHELU(PHIHOTO
omnbita. Ca0bIM HPOSBICHUEM TAKOH CTpaTeTHH MO>KHO
CUMTATh CIIEIMAIN3AINIO, HAlpuMep, B cpepe obdopora
cnerudruyeckux (GopM oOecredeHus] 3anMMCTBOBAaHUI
(B CeIbCKOM XO3MHCTBE, B TPAHCIOPTE, B 3JIEKTPOHHOU
TOPTOBJIE, CETMEHTaX COBMECTHOTO IOJib30BaHMs (shar-
ing)...), WWIX TPEIOCTaBICHHE KIUCHTaM «OKOJIO
0aHKOBCKHX» ycIyr (OyxranTtepus, IOPHCTBI, ayIuT).
31ecy mpUMepaMu MOTYT CIIy’KUTb Mapkernedcel B2B,
Harpumep, «Cobepu cBoit OumsHec» y MTC-6anka.
CuIbHBIM, HO M pPUCKOBAHHBIM, BAPHAHTOM ITPEJICTABIISETCS
(GopMHUpOBaHHA Y3KOOTPACIEBBIX MAaKETOB IPOIYKTOB
Juisl  (pMHAHCOBOTO COIPOBOXKACHUSI OW3HECa KIMEHTA.
Hampumep, pa3BUTHE TakMX «IKCTPEMaIbHBIX» (IIOKa)
crienuan3annii, Kak GUHCEPBUC JUIsl KOMITBIOTEPHBIX U
n kubepcnopra, WM JIsi MHKPO-CPOYHON apeH[bl WIIN
MIOMHHYTHOTO CTPaxOBaHUs UMyIecTBa. KoHeuHo, y3Kkuid
PBIHOK TOBBIIIAET 3HAYMMOCTH OTPACIEBBIX PHUCKOB,
OJJHAKO PHUCK MOPAXKEHHUs] «CTaporo» OaHKa B HOBBIX
YCIIOBUSIX HUKTO HE OTMEHSI.

besycnoBHO, yxe CIETaHO MHOTO B HAIPaBICHUU
KOHCTPYMPOBAHMSI TAaKEeTHOrO ()MHAHCOBOTO CepBHCa
C Y4eToM OCOOEHHOCTEH NapTHEpOB U MNOoTpeduTenei
KJIMEHTa, NWKIMNYHOCTH TMOTpPEeOHOCTEH KIMeHTa B
pecypcax, «UHIUBHIYAJIbHBIX»  KIUMAaTHYECKUX |
CaHKIIMOHHBIX PHUCKOB W Tp. Ho mpenmymiecTBeHHO B

PYYHOM PECKUME TOJBKO JJid BbICOKOMAapKMHAJIbHBIX
KJIMCHTOB M JIMIIb OTACJIBbHBIMH OaHKaMH. 3IleCL XKC
Ppa3roBop O BLIKMBAHWUU MHOTUX.

Pemenne o BbIOOpE MEPCHIEKTUBHOW MOjaeTH OaHKa
He mnpocroe. Kak moka3piBaeT TNpakTUKa HeAaBHEH
poccuiickoil pehopMBl IPOMOPLIHNOHATHHOTO YIPABICHUS
(2018 1), mo 30% GaHKOB C 6a30BOI TUICH3UEH HE CMOTIIN
HATaIUTh OM3HEC B HOBBIX YCIOBHSIX HE3HAUYUTEIHHOTO
OTPAaHMYCHHUS BBICOKOPUCKOBBIX omeparmid, B 2021 romy
nx OusHec ObLI KpaifHe maccuBeH. bonee Toro 3a nBa
roJia MPUCTIOCOOICHHS K HOBBIM yCIIOBUSAM 15 KPEOUTHBIX
OpPTraHM3AINN CaMH TPEKPATHIN TOUCKH <(OKH3HCHHOTO)
pemieHusT W AaHHYJIHPOBAaIM CBOM JjuieH3un [18]. A
BeAb TpsAmymmias TpaHchopmanus open banking menser
ycroBHsI GaHKOBCKOTO On3Heca 0oJiee CyIIeCTBEHHO, YeM
MIPONOPIHOHATIFHOE PEryIUPOBAHNE.

[Ipobnembr open banking Ha ypoBHE MapKeTHHTa
Kakue 3amaum Ttakas TtpaHcdopmanus (HHAHCOBOTO
pBIHKA CTaBHT Iepen OaHKOBCKMM MapketuHrom? Hajo
CTPOTO OIPENeNIUTh, YTO MAapPKETHHI HE MOXET HMETb
CaMOCTOSITENIbHBIX 1ieJIell B Ou3Hece, MO3TOMY BBIOOD
[JIaBHOM 337124 MApKETHHTa Oy/IeT BCELIEIO OMPEIeIISThCS
CTpaTerueil KpeIuTHOM OpraHu3aliy.

banku  ObICTPO  TEpSIFOT  CBOC  YHHKAJIbHOC
MO3UIIMOHUPOBAHUE B CHCTEME  YIOBJICTBOPCHUS
nmoTpeOHOCTEH  KIMEHTa. YKEe HE TOJbKO OaHKHU

BOCMIPUHUMAIOTCS KaK MOCTABIIUKH (DUHAHCOBBIX YCIIYT,
a, CIJIC/IOBATEIIbHO, BBIOOP MOTPEOUTEINS YCIOKHSICTCS.
[TpudeM HOBbIE KOHKYPEHTBI MPHUXOJAT YK€ Biajes
CBOMMH MAaCCOBBIMH KJIMCHTCKUMH 0a3aMu, CBOUMHU
cobcTBeHHbIMU bigdata u OpeHIaMu, pecreKTa0eIbHBIMU
B ucxoaHbix otpacisax (SAumexc, MTC, X5, VK ...). D10
IUIOXO W Uit OAHKOB, W JUIs KIUCHTOB. BaHKW JKenmaroT
COXPAHUTB CBOH KIIFOYEBO pecypc — KIIMCHTOB, & KIIMEHTHI
JKENIAIOT MPOCTOTHI M yA00CTBA CepBUCA. 3HAUUT 3ajada
MapKeTHHTa YIOBICTBOPUTH MOTPEOHOCTH KIIMEHTOB B
uHTEepecax OaHka. J[s 3TO €CTh YeThIpE MCIBITAHHBIX
HHCTPYMCHTA CO3/IaHUsl JIOTIOJIHUTCIBHON TMOJIEe3HOCTH
(meHHoCTH), MO KpailHeW Mepe Takas Kiaccuuyeckas
MoJIelb — «4Py, ucnone3yercs yxe 6onee 50 yer.

bankoBckuii IIPOAYKT. MoxHo, HanpuMmep,
YOpOCTUTh  KpemuT. EcTe yxke 0aHKH, KOTOpBIE
BBIIAIOT TOTPEOHUTENBCKHE KPEIUTHl JIETKO W MPOCTO,
HATONHASA KpeAuTHBIN mopTtdens Ha 50%+ 3aiimamu, u
naxe HIIC, ¢ ITIH Gomee 80%. 3aech BO3MOXKHOCTH
YOPOIICHHUS CEpPBUCA JOKHBI OBITh OrpaHWYCHBI PHUCK-
MEHEKMEHTOM OaHKa, M YK€ Cephe3HO OTPAHUINBAIOTCS
PETYISATOPHBIMHU HOpPMaMH. T'enepanus HOBBIX
MIPOIYKTOB O€3yCIOBHO 3aBHCHT OT BBIOpAaHHOH OaHKOM
CTpaTeTHH U B 3HAUYUTEIHHON Mepe OT paclpoCTPaHEHUS
MOTPEOUTENHLCKUX KOMIIETEHIIMH B cpefe KIueHToB. U
0e3 crmenuanM3alid Ha pBIHKE BBICOKA BEPOSTHOCTH
MIPEUIOKUTH HOBBIH «commodities» ¢ HU3KOH yaenpHOI
3¢ (HEKTUBHOCTHIO.

CObIT IIPOAYKTA. ECTGCTBCHHO, YTO CUCTEMA JOCTAaBKHU
0aHKOBCKOTO OpOAYKTa NOJIKHA HEPCOPHUCHTHUPOBATLCA HA



2022 International conference on E-business technologies (EBT)

169

TE€ MecTa, I7ie KOHIIEHTPUPYIOTCs moTpedurenu. 1 remeps
«MECTO» - 3TO He Teorpaduieckoe MoHITHE, a KOMBIOHUTH
B COIMAJbHBIX CETSAX. 3/eCh HE MPOCTO OOIMIAoTCs,
371eCh BO3HHKAIOT YKOHOMHUYECKHE OTHOILICHHMS, KOTOpPBIE
TpeOyIoT (MHAHCOBOTO CONPOBOXKIEHHSA, W 3HAYHUT
0aHK JOIKEH MMETh CBOIO TOYKY HpOAax TaMm. Brioop
YCTICIITHOH «JIOKAIIMM» MPEITIOKeHNsT 0aHKa B HHTEPHETE
COBEpIIEHHO HE OYeBHJCH. MHOXATCS IIPUMEPHI CHETIOK,
B TOM YHCJIe KPYNHBIX (HEIBM)KUMOCTBH), B COBEPIICHHO
HepOQWIBHBIX ~ HMHTEpHET  pecypcax  (MTPOBBIX,
CHOPTHBHBIX, ...). IIpocTo mOTOMY, YTO KIHMEHTaM
9TO OKazajoch yaoOHo. IloctpoeHme B OeckOHEUHO
pacIImpsIONIeCsl CeTH HOBBIX KaHAJIOB COBITA, KOHEUHO —
U(POBBIX, TpeOyeT HOBBIX KOMITETCHITHH.

llena mnorpebneHus. AKTUBHO paboTast 3TUM
WHCTPYMEHTOM, OaHKH YyXe HcrnpoOoBaiu MHOToe H
MOYTH HCYEpHald pe3epB CO3JaHMs JOMOTHUTEIBHON

MOJIE3HOCTH  CBOMX  NPOJYKTOB  4Yepe3  ILIEHOBBIC
npuBwiernd. Bce  kemOdkm, paccpoukd, OOHYCHI,
BO3Bparhl  TPOLEHTOB -  CPOYHO  KOIHPYIOTCS

NIO0BIMA  (DUHAHCOBBIMH KOMIAHHSMH, OBICTPO Tepss
MapKeTHHIOBYI0  3((eKTHBHOCT. A  NpemaioKeHHe
0-it umensl ¢unancoBoit ycimyru (CBIT) nHe ocraBusier
MecTa JUIsl [ICHOBOM KOHKYpEHIMH. BeposiTHO, o1HO U3
HEMHOTHX HEKOMHUPYEMBIX IICHOBBIX MPEATIOKECHHH — ITO
Y3KO CETMEHTHBIE IIEHBI ITPH SICHOW CIelnan3any Oanka
(XOTs1 OCTaOTCSl IOPUAMYECKHE BOIMPOCH ITyOIMYHOM
odepTh! ¥ J0OPOCOBECTHON KOHKYPEHIINH).

[Iponemxenne. CymecTBeHHO, 4TOo open banking
HE TMPOCTO HCHOJIB3YeT HOBBIE TEXHOJOTHH, HO MEHSET
OTHOIICHWE KJIWEHTa K OaHKy. J[7s KIMeHTa MpecTaroT
OBITP ~ 3HAYMMBIMH  TpEXHHE  (QyHIAMEHTAIbHBIC
mapaMeTpsl KPeOUTHOW OpraHW3alMy: HCTOPHS, pazMep
AKTHUBOB, YHCIIO KIMEHTOB, TOCYIapCTBEHHAS TOACPIKKA,
peUTHHIH 1O (DUHAHCOBBIM IOKA3aTEJsIM, JOCTYIHOCTb
ceTH pojax u mp. Teneps HEOOXOIUMO MPOABUTATH HHBIC
(baxTopbl, U MPOABUTATh UX HOBBIM, MPEHUMYIIECTBEHHO
MOJIOABIM  TOTpeOuTeNns M. DaKTUYECKH MPUXOTUTCA
OTCTPaMBaThCA OT CBOETO MPOIIJIOr0 M MHOTHE OaHKH
MIPOCTO CO3/AI0T HOBOTO HOCHTENS JJISI HOBOTO MMHIIKA
— JodYepHHE KpeauTHele opranusamuu. C HylIeBoit
UCTOpHEH, HOBBIM OPEHIOM, HOBBIMH MapKETHHTOBBIMH
KOMMYHUKaIisiMA. Tak m3BecTHeWmmit Oank Santand-
er SA, BXOAMT Ha pbIHOK open banking ¢ OpeHIOM...
«Openbank»! B mponBukeHHH TPOAYKTOB HEOOXOIHMMO
nHaye (HOPMYIHUPOBATH [OTIOJHUTEIBHYIO IIOJIE3HOCTD.
Tenepp maBHOe — BpeMs KiaueHTa. [lostomy npupercs
OTCTpPaWBaThCsid OT CONHUIAHOTO W  KOHCEPBAaTHBHOTO
MIPOIIIJIOTO U KOHKYPUPOBATh Ha YPOBHE HOBBIX COITEPHUKOB
u3 QuHTEXa — OBICTPBIN, aMaNTHBHBIA OAHK PaOOTAOIIHIA
C KJIMEHTAaMH B NMPHUBBIYHBIX U1 HUX KaHalaX HAa HOBOM
TUTS ce0s SI3BIKE.

Open banking MeHseT cpa3y HECKONBKO 3HAYMMBIX
napaMeTpoB OaHKOBCKOrO OuW3Heca: 3alUIIEHHOCTb
KJIMCHTCKOH  0a3bl, INPHOPUTETHl TOTPEOUTENHCKOTrO
BBIOOpA, CTPYKTYPY KOHKYPEHLUH, HCTOYHHKU JIOXOJOB,
3HAYUMOCTh PHUCKOB. Ceiiuac MpakTHYEeCKH HEBO3MOXKHO

yKa3arb, KTO M3 YYaCTHHUKOB (PMHAHCOBOTO pBIHKA
OKa)XETCsI KOHEUHBIM OeHedHunuapoM TpaHC(HOpPMAIHH.
W  Oamkam, TpPaAMIMOHHO  3aHMMABIINM  MECTO
«IIPECTONIOOIOCTUTENS», TPEICTOUT OOpPOThCS 3a CBOE
MECTO Ha OOHOBJICHHOM pBIHKE.

BeiBonsl.  Konmenmumsi  open  banking  siBisiercst
NPUHIMIIHAIBHON TpaHchopMarei (pMHaAHCOBOTO PHIHKA,
CO3/IaoNIeH HE MPOCTO JONOIHHUTEILHOE KOHKYPEHTHOE
JIaBJICHUE Ha KOMMep4eckue OaHKHM, HO CYIIECTBEHHO
MEHSIIOIIEN UX POJIb B ICHE)KHOM 000pOTE U yrpoXKaroieit
CYIIECTBEHHOH YacTH TPUBBIYHBIX  OIEPAMOHHBIX
noxooB. Hens0eHOCTh BHEAPEHWS] KOHLEMIUH open
banking o0yciioBieHaee 00beKTHBHBIMH IPEUMYIIIECTBAMHU
Kak Juisi (pMHAHCOBOTO PETyJIATOpa - B YaCTH pa3JeiCHUs
PHUCKOB, TaK W JUIi SKOHOMUKH TOCYAapCTBa - B YacTH
crumynupoanust BBII. KomMmepuyeckum ©Oankam B
cpeae open banking HEW30€)KHO TPHUIACTCS MCHSTH
«yCpeIHEHHYI0» OHM3HEC-MOJelb W BBIOMPATh HOBYIO
CTpaTeruio M3 OrPaHMYEHHOIO0 KOJMYECTBA BapUAHTOB.
CyIlIeCTBCHHOEC HM3MCHEHHUC POJIM OAHKOB B JICHCI)KHOM
000pOTE KPUTUYECKHU BIIMSET HA KIIMEHTCKUE OTHOLICHUS
U TpeOyeT mepecMoTpa TPHOPUTETOB OaHKOBCKOTO
MapKeTHHra  NpU  MPEIIOKEHHH  IOTPEOMTEINsIM
JIOTIOJTHUTENEHOH MOJIE3HOCTH (PMHAHCOBBIX MPOJIYKTOB.
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beHUMapKUHI KaK UHCTPYMEHT Pa3BUTUSI
NPEANPUATUNA U OTPACIIEN B YCIIOBUAX
nr(pPoBOH TpaHC(hOpMAIIUH YKOHOMUKH
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AnHoTauus - B crarbe uccieayercsi NmoTeHUHAN
OeHYMApKHHIa B acnexkTe yHpaBJleHUs
HHHOBAIIMOHHBIM  Pa3BUTHEM  NpPeINpHATHH U
oTpaciieii B YCI0BHAX HHM(QPOBBLIX TpaHchOpMAIUid.
IIpencrasiiensl TEOPeTHKO-KOHLIENTyaIbHbIE
MOAXO/ABI K TPAKTOBKe OeHUMapKuHra. PaccMmorpensl
NMPaKTHYeCKHUE aCNIEeKThI, BO3MOKHOCTH H OTPAHMYCHUS
HCIIOJIb30BaHNs 0eHYMAPKHHIA B YACTHOM CeKTOpe H B
cdepe rocyiapcTBeHHOI0 yNpaBJIeHNs.

Keywords—O0enuMapKuHr, NPOrHo3MpoBaHue,
TEXHOJOTHYeCKHii 0eHUMaPKHHT, HHHOBAIIHOHHOE Pa3BUTHeE,
nHppoBasi IKOHOMHKA, HNPPOBOIi GeHUMAPKHUHT.

I. BBEJIEHUE

Open banking — 3TO KOHIEIIMS, MPEIIOIararonas
ncOmHOW M3 BAXHBIX 3a7ad Pa3sBUTHUA POCCHHUCKON
9KOHOMHUKH  SIBIISIETCSl  TIOCTPOCHHE  JIOJITOCPOYHOIO
0TpacieBoro HpOrHO3a (TEXHOJIOTUYECKOTO u
HKOHOMHYECKOI'0) B YCIIOBHSX LIH(PPOBOH TpaHChOpMalnu
9KOHOMHUKH.  [IpuMeHeHHe  TepeoBbIX  METOHOB
MIPOTHO3UPOBAHMS  TIO3BOJISIET  YJIYUIIUTh Ka4eCcTBO
WUTOTOBOTO aHAJNN3a, 4YTO CHOCOOCTBYET BBISIBJICHUIO
NepeNIOBbIX TEXHOJOTHI Ha JTale Hay4dHbIX Pa3padoToOK
W 3a]eOB, IMOBBIIICHUIO  KOHKYPEHTOCIIOCOOHOCTH
IIPUOPUTETHBIX OTpaciied. B [NaHHOW CBS3M BO3HUKAET
HEO0OXO0AMMOCTb UCIIOJIb30BAHMS MHCTPYMEHTOB
U(GPOBOro OEHYMAPKHUHTA JIJISI OLICHKH TEXHOJIOTHYECKOTO
Y MHHOBAIIMOHHOT'O Pa3BUTHSI.

B Hactosmiee BpeMs  OCTAarOTCS  HEPEIICHHBIMHU
IpOOJIEMBI, CBSI3aHHBIE C IPUMEHEHNEM TEXHOJIOTHYECKOTO
OGeHUYMapKUHTa Ha KOPIIOPATUBHOM 1 OTPACIIEBOM yPOBHSIX,
a TaKKe OTCYTCTBHE CHCTEMHOCTH B IIPAKTHKE €ro €ro
MIPUMEHEHHSI B YCIOBHSIX LU(PPOBU3AINU POCCHHCKHX
KOMITAaHUH U TOCYIapCTBEHHBIX YUPEXKICHUM.

Hnna A. Kpyriiosa

Kadgheopa Muposoti sxonomuxu u
MeHeOdxcmenma
«Meotcoynapoonwiil bankoscKull
uncmumym umenu Anamonus Coouaxay,
Cankr-IletepOypr, Poccus e-mail:
kruglova@ibispb.ru
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umenu Anamonus Cobuaray,
Cankr-IletepOypr, Poccus;
e-mail: sizn@mail.ru

II. MATEPUAIJIBI UCCIIEJOBAHUA

Jlns pemieHmsl yKa3aHHBIX TIPOOJIEM M BBI30BOB
[eNnecoo0pa3HbpIM  SIBISIETCS  aHAIM3  MOAXOIOB K
omeHke A(PQPEKTUBHOCTH YIPABICHUS WHHOBAITMOHHON
JIeSITEIIEHOCTHIO HA  OCHOBE  TEXHOJOTHYECKOTO
OeHUMapKuHTa, CHCTEMATH3aLMsl METONOJOTHH  ero
MIOCTPOCHUS ¢ MPUMEHEHHEM IU(POBBIX HHCTPYMEHTOB,
a TaKKe aHalU3 JYYIINX NPaKTHK €ro NPUMEHEHUS B
[IPaKTUKE KOMIaHHUH.

MeTo/10710rn4ecKoil OCHOBOM JTAHHOTO HCCIIEAOBAHUS
SBJSIETCSl  CUCTEMHBIM  TIONIXOA ISl WCCIIEIOBAHMS
MeCTa TEXHOJIOTHYECKOTO OEHUMapKHHIa B CTPATETHSIX
TEXHOJIOTHYECKOTO  (BKItoyas IU(poOBOH acmekr) u
WHHOBAI[MOHHOTO PAa3BUTHsI KOMIIAHUH W CTPYKTYypHO-
(YHKIMOHANBHBI METOJ Ul BBIACICHUS OTACIBHBIX
IU(POBBIX MHCTPYMEHTOB B METOJOJOTHUH IPOBEICHUS
OeHUMapKMHra TEXHOJOIMYECKOro (MHHOBALMOHHOTO)
YPOBHSI pa3BUTHSI KOMIIAHUH.

B kadecTBe 00bEKTa MCCIEOBaHUS BEIOpaHa cucremMa
TEXHOJIOTHUECKOTO  OCHYMAapKMHTra B  KOMIIAHHUSAX,
UCTIONB3YIOIIUX IIU(POBBIE HHCTPYMEHTBI.

[lenpto cTaThu SIBISETCS BBIBICHHE ITOTCHIMAA
TEXHOJIOTHYECKOTO OEHUMAPKUHTA B YCIOBHUIX IHU(PPOBBIX
TparchopMarmii s TOCTPOCHHUS KOMIUICKCHOI CHCTEMBI
OLEHKH 3(P(EKTUBHOCTH YIPaBICHNS HWHHOBAIMOHHOMN
JIESITEIFHOCTHIO KOMITAHWH B MPHUOPHUTETHBIX  OTPACIIX
9KOHOMUKH PO.

A. Mecmo mexnonocuueckoeo OenumMapKuHea 8
cucmeme ynpasieHus KOMNAHUAMU U OMPAcIamu

CoBpeMeHHBIN Om3HEeC-manmmapT TpeOyeT HaTHMIUs
nuGPOBU3AIUN OT KaXKJIOTO OW3HECa, HE3aBHUCHMO OT
orpaciu. DToT (pakT MOTUBHPYET MPEANPHUSITHSI BHEIPSIThH
WM TJTAHUPOBATh BHEAPEHUE IUPPOBO CTPATETHH.
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TexHonornueckuii OEHYMApKUHI B COBPEMEHHBIX
YCIIOBUSIX TaK)Ke ONMpPAETCs Ha HU(PPOBBIE HHCTPYMEHTBI,
YTO TMO3BOJSIET MCIOIb30BaTh €ro MOTEHLHUAN st
ONTUMU3AIMH TPOU3BOJCTBEHHBIX MPOLECCOB HA YPOBHE
KOMIIaHMUH, a TaKke B MPOLEIYpax MX CTPaTerHpOBaHUS.
[IpenmyiecTBa 3TOTO0 THUIA CPABHUTEJIBHOTO AaHAIM3a
3aKJII0Yal0TCs B €T0 YHHBEPCAIBHOCTH U OTHOCUTEIBHOU
MPOCTOTE  CTPYKTYpHUPOBAaHUSA. ODTO  TMO3BOJSAET C
OJIMHAKOBBIM YCIIEXOM IPHMEHSTh €r0 Kak B HEOOJbIINM
KOMITaHUSX, TaK W B KPYIHBIX MEXKIYHApPOIHBIX
OpraHu3aIusX.

OCcOOEHHOCTBIO  TEXHOJOTHYECKOTO OCHUMapKHHTA
c MIPUMEHCHHEM U(PPOBBIX MHCTPYMEHTOB
SIBIIIETCS ~ OIEHKA W COIMOCTABJIEHHE  KJIFOUEBBIX
nokasareneil  (pyHKIIMOHMPOBAHMSI aHAJIOTOB B  IEJSX
COBEPIICHCTBOBAHHS IIPOU3BOJICTBA ITyTEM 3aMMCTBOBAHHUSI
MepeIOBOTO OIbITA W BHEAPEHHs JIydlIUX HPAKTHK B
00J1aCTH TEXHUYECKOTO M TEXHOJIOTHYECKOI0 00CCIICUCHUS

[1].

OOpamasce K mpobiemMe  TEeXHOJOTHYECKOTO
OeHUYMapKUHTa OTMETHM, YTO OCHOBHBIM YCJIIOBHEM €Tro
NIPUMEHEHHSI B WHIYCTPUAIBHO PAa3BUTHIX SKOHOMHKAX
SIBISIETCSI  MCIIONb30BaHNWE LU(PPOBOTO HMHCTPYMEHTApHS
B TMpOIEAypax €ero IPUMEHEHHUs, 4YTO OOyCIOBIECHO
JIOMUHHUPYIOIIAM TEXHOJIOTHYECKOM YKIIaJIOM.

Accorumpys OCHUMAPKUHT C IIPOCTHIM CPAaBHUTEITBHBIM
AQHAJIN30M, MHOTHE HCCIIEJOBAaTEIH YKa3bIBalOT HA TO, YTO
9TO «IPOIIECC aHaIM3a JIEATEILHOCTH KOMIAHUM B LIEJSX
BBISIBIICHUsI  O0JacTeldl, TPEOYIOMMX MOJOKUTEIBHBIX
n3MeHeHu» [ 2 |.

OpHaKoO pacnpocTpaHeHAa M MHAas TOYKAa 3PEHHS,
TpaKTyrommiass  OCHUMAPKHMHI  KaK  KOHKYPECHTHBIH
WHCTPYMEHT [3] MCXOIs M3 TOTO, YTO TEXHOJOTHYECKUIT
OCHUMapKHHT  MOXKET  TPHUMEHATBCI B JIO0OM
JIeSITENIbHOCTH, B T.4. U MHHOBAIIMOHHOM 3a CU€T MOUCKa U
aJIanTalyy JY4IIKX U3 IPUMEHIEMbIX METOJIOB M TIPAKTHK
OCYILECTBICHUsI OM3HEC-TTPOIIECCOB.

OO6bekramu IIPOBEEHUS TEXHOJIOTHYECKOTO
OeHUMapKUHTa SBISIOTCS KaK TEXHWKA WJIM KOHKPETHas
TEXHOJIOTHSI €€ MPOM3BOJCTBA (BKIOYas MU(POBBIE), TAK
U METOJOJIOTHS, CTPYKTYpa WM IIPOLEeCC MPOU3BO/ICTRA,
IU(pOBbIE HMHCTPYMEHTHI W METOIBI  YIPABICHHS
MIPOM3BOJICTBEHHBIM  MPOLECCOM.  TeXHOJIIOrHYecKHuid
OEHUMapKMHI HAa OCHOBE COIOCTABJICHHUS KIIIOUEBBIX
nokazareneil 3p(eKTHBHOCTH CIIOCOOEH IaBaTh OLEHKY
JIOCTIDKEHUSI  LIeJIell  MporpaMMbl  MHHOBAIMOHHOTO
pasBUTHSI M KIIOYEBBIX MoKazaresneil sddexTuBHOCTH,
BKJIIIOYas ~ JOCTUTHYTYIO  JWHAMUKY  OTHOCHTEJBHO
BEAYIINX 3apyOCKHBIX KOMIIAHUH-aHATOTOB [4] .

Taknum 06pa3zom, HEOOXOTMMOCTb ITOCTPOCHHSI CHCTEMBI
TEXHOJIOTHYECKOT0 OEHUYMapKUHI'a 0OOCHOBBIBACTCS TEM,
YTO OHA ITO3BOJISIET B JOCTATOYHO TOYHOM Mepe yCTAaHOBUTH
o0Js1acTé MMPUMEHEHHsI OTPAaHUYEHHBIX PECYpPCOB, a TaKXkKe
cnocobctByeT  3(p(eKTHBHOMY  (YHKIMOHHPOBAHMIO
NPEANPUSTHS, CHCTEMHOMY TIOIXOAYy K BBISIBICHHIO

KJIIOUEBBIX OPHEHTUPOB CTPATErMYECKOTO pa3BUTHS B
ycnoBusix nn(ppoBoil TpaHchopMalu BHYTPEHHEH Cpe/ibl
KOMIaHMUHU.. DTO OAMH U3 PacIpOCTPAHEHHBIX MOJXOA0B K
UCCIIEIOBAHUIO TIPUPOJIBI KOPIIOPATUBHOTO OEHYMAapKUHTa.

YuuTeiBass Kak €BPONEHCKHUM OIBIT HCIOJb30BAHUS
OCHUYMApKUHTA, TAK U a3MaTCKUE KOPHH JTaHHOTO SBICHUS
B KOHTEKCTE 3aMMCTBOBAHHS OIIBITA, CIEIAYyET OTMETHUTH,
910 '"COBPEMEHHBIH OCHUMapKHHT B paMKax JaHHOTO
MOIXO/Ia COCTOUT M3 YEThIpeX 0A30BBIX SITEMEHTOB:

B OIIEHKM COOCTBEHHOrO ITOTEHIMala W CIIOCOOHOCTEM
1 OOBEKTUBHOI'O BBISABICHUS CHJIBHBIX U CIa0BIX
CTOPOH MPOM3BOACTBEHHOTO IHKJIIA;

® CpaBHEHHUS IPOU3BOJICTBEHHBIX MOULIHOCTEH, ypOBHEM
TEXHOJIOTHYECKOTO pa3sBUTUSL U y3KOCIELHAIbHBIX
nokaszareslel ¥ XapaKTepUCTHK pPaccMaTpUBaeMOi
OpraHu3aluu ¢ €€ OTPacaeBbIMU KOHKYPEHTaMU;

® O0y4eHHS W MHTETPAlMH B TPOU3BOJICTBO 3HAHHUH,
HOJIyYEHHBIX OT 0oJiee Pa3BUTHIX YYaCTHUKOB PBIHKA,
C 1EJIBIO YITYUYIICHUS! COOCTBEHHBIX TIPOU3BOICTBEHHBIX
MOKa3aTeJieH;

® pa3BUTHUs, KOTOpOE SBIAETCS OCHOBOIOJIATAIOIIEH
LIeJTBI0 BCETo mporecca benumapkunra "[5 |;

" JCIOJIb30BAaHUSA III/I(prBLIX HUHCTPYMCHTOB.

B kxoHeyHOM wuTOre YyCHEWIHBIH OEHYMAPKUHT
[IO3BOJIACT IPENIPUITHIO KAu€CTBEHHO IIOBBICUTH CBOU
[IPOU3BOACTBEHHbIE [10KA3aTENM IIyTEM ONTHMU3ALUU
[IPOU3BOACTBEHHBIX LIUKIIOB.

LlenecooOpa3HO BBIACIUTH YETHIPE NPEHMYILIECTBA
WCTIONB30BaHMs OCHUYMApPKUHTA B IIEJIOM U - ITHU(PPOBOTO
- BYacCTHOCTH, B paMKaX KOPHOPAaTHBHOT'O IJTAHUPOBAHHMSI:

= OeHYMapPKHHT CIOCOOCTBYyET (hopMHUpOBaHHUIO
KPUTHYECKOH TOYKH 3PEHHUSI Ha OM3HEC-TIPOLECCHI, YTO
MO3BOJISICT B PE3yJIbTaTe aHAIN3a HCXOMHBIX JAHHBIX
n30paTh CTpPATETHIO Pa3BUTHS IMPOHM3BOJICTBEHHBIX
LCTI0YeK;

® GeHYMApKUHI MOTHBHPYET HMHTEIPHPOBATh AKTUBHBIH
o0Opa3oBaTeNbHBI IpoIecC B  IPOU3BOJICTBEHHBIC
LUKJIBl OPTaHU3AIMH JUIsl 00ECIICUeHUST YyCTOHYUBOTO U
BCECTOPOHHET0 Pa3BUTHS U MOJICPHU3AINH;

" myTéM TNPUMEHEHHsT OCHUMAapKHHTa OpraHu3alys
[OJTy9aeT BO3MOXKHOCTh 110 HOBOMY OLICHHTH MPOLECC
MIPOU3BOJICTBA, & TAKIKE HAWTH HOBBIC MYTH JJIS TIOMCKA
pelieHuid Ou3Hec-1pooIeM;

B Onarojapsi OCHUMApPKUHTY CTAHOBHTCS BO3MOYKHBIM
(hopMupOBaHHE EIUHOW W YHUBEPCATBHOH CHUCTEMBI
KOOpJMHAT, YIPOLIAIOIICH COBOKYIHYK  OLCHKY
MPOU3BOIUTENIFHOCTH MPEANPHUITHS WU OPTaHU3aIuN
[5].

CregyeT OTMETUTh €Ille OAHY TOUKY 3PEHHUs

HA  TCOPETUYECKOC OCHOBaHHME OCHYMAPKHHIA KakK
coBpeMeHHOTO (peHoMeHa [4]. B pamkax maHHOTO IMoIxoaa
OCHYMAPKUHT pacCMaTPUBACTCS KaK OIPEICICHUE CaMBIX
BBICOKUX CTaH/IapTOB KaueCcTBa JUIs IPOAYKTOB, YCIIYT WIH
MIPOIICCCOB, a 3aTEM BHCCCHHUS YITyUIIICHUH, HCOOXOIUMBIX
IUTS  JOCTIDKEHHS — OTHX  CTaHmaptoB. [lomoOHas
MOJIEpHH3ALUS HA3bIBACTCSI «JTyUlllel mpakTukoi»y. OaHuM
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H3 TMCPBBIX HanOolee APKUX TMPUMEPOB MPUMCEHCHUSA
CPaBHUTCJIBHOI'O aHaJiM3a B MLCIAX CTPATCTUYCCKOIO
Pa3BUTHA ABJISCTCA KOPIIOpalus Xerox.

B ucropuu komnanum ObUT Ieprof, Koraa Xerox Tepsii
JIOJIIO PBIHKA U UCIIBITHIBAJ CUJILHOE JIaBJICHUE CO CTOPOHBI
CBOMX KOHKYPEHTOB. B MOMBITKE MOMBITATHCS «BEPHYTHCA
B urpy» Xerox pemmua CpaBHUTb CBOU JAEHCTBHUS C
JIEHICTBUSAMHU CBOUX KOHKypeHTOB. Ilocie HaxoxaeHHs
CTaH/IapTOB KauyecTBa, C KOTOPHIMU MOXKHO CPaBHUBATh
ce0s1, Xerox Havyajl OJHY M3 MHHOBAIIMOHHBIX TCHACHIMH
B coBpeMeHHOM mupe. C KaKAbIM TOI0M OCHYMapKHUHT
CTaHOBHTCSI Bce Oosiee momyispHbIM. Takum oOpaszom,
nporecc OeHUMapKUHra — 3TO OOJblle, YeM MPOCTO
cpencTBo cOopa JaHHBIX O TOM, HACKOJIBKO XOPOLIO
KomraHus paboraer npotus apyrux [ 4, 5 |. KiroueBbiMu B
THUIIOJIOTHY OEHYMapKUHTa SBIISIOTCS [ 5] Takue BUJIbL, Kak:

" BHYTPEHHMH: 3aMMCTBOBAaHHUE OIbITA B paMKax OJHON
OpTaHM3aIMU WX ee (UITHAIIOB;

® KOHKYPEHTHBIN: 3aMMCTBOBAHHUE OIBITA Yy OTPACIEBBIX
KOMITaHUI{-KOHKYPEHTOB;

" (yHKIMOHAJBHBIN: 3aMMCTBOBAHKE OITBITA Y KOMITAHHI
U3 JpYyrux OTpaciied, HO BBINOJHAIOMINX CXO0XKHE
3a]a4u;

® o0muil: 3aMMCTBOBAHME OIBITA y JIYYIIMX KOMIIAaHWUMH
6e3 MPHBA3KH K HX OTPACIEBON HANPaBIEHHOCTH H
OGu3HEec—IpoLeccaM;

" nudpoBoii: cpaBHeHWE NM(PPOBOA CTpaTerHuyd WIN
ee dvacTell ¢ KOHKypeHTaMH B TOH K€ OTpaciH,

MO3BOJISIIONIEE  COCTaBUTh  KapTy  KOHKYPEHTHBIX
MIPEUMYIIECTB.
[lemecoobpa3Ho  TakKe  OTMETHTH  JICTAlIbHO-

TUYECKHUH acreKT OeHYMapKHHIa, 0co0o0 ompenessis
€ro 3Ha4eHUE IS KOMIIAHWM, >KEIarolUX MOBBICUTH
CBOIO MPOU3BOAUTENBHOCTh. Ilpu3HaBas, uTO Ha 3ape
OeHUYMapKuHra, €ro 4acTo KPUTHKOBAJIM 32 CXOXKECTh C
IPOMBIIIJIEHHBIM IINMUOHaxeM, A. bbopH, Hampumep,
3asBJISCT, YTO COBPEMCHHBIH OCHUMAPKHHI HE JOJDKECH
(oKycupoBaThcsi Ha KakoW—in00 KOMMEpUYECKOW WIN
KpaiiHe BakHOW KopnoparuBHOW uH(popmaimu. [Ipumep
€BPOIIEHCKOr0 MPAaBOBOIO PETYIMPOBAHMS STOH Ccdepsl
ImyTeM cTatbM 85 eBporeiickoro aoroBopa o0oO3HayaeT

BEKTOp, B paMKaX KOTOPOTrO JOJKEH IPOBOJUTHCA
Oenumapkunr.  JloroBop  3ampemaer  Kakue—inO0
JIEMCTBHSA,  pe3yabTaTroM  KOTOPBIX  OylIeT  IOJpBIB

KOHKYpPCHIIMM Ha BHYTPEHHEM eBporeiickoM peiHKe. C
JPYTOH CTOPOHBI, TAKIKE OTMEYALSTCSI, YTO 10 CETOHSIIIHETO
JIHSI B MEXK/JyHapOoTHOM OHM3Hec-coo01IecTBe elle He ObLIo
CEepbE3HBIX Pa30HPaTEIbCTB MO BOIPOCaM OCHYMAPKHHIA

[6].

BeHuMapKuHT, B 0COOCHHOCTH - HU(GPOBOM, MOXKET
UCIIONIb30BAThCSl B Pa3IMUHBIX OTPaciisix - Kak B cdepe
YCIIyL, TaK U B IPOU3BOACTBE. SIBIISSICH METOIOM BBISIBIICHUS
HOBBIX MJCH M HOBBIX CHOCOOOB YIy4IIIEHHs MPOIECCOB
U, OIIOCPEJOBAHHO, OH HaIpaBlI€H Ha HaWwIly4llee
YIOBJIETBOPEHHE OXKHIAHUH KIMeHTOB. KoHeuHO 1enbio
OeHUMapKuHTa SIBISIETCS YIYUIIeHHE Tpolecca, KOTopoe
OTBEYAET 0’KUJAHUAM KIMECHTOB.

TakuMm 06pa30M, 6CH‘IMapKI/IHF IIO3BOJIAET  JICTKO
OIIPpCACIINTL pa3pblIB  MCKAY TEM, TIAC HNCXOAHBIM
COCTOAHHUEM npeanpusaTUCM n €ro OCJICBBIMU
OpUCHTHPAMMU. DTa JAUCTAaHIWA U IIPEACTABIIACT MOTCHIIM AT
YIIy4IICHUA U OTAJIOH O6HOBJ’I€HI/IH, K KOTOPOMY CTPEMHUTCH
Oopranm3arnus. B KpaTKOCpO‘IHOﬁ TEPCIICKTHUBEC IIOIbITKA
IpeoaOJICHUA ITOHU JAUCTAaHIINH 0e3 OTKasa OT M3MCHEHUMU
YMEHBIIAKOT BO3MOXHOCTU JII BBUKUBAHUS U Pa3sBUTUA
OpraHu3aliuv B I[OJ'II‘OCpO‘IHOﬁ MEPCIICKTHUBE.

b. Unempymenmapuii yugppogozo benumapkunea

Hudposoit OeHUIMAapKUHT - 3TO YHUBEpCaIbHAs
METOJIUKA, HCTIONB3YIOIIAsICS KaK B chepe
TEXHOJOTHYECKOro OCHYMAapKHHIa, TaK M B CHCTEME
TOCYIapCTBEHHOTO yIpaBieHus [9].

[udpossie ceTeBbIe MAPKEPHI (YIACTHE B COIIMATHHBIX
CeTAX M IOAIKCKA, HOBOCTHAS aKTUBHOCTh, MOOUJIbHBII
u BeO-TpaduK, MOKA3aTeid OTKa30B M KIUKOB W TIp.)
PacKpbIBarOT MH(GOPMALIUIO O CTPATETHSIX KOHKYPCHTOB,
00 OTpacieBBIX TEHICHIUSAX (HOPMHPOBAHUS ITUX
TEHACHIIMIA.

LlndpoBbie Mapkepb! MOAUEPKUBAIOT MOJIOKUTEIbHBIE
CTOPOHBI CTpPATErny KOMITAHUH, TOKa3bIBasi BO3MOXKHOCTh
UX JajbHelmero ucmnonb3oBaHus. [locite  cOopa
uHdopmaruu  UUPPOBOM  OEHUMApPKUHT  TIO3BOJISIET
CHCTEeMaTH3UPOBaTh aHAINTHYECKHE JaHHbIE M CO3/1aBaTh
OLICHOYHBIE METPHKH.

OmHpM W3 JCHCTBEHHBIX MPHUEMOB  ITU(PPOBOTO
OCHUMApKHHTa  SBISICTCS ~ aHAJIM3  HCTOPUYCCKHX
TPEHJOB, YBEIMUYMBAOWINX DITyOMHY COINOCTABICHHS WU
MIOKa3bIBAIOIINX, KAK MEHSUINCH 9TAJOHHBIC TOYKU U KaKHe
(akTOphI OKa3bIBAIN JJOMUHHPYIOLIEE BIUSIHUE.

BolgenuM  KItOUEBbIE  YHHBEpCAJIbHBIE IOKA3aTeNN
mupoBoro  OEHUYMapKWHra, OTHOCSIIMECS Kak K
TEXHOJIOTHYECKOMY OEHUMapHHTY, TaK U K OCHUMAPKHHTY
B FOCY/IapCTBEHHOM yTpasiieHuH [9].

Bo-TiepBhIX, 3T0 IIOKa3arens Tpaduka v BOBJICUCHHOCTH
(Traffic and Engagement). JlaHHBII HHCTPYMEHT MIO3BOJISIET
CpaBHHUBATh MOKA3aTENH 10 MSTH CAHTOB OMHOBPEMEHHO,
TPOBEPSITH U CPABHHUTH 00BEM M pacrpeeeHue Tpaduka,
MOJIyYaTh MPEACTABICHUE O JoJjie OpeHaa Ha Hu(POBOM
PBIHKE U KaueCTBe UX Tpaduka.

Bo-BropeIx, 3T0 TpsAMoi Tpaduk Ha caltT. [Ipsmoit
TpaduK, TO ecTh TpauK, UCXOMAIINNA OT MOIH30BATEIECH,
koTopsie Hanpsmyto BBenn URL-anpec B Opayzepe, MOKET
OBITH OUYCHH TOJIE3CH IIPH TPOBEICHWU HCCIIEJOBaHMI
oU(pPOBOTO  CPaBHUTENBHOTO aHamm3a. lloceruTenw,
KOTOpBIE TOOABISAIOT BeO-CAalTHI B 3aKIaIKHA U PETYISAPHO
MOCEMIAIOT WX HANpsIMy0, BEPOSITHO, OylayT OOHUMH W3
CaMbIX JIOSUTBHBIX ¥ BOBJICUEHHBIX ITTOJIb30BATENICH caifTa.
Ota X€ METpPHKa MOXKET HCIONb30BAThCA U  OICHKH
CHITBI ITppoBOTO OpeHa BeO-caiita. B utore, mokasarenn
MIPAMOTO TpaduKa SBIAIOTCS BAXKHBIM ITOKA3aTEIEM CHIIBI
Openna.
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B-tperpux, uHctpymeHnt "llepekpsiTue ayauropun'
(Audience  Overlap), TO3BONAONIMNA  OMPEIACITUTH
aJIPECHYIO ayJUTOPHIO U pa3Mep PhIHKA, OLIEHUTH OOIIYIO
ayJIUTOPUIO M PAcCUMTaTh PHIHOYHBIA TOTEHIMAN caiiTa
KOMITaHMH B CPaBHEHHM C CaWTaMH KOHKYypEHTOB. OTa
nH}pOpMaILUs TIOMOraeT KOMIIAHUSIM OLIEHHBATh PBIHKH,
HaXOJUTh IOTEHIMABHBIX IApTHEPOB W  ONPEICIITh
BO3MOYXHOCTHU PacIIMPEHUSL.

B-ueTBepThIX, MHCTPYMEHT «JIOATBHOCTD ayAUTOPUI
MPEOCTaBIseT UH()OPMAILMIO O MOCETUTENSX, KOTOpPBIE
[OCELIAI0T HCKIIIOYUTENIbHO AHAJIM3UPYEMBIM CalT, B
CPaBHEHHUH C TEMH, KTO ITOCEIIAeT ABa Win Oosee caiToB
3a OAMH ceaHc. B 3ToM ciryyae ucnonb3yercs 0TpaciaeBou
GuabTp UIA CpaBHEHMS KaXKIOro caiTa CO CpPEIHUM
MIOKA3aTeJIeM 10 OTPACIIH.

CpaBHEHHE JIOSUIBHOCTH  ayAMTOPUH  OIpeJernser
mudpoBble  OpeHABl 1O  JIOSUIBHOCTH  IOJIb30BaTelNiel
B OTpaciiid, 4TO, B CBOIO Ouepelb, BO3ICHCTBYeT Ha
3} (HEKTUBHOCTH MPOLIECCOB YIEPIKAHUsI H BOBJICYCHHOCTH
OTpeOUTEICH.

Takum o0OpazoM, LU(PPOBBIE HMHCTPYMEHTHI IpH
NPOBEACHUHM OEHUMAapKHHIa MO3BOJSIIOT (UKCHUPOBAThH
MO3UIIMI0 KOMIIAHUM Ha PBIHKE 110 CPaBHEHHUIO C
KOHKypEeHTaMHM M, KaK CIJIeACTBUE, HHBEIHPOBATH
MHQOPMALMOHHYIO ACHMMETPHIO M TPAHCAKIMOHHBIC
U3IEPAKKH B IIEJIOM MO OTPACIH.

B. Benumaprune 6 cghepe eocydapcmeennoco
YnpaeneHus

VYuuteiBasi, 4TO chepa NpuMeHEeHHs OeHUMapKHUHra He
OrpaHMYCHA KaKOH-1MOO OJHOM OTpacibio, CyLIECTBYET
MHOXKECTBO TOYEK 3PEHUs KaK Ha TEOPETUYECKYIO, TaK
U Ha TNPAKTHYECKYIO CyTh Ipolrecca OeHuMapkuHra. B
COOTBETCTBUM C KOHKPETHBIMU OOJIACTSIMH IMPUMEHEHHMS
CPaBHHUTEIIFHOIO  aHaIN3a,  OCHUYMAPKMHI  MOXKET
paccMmarpuBarhCs B aclieKTe CHenU(HUKH MCHOIb30BAHMS
BO3MOXHBIX €ro THUIIOB B pAa3IMYHBIX OTPaAcCisX W
NPEANPUSTHSAX, TaKUX KaK YacTHBIM cekTop U cdepa
rOCY/IapCTBEHHOTO yIPaBICHMUS.

B TeueHwue mocieIHuX By X JSCSTUICTUH MEHEIKMECHT
KadecTBa B cepe rocymapCTBEHHOTO YIIPABJICHUS OBLI
pacTyuieil U pa3BUBAIOIICHCS KOHIETIMEH. DKCIepTHOE
COOOIIECTBO MPHUILIO K MOHMMAaHUIO TOro, 4YTO
3G GEKTUBHOCTh M PE3yJIBTaTUBHOCTh — 3TO JBE HJICH,
KOTOpBIC OYIYT U TOJDKHBI YIIPABIATH BCEM, JaXKe CAMBIMHU
OTCTAJIBIMK U HETTIOBOPOTIMBBIMHU OIOPOKPATHUSIMH.

V4eHble OTMEYAIOT, YTO XOTs OCHYMApPKUHI MOXET
MOKa3aTbCsl ~ YHUBEPCAIBHBIM  HMHCTPYMEHTOM  JUIA
MCTIOTB30BaHS B TFOOOM OM3HECE MITA OPTaHU3aIlnH, Y HETO
JCHCTBUTEIILHO €CTh ONpe/IeICHHbIC TPeOOBaHMs, KOTOPHIE
HEOOXOMMMO COOMIoNaTh, 4TOOBI OH (PYHKITMOHHPOBAI
OJDKHBIM ~ 00pa3oM. OcoOeHHO BakHO cOOMIOIeHNE
9TOTO TIpaBWJIA TIPH peanu3alii OCHIMapKHUHTa B cdepe
TOCYIapCTBEHHOTO yTIpaBIeHHS [6 ].

Cpenu mnpoOsieM W OrpaHUYEHHH CpPaBHUTEIHLHOTO
aHaJIM3a OTMEYaroTCs MNPUHYXKIEHHE K CPaBHUTEIHLHOTO
aHalM3a B TOCYJapCTBEHHOM CEKTOPE, CHMXKAIOIIEE €ro
MOHMMaHHE U MOTHUBAIHIO.

Bonblioe BHMMaHHWE B HACTOSIEE BPEMsl TaKkKe
yAeNmsAeTCsl «IpodiaeMe CIenupuKanum Kak CHUTyalluH,
B KOTOPO# BO3MOXKHO HENPAaBUIBHOE BOCIPHUSATHE TOTO,
YTO JiesiaeT OCHYMAPKUHI YHUBEPCAIBHBIM B KOHKPETHOU
obnactu. «IIpobnema naeHTHPUKAIII paccMaTPUBACTCS
Kak MOTeHIIUAIbHAS OIaCHOCTh MIPE/IB3SITOrO
CPaBHHUTEIILHOT'O aHAJIM3a K MOYKET CITY)KUTh UHCTPYMEHTOM
JUIsl TIPOJIBMIKEHHUST MHTEPECOB JIOMUHUPYIOLIEH CTOPOHBI,
a HE OCHOBBIBATHCS HAa MHOTOCTOPOHHEM Tonxoxe. B
CBOIO OYepellb, BO3HHUKAIOIIAs BMECTE C OTHM «IIpodiiema
MIPUJIOKEHUs» CBs3aHA C BOMPOCOM O TOM, C KaKUMHU
METOIaMH UCIOIB3YEeTCS CPAaBHUTENBHBIN aHamms [6 ].

YuuTeiBasg 3TH BOIIPOCHI, a TaAKXKEC IPEUMYLICCTBA
CPaBHUTCJIIBHOI'O aHalu3a, C TOYKH 3pCHUsA
I‘OCYI[apCTBeHHOfI IMOJMTUKU OYCHb BAXKHO PACIIO3HABATb
" CpaBHUBATb cinaOble U CUIIbHBIE CTOPOHBI 66H‘1MapKI/IH1"a
CBA3AdHHBIC C PA3JIMYHBIMU ACIICKTAMH 3TOI'0 IIporecca. B
I[aHHOﬁ CBA3U BBLACIIAIOTCS OTPpaHUYCHUA CPABHUTCIIBHOT'O
aHaJin3a, KOTOPLIC HYXHO YYWUTBIBATH JISI NMIPUMCHCHUS
6CHqMapKI/IH1"a B rOCyIapCTBECHHOM CCKTOP.

Bo-nepBbix, 9TO CTaTHYEeCKOe BOCIIPHATHE,
MOCKOJIBKY CPaBHUTENBHBIN aHAJIN3 TPEJCTaBIsIeT co00n
CpaBHEHHE KOMIAHUM W €€ CTPYKTYPBHI C aHAJIIOTHYHBIMU
XapaKTepUCTUKAMU KOHKYPEHTOB B KOHKPETHBIH MOMEHT
BpeMeHH. XOTS TaKkWe MOMEHTANbHBIE CpPaBHEHMS
MOJIE3HBI, OHU MOTYT IIPUBECTH K HECOOTBETCTBHIM
MEX/1y PeabHBIM COCTOSIHUEM KOMITAaHUH U Pe3yJIbTaTaMy
CPaBHHTEJIFHOTO aHajiHu3a. DTO CYUTAETCSI HEIOCTATKOM,
MOCKOJIBKY UTOTOBBII aHAJIN3 HE OTPaXKaeT AMHAMUYECKUX
po0JieM OpraHU3aIMOHHOTO Pa3BUTHSI.

Bo-BTOpBIX, 93TO peTrpaHcasanus omnbitTa.  OgHOM
M3 KIIOYEBBIX MpOOJIeM B CPaBHUTEIBHOM aHAIIN3E,
JlaXke TIOCJIe 3aBeplieHHs cOopa W aHanmM3a JaHHBIX,
SIBIISIETCS. BO3MOXKHOCTD TEepeIayd HAKOTUICHHOTO OIIBITA.
[ToMuMO HEBO3MOXXHOCTH peaju30BaTh JAHHBIN IJIaH
JIEHCTBUH, MOTYT BO3HUKHYTH MPOOIEMBI C TOUKH 3PEHUS
OPTraHM3AIMOHHON KYIBTYPbI WM CTHIIS YIIPABICHUS.

B-TpeTbuX, 9TOKOJIMYECTBEHHAsI HEONPEICICHHOCTb.
[Tpuberas K cpaBHUTEIBHOMY aHATU3Y MEHEPKMEHT MOXKET
obecnieynTh COOp COOTBETCTBYIOIICH WH(QOPMAIMH U
BBISIBJICHHE I1Epe10BOTO O1bITa. OHAKO, TOCKOJIBKY YUCIIO
KOMITAHUH-ITApTHEPOB B CPABHUTEIILHOM HCCIICOBAHUH
MOXET CHIBHO pa3i4yarbCcsi, CIEAYyeT OTMETUTh, 4YTO
4eM MEHBIIIC YUCIIO MAPTHEPOB, TEM BO3MOXKHEE Pa3HbIC
HEJIOCTaTKW HCCIEAOBaHUSA. ODTO CBA3aHO C TEM, 4TO
MEHBIIME TpyNIbl OCHYMAPKHHra HE BCeraa MOTYT
obecneynTbh BO3MOKHOE YIyYIIeHHE Ipolecca Hu3-3a
Majoro KOJNIMYECTBA  HCCIIENOBATENIbCKUX — 00pa3LoB.
Bropodem, CTOMT y4HTHIBaTh, YTO M MHOTOCTOPOHHHE
HCCIICIOBaHUS MOTYT OBITH HETOYHBIMH.
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B-ueTBepTHIX,  OTCYTCTBHE  CTpareTHH.  XOTs
OeHUMapKUHT MH()OPMUPYET MEHEIDKEPOB M JHUPEKTOPOB
0 KOHKYPEHTHOM  pa3pblB€, C KOTOPBIM  MOTYT
CTONIKHYTbCS WX OpraHU3allid, OH He 00s3aTelbHO
dbopMupyeT mporpaMMy MOJEPHH3AIMH, HEOOXOAMMO
JUIs  TpeofoieHus  paspeiBa. Jpyrumm - cioBamu,
OeHUMapKUHT 00ecHnednBaeT CHTYAIlMOHHBIH —aHAIN3.
DTO 03HAYaeT, 4TO B TO BPeMs, KaKk OCHUMApKUHT MOXET
JIaTh YETKOE MpE/ICTaBIeHHEe 00 MCXOAHOW TOYKE, OH HE
OOBSICHHT, KaK HaXoJsICh B HEW TOCTHYB JKEIACMOH IIEIH.

U, HakoHel, penyKIMOHUCTCKUN noaxon. Cuuraercs,
9TO PEAYKIMOHUCTCKUI TOAXO0N B OCHUMApPKHUHTE
MOXKET BBCCTH B 3a0JIy:KICHUE U €T0 CICIyeT M30erarh.
BMmecTto 3TOro cieayeT MPUMEHSATh CHCTEMHBIN IMOJXOJ.
ComracHO €My, IIeJIOC COCTOMT U3 4YacTei, KOTOphIC
CaMOOPTraHU3YIOTCS M HWMCIOT TIpaBWJIa, KOTOPBIC HE
3aBHCAT OT OOIIECUCTEMHBIX MPABWI. JTO 03HAYACT, YTO
B TO BpeMsl, KOTJa I[EJIOC HEJb3sl CYUTATh OJHOPOIHBIM,
OTJCIBHBIC COUHMIBI TAKXKE HE MOTYT CUYHTAThCs
UJICATTBHBIM MPEICTABUTEICM IICIIOTO.

Wrtak, MeTOmoONOTHsS  CPaBHUTEIBHOTO  aHAJH3a
OCHOBaHa Ha TOKA3aTeNsAX, CBA3AHHBIX C Pa3IMYHBIMH
chepamu  nesitenbHOCTH.  CpaBHUTENbHBIA — aHAIIU3

00beMHSACT KapTHHY MPAKTHKH W IPOM3BOAUTEIHHOCTH B
paMKax BCeW OpraHM3allid W MOJKET MCIIOJIb30BAaThCS KaK
B YaCTHOM CEKTOpE, TaK U B TOCYIapPCTBEHHOM.

I"  Ilooxo0wt K  nocmpoeHuro  cucmemol

MEeXHO/I02UYeCKoco 6€H11MapKuHZCl

B IIOCJICAHHEC I'OAbl KOHIICIIIINA 6eH‘IMapKI/IHFa crajia
CHHOHHUMOM yCHCLHHOﬁ JACATCIBHOCTU MNPOMBIINIJICHHBIX
opranmzanuil. InaBHas 3amada  OeHUMapKUHTa —
noJlyueHne OOpaTHOW CBS3M O peajbHOW CHUTyallud W
KOHKPETHOH MH(pOpManuio o (akropax ycrexa, a Takxke
0 TPYAHOCTAX M pPa3odyapoBaHUAX. DbeHumMapkuHr
OTO YMCHBUICHUC paspbiBa B IPOU3BOJAUTECIHLHOCTU I10
CpPaBHCHHIO C JIYUIIMMH MPAKTUKaAMWU WM KOMIIaHUSAMU-
JmmaepamMu. KOHTpOJ'H)HBIe XapaKTCPUCTUKU U KITHOUCBLIC
nmokazaresiu 3(Gp(GEeKTUBHOCTH — 3TO JBa BUIA U3MEPEHUIHA,
KOTOpPbIE MOTYT IMOMOYbL KOMIIAaHUAM YJIY4YHIUTH CBOIO
MTPOU3BOJAUTEILHOCTD U YCIICHIHOCTD.

BenumapkuHr o00namaeT OmpeneNeHHBIM HaOopoM
WHCTPYMEHTOB W METOJOB,  HEOOXOOWMBIX  JUIS
BBITTOJTHEHHS TTOCTABJICHHBIX 3aJady. BaKHBIM acmekToM
B Teopun OEHUMAapKHHTa SBISETCS OINpPEACICHUE 3THX
METOJIOB KaK OCHOBOIIOJIATAIONINX MOHSITHH IS ITporecca
CpPaBHUTENILHOTO aHan3a. KOMIUIEKCHBIN TEOpeTHUeCKUi
aHAJIM3 CIOCOOCTBYET YCIIEITHOMY MEPEHOCY alrOpHUTMa
MIPOBEACHUS] CPABHUTENBHOTO AHAJIN3C HA MPAKTHK,
MO3TOMY ANl JOCTHKEHUS LIENIeCO00Pa3HOCTH
MIPUMEHEHHSI TEXHOJOTUYECKHI OEHUMApKUHT JOIDKECH
MIPUHUMATh BO BHUMaHUeE crieruduky orpacin. OTMeTHM
CJIETyFOIIE BU/b OCHIMApKUHIa HA OTPACIEBOM YPOBHE:
BHEIIHUH BHYTPHOTpACIEBON (COUeTaeMblif), BHEITHHA
MEKOTpacieBOl, KOMOMHHPOBAHHBI MEKOTPACICBON H
BHEITHUH [7].

HpOBe,HCHI/Ie TCXHOHOI‘I/I‘ICCKOFO6€H‘IMapKI/IHFa
JACJINTCA Ha CICAYIOMINEC dTallbl.

= [IoaroroBuTe/ibHBII 3TaN. DOpMUpYETCS TIEPEUEHD
KOMIIaHUI-KOHKYPEHTOB (aHAJIOrOB) B OTpacid Ha
0a3e ompeseNeHHBIX KpUTepueB. TakKe yYUTBIBAIOTCS
(bHHaHCOBO-BKOHOMH‘-IeCKI/Ie IIOKa3aTc/ikd, I10Ka3aTeiiu
HpOPI3BO£[CTBBHHOI71 JACATCIIBHOCTH, TIO3HMIIUH B
MEXKAYHApPOAHBIX OTPAC/ICBBIX peﬁTHHl"aX.

= OcHOBHOIl 3Tam. B pamkax JaHHOrO oramna
OCYILECTBISICTCS MEPBUYHBIA cOOp W 00paboTka
HAXOJSIIENCST B  OTKPBITOM JOCTyNe HHGPOPMAIUU
000 BCEX KOMIIAHHSIX, KOTOpbIC OBUIM OTOOpaHbI
C Lembl0 MpoBeneHHs OeHumapkuura. Ilpum sToM
JaeTcs oOrmas XapaKTepPUCTUKA KOMITaHU -
KOHKYPEHTOB (QHAJOrOB), IIEPCYCHb M ONHCAHUE
MePeIOBEIX  TEXHOJIOTMYECKUX, MPOAYKTOBBIX U
OpraHM3allMOHHBIX PCLICHHI, INPOBOJUTCS aHAJIN3
YPOBHS KOHKYPEHLMH Ha BaKHEHIIMX PBIHKAX
MIPUCYTCTBHSI KOMIIAHHUHU, HCIIOJIb3yEMbIX KOMITAHUSMH-
aHalloraMu/KOHKypeHTamu,  Boinodnsercss SWOT-
aHanM3 BHIOPAHHBIX KOMITAHHMU, OI[CHUBACTCS YPOBCHb
TEXHOJIOTHYECKOTO PAa3BUTHS M Ka9eCTBa OKa3bIBAeMbIX
yeiyr By IMMHU KOMITAaHUSIMU-KOHKYPEHTaMH
(aHayoramMm) Ha OCHOBE MPSIMOTO OOCIICOBAHHSI.

= 3aKJIYUTENbHBIH 3Tam. [IposoauTcs OlEHKA

COOTBETCTBUS KOMILJIEKca TEXHOJIOTMYECKHUX,
MPOAYKTOBBIX M OPraHU3AlMOHHBIX  pEIIeHHH,
HCIIOJIB3YEMBIX  pacCMaTpUBaeMOM  KOMMIaHMEH U

BEAYIIMMH KOMIAHUSIMHU-KOHKYPEHTaMHU (aHaJIoraMHu),
JdydlleMy MHUPOBOMY YPOBHIO; aHAJIHU3 BO3MOXKHOCTHU
7 1enecooOpasHOCTH MPUMEHEHUS! TEXHOJIOTUYECKHX
pELIEHUM, BBIABICHHBIX B IPAKTUKE KOMIIAHUM-
KOHKYPEHTOB (ananoros), B JIeSTEIbHOCTU
paccMaTpuBaeMOM KOMIIAHMU; OLIEHUBAIOTCSA CTEIEHb
3aBUCUMOCTH KOMIIAHMM OT HMIIOpTa IE€PEeJOBbIX
TEXHOJIOTMYECKUX PELICHUH, a TAaKXK€ BO3MOKHOCTH 110
CHIJKCHMIO TaKOW 3aBUCHMOCTH.

Takum o0pazom, npu OCYIIECTBICHUU
TEXHOJIOTHYECKOTOOEHUMAapKHHIa HEOOXOMMO TTOMHHTH
0 €ro 3HAUEHUM Ha OTPACICBOM YpPOBHE. BONBIIMHCTBO
nokasareneii, XapaKTEePU3YIOLINX 3 PEeKTUBHOCTH
JEeITENIbHOCTH ~ OpPraHM3allid, BO3MOXKHO —IPAaBUIILHO
MHTEPIPETHPOBATH TOJIBKO BHYTPH IPAHMIL TOH MM WHON
OTpAcCIv, U3 YEro BHITEKAET MOTPEOHOCTD €ro MPUMEHEHUS
He B INI00aJIbHBIX MaciuTa0ax, a B peJieiax ONpeie/IeHHOH
cdepsl, K KOTOPOW OTHOCHTCSI UCCIIeyeMasi KOMIaHusl.

IIpu U3MEpEHUHU
BO3HHKAET OIACHOCTh TakK
MPOU3BOAUTEIHHOCTH [8].

MIPOU3BOAUTCIBHOCTU
Ha3bIBAEMBIX  JIOBYHICK

JloBymka 1. 3amMkHYTHIA aHamu3. UTOOBI OILCHWTS,
HAaCcKOJBKO  XOpPOLIO  OpraHM3aIMsi — CIpaBiIseTcs ¢
MIPOIIECCOM aHallM3a CBOMX IPOW3BOACTBEHHBIX IHKIIOB,
TpebyeTcst nHpopManus 0 KpUTEPHSIX, KOTOpbIe Hanboiee
Ba)KHBI HE JUI KOHKPETHOM OpraHu3anny, a sl OTPaciH,
B menoM.opranm3anmu. OHHM TOMOTYT — ONpEeTUTh
WCTHHHBIE KOHKYPEHTHbIE ITPUOPHUTETHI U CBA3aTh OLICHKY
pe3ynbTaToB OEHUMAapKUHTA C pealbHBIMU TTOKa3aTes MU
10 OTPACIH.
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[TpoGnema B TOM, YTO CpaBHEHHE C KOHKYypPEHTaMHU
TPYAHOOCYIIECTBUMO B PEXKHUME PEbHOIO BPEMEHH.
VIMEHHO TO3TOMY MHOXECTBO KOMIAHHWIl NMpUOErarT K
OEHUYMapKUHTY B CPAaBHEHHHU CO CTPATETHSIMH Pa3BUTHS U
OromkeTaMu NpOILIEIX JeT. ONUH U3 CHOC000B Pa3opBaTh
BBIHYXJICHHYIO H3OJISIIMI0 - OINPOCHTh KIIMEHTOB W
MapTHEPOB OpraHu3aiuu. [ 1aBHOM 3a1aueil MeHeKMEHTa
CTaHOBHTCSI OPraHU30BaTh TAKyl0 KOMMYHUKAIIHUIO.

JloBymka 2. 3anukieHHOCTh Ha TponutoM. Kak yxe
ObUIO OTMEYEHO, HApsiy C OHOMIKETHBIMH TOKA3aTeNsIMU
makeT OIEeHKH A(PQPEKTUBHOCTH  YacTO  BKIIOYAET
CPaBHEHHUS] MEXJy HBIHEIIHUM M MPOIUIbIM rojamu. B
9TOM BHUJIUTCS €Ille OJHY OMAaCHOCTh, T.K. IPOILIOTOHHE
CTATHUCTHYECKHE J[AHHbIC HE MOMOTaloT B IJIAHUPOBAHHU
pa3BUTUSI KOMIAHUM HE TOJBKO B CTPATErHYECKOM
MEePCIEeKTHBE, HO U B OJIMKAUIINE MECSIIBL.

Jlopymka 3.  IIporHo3upoBaHue€ Ha  OCHOBE
CTaTHCTHKH, KOTOpasl IIOABEP)KEHA MCKKEHHUIO TIOX
BIMSHUEM u4enoBedeckoro akropa. Hemocratkum B
(YHKIMOHUPOBAHUM  OHPOCHBIX MEXaHHU3MOB MOTYT
BBI3BATh HeaJIeKBaTHbIC Ppe3yabTaThl N3y4YEeHUS
oOmecTBeHHOTO MHEHMs. HeoOxoxmma orpezneneHHas
JIOJISL CKENTHIM3MA Npu padoTre ¢ OOJIBIINMH MAaCCHBAMHU
CTaTHCTHYECKHX JIAHHBIX, 3 TAK)KE IIOCTOSIHHOE IIOBBIIICHHE
KBaIM(UKALUK COTPYAHUKOB, B HE3aBHCUMOCTH OT HX
CBSI3H C IpolieccaMy OEHUMAPKHUHTA.

JloBymka 4: Manunynanun ¢ JaHHbBIMM. Tak, A.
JlunkepMaH MpU3HAET, YTO CTATHUCTUYECKUE JaHHBIE —
OJTUH W3 KIIOUCBBIX, XOTh U HE CJAMHCTBCHHBIA CIIOCOO
OLICHKH pe3ysbTaToB OeHumapkuHra. Ho Bmecre ¢ Tem
OH oOpalaeT BHUMaHUE, YTO KOPIIOPAaTHBHAS CTaTHCTHKA
MOJKET IMOJIBEPraThCsl HCKakeHUsIM. Kak moka3bIBaeT OMbIT
aBTOpa, aIMUHUCTPATOPBI U MEHEKEPHI, OTBETCTBEHHBIE
3a BBINOJTHEHHE IOKa3aTeied O4eHb OBICTPO HAYMHAIOT
CTPEMHUTHCSI WCKIIOUMTEIHHO K BBIMOJIHEHHUIO IIJIAHOB,
UTHOPUPYS o01ee ABmKeHUE Biepen [§].

BO3MOXXHBIM pelieHneM JaHHOW MPOOIeMBbl MOXET
CTaTh AUBEpCH(UKAINS TPUMEHSIEMBIX CTaTHCTHYECKHUX
MoKaszaresned, Tak  KaKk  MaHUNYISIIUA  TPYAHO
pacmpocTpaHATh cpa3y Ha HECKOIBKO U3 HUX.

JloBymika 5. 3aBUCHUMOCTb OT YMCIOBBIX JIaHHBIX,
MTOCKOJIBKY ~ CHCTEMBI  OICHKH  IMPOU3BOTUTEIHHOCTH
pPEeIKO pa3BHBAIOTCS OBICTpEE CAMHUX MPOU3BOICTBEHHBIX
MIPOIIECCOB.

W Bce e, HEB3Wpas Ha OIMHCAHHBIC CIOKHOCTH,
OeHUYMapKUHT TIpe[CcTaBisieT coOOW oAMH M3 Hamboiee
9p(hEKTUBHBIX M  OPAKTHYHBIX  METOMOB  3alycKa
KapIMHANTbHBIX HHHOBAI[MOHHBIX H3MCHEHHUI B CTPYKTYpE
KOPIOPaTHBHBIX OU3HEC-ITPOIIECCOB.

BriBobl. BeHUMapKUHT — 3TO CpaBHEHHUE MPOIIECCOB,
MIPAaKTUK WK Tpouenyp. IIpomeccsr MOTYT CpaBHUBATHCS
MEX Ty COOOI KaK BpaMKax pacCMaTpHUBAEMOM OPTraHU3aIINY,
TaKk ¥ C aHAJOTHYHBIMH MPOM3BOIACTBEHHBIMH ITHKIAMHU
BHEITHUX OPTaHMU3AIMKA U OTPACIIeH, MPU ITOM MHU(PPOBOIA
OCHUMAPKUHT SBISIETCS YHHUBEPCAJIHHBIM HHCTPYMEHTOM

JJI0 BBIABJICHUSA KOHKYPCHTHHBIX MPEUMYIICCTB B 0001
OTpaciu.

B coBpeMeHHBIX yCIOBHAX (G POBBIX TpaHCHopMaruii
HaOiromaeTcss yrmIyOJNeHWe WCCICNOBAaHWH B 9acTH
TUTIOJOTH3alNN OeHUMapKUHTa. THIBI CPaBHUTEIHLHOTO
aHaJIM3a SBJSIIOTCA  CKOpee  B3aMMOJIOTIONHSIOMINMH,
9eM B3aMMOWCKIIOUAIOMMMHU. [IX MOXHO BEIOMpPATh
U KOMOWHUPOBaTh i1 KOHKpeTHOW menu. Coderanue
BEIOpPAHHBIX BapHaIMii OCHOBAHO Ha PEJIIEBAHTHOCTH THUIIA
CPaBHUTEIFHOTO aHAIN3a JJIS1 KOHKPETHBIX TPEATIPHATHI
U OTpacliei.

Takum 00pa3oM, MOKHO C/IEIaTh BBIBOII O BaXKHOCTHU
CIIO)KHOH W MHOTIOAQCIIGKTHOH  MOJATOTOBHTCILHOU
paboThI, 3aTparWBarolield KaKk  OCHOBOIIOJATAFOIIUE
TEOPETHYCCKUE OCHOBAHMUS IPOIlecca OEHIMapKUHTA, TaK
1 YK€ IMEIOMIHECs IU(PPOBBIC KEHCHI €ro MPUMEHEHHS Ha
MIPaKTHKE.
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Abstract—Modern agriculture is in full need of
digital transformation through the introduction of
digital technologies into the production process of all
sub-sectors and spheres. This phenomenon is reflected
through a variety of cause-and-effect relationships on
each consumer of agricultural products and products
of its processing. In this regard, the relevance of this
issue increases for each person in connection with daily
food consumption. In the scientific community, the de-
velopment of digital agriculture is receiving increasing
attention from both Russian and foreign authors. Dig-
ital transformation affects all branches of the national
economic complex, depending on the current level of
their development, and the agricultural sector is no ex-
ception. Therefore, the article is devoted to the diagno-
sis of the current state of digital agriculture.

Keywords—information support, agricultural devel-
opment program, agriculture, trends in the development of
digital agriculture, precision farming technologies, precision
animal husbandry technologies, digital transformation of ag-
riculture, digital economy.

I. INTRODUCTION

The influence of the IT factor on the efficiency of ag-
ricultural organizations is constantly and steadily increas-
ing. Two decades ago information technologies acted as
a supporting element of the management system, played
an auxiliary (technological) role in the implementation of
information exchange between participants in the manage-
ment process, today technical modernization and intellec-
tualization allows them to transform into one of the main
elements of increasing competitiveness and strengthening
the viability of agricultural organizations. The develop-
ment, implementation and use of an effective IT system be-
comes the main component determining the optimality and
success of any economic entity, including agricultural. The
introduction of information and communication technolo-
gies into the organization's activities makes it necessary to
pay close attention to the effectiveness of all elements of
the production system: production, sales, logistics, person-
nel and, especially, management.

II. DISCUSSION

Information technologies in the Russian economy are
developing rapidly as part of the implementation of the
national project “Digital Economy of the Russian Feder-
ation”. Its main objectives are the accelerated introduction
of digital technologies in all sectors of the national econ-
omy through the creation of a stable and secure informa-
tion and telecommunications infrastructure for high-speed
transmission, processing and storage of large amounts of
data, accessible to all organizations and households, the
development and implementation of digital technologies
[1,2,3,4,5]. The Center for Forecasting and Scientific and
Technological Development of the Agro-Industrial Com-
plex of the Kuban State Agrarian University has been mon-
itoring the use of precision farming elements in the regions
of Russia since 2017. According to their data, in the Nizhny
Novgorod region in 2017, 50 farms using IT were recorded
on an area of 158 thousand hectares, which compared with
the reporting data of the Ministry of Agriculture and Food
Resources of the Nizhny Novgorod region in 2020, there
was an increase of 53% in the number of farms and 61% in
the area of the use of precision farming elements. Agricul-
ture, as an object of management, refers to territorial and
sectoral objects that use a hierarchical principle at the heart
of their organization. There are four levels in the agricul-
tural management system:

1. Federal level of agriculture management;

2.The level of agriculture management of the subject of
the Federation;

3. Municipal level of management;
4.he individual organization level of management.

Such a division of industry management into levels im-
plies continuous improvement of its information support
and increasing the degree of using information technol-
ogies. This requirement is explained by the fact that in-
formation support for the management of the agricultural
economy sector, its composition and structure must clearly
correspond to the implemented functions of the agricultur-
al sector management system at all levels.
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The reliability of information at the highest level of
management depends on the entire chain of its occurrence,
processing, storage and transmission from the lowest (op-
erational) level — from the agricultural producer, their qual-
ifications, integrity and other qualities, otherwise the pic-
ture of the real situation can be significantly distorted. This
is evidenced by the report on the results of the expert-an-
alytical event “Analysis of the impact of measures for the
development of housing construction and engineering

infrastructure on the level of rural development” im-
plemented in 2018, 2019 and 2020 within the State Pro-
gram for the Development of Agriculture and regulation of
agricultural products, raw materials and food markets and
the state program of the Russian Federation “Integrated
development of rural areas”, approved by the Board of the
Accounts Chamber of the Russian Federation on January
26, 2021. An important role in the process of improving
the information support of agriculture in general and in-
dividual agricultural organizations, in particular, is played
by material and technical support. Analyzing the availabil-
ity of agriculture in the Russian Federation and the Nizh-
ny Novgorod region, a tendency to reduce the number of
equipment is revealed. So, in 2019, the number of vehicles
in the Russian Federation is noticeably lower than at the
beginning of 2015 (the tractor fleet in the Russian Feder-
ation in 2019 amounted to 65% of the level of 2015 and
90% of the level 0f 2016). In the Nizhny Novgorod region,
the 2020 indicator by 2016 is 93.7%. This circumstance
indicates the difficulties of agriculture in providing organ-
izations with the necessary equipment. As for computer
equipment and software, the analysis showed a low level
of equipment for most agricultural organizations (in some
agricultural organizations of the region, the IT infrastruc-
ture is completely absent).

Thus, in order for an agricultural organization to ini-
tiate measures for informatization and digitalization, it is
necessary to be more actively involved in the processes
of creating investment budgets for digital technology im-
plementation projects, registration and receipt of appropri-
ate grants, development of projects that allow obtaining
financing through participation in various programs. It is
particularly possible to highlight legislative and regulatory
acts in the Russian Federation on this issue. The most sig-
nificant for 2021 is the Departmental project “Digital Agri-
culture of Russia” created by the Ministry of Agriculture of
the Russian Federation. The project includes: development
goals and objectives; prerequisites for the need for project
development; a phased implementation plan and other sec-
tions.

The main goal of the project is to achieve productiv-
ity growth at “digital” agricultural enterprises by 2 times
by 2024 due to the digital transformation of agriculture
through the introduction of digital technologies and plat-
form solutions to ensure a technological breakthrough in
the agro-industrial complex.

The results of the project implementation will be ex-
pressed in the growth and bringing up to 100% of data on

agricultural facilities included in the digital platform by
2024. Based on the existing and target values, there is a
tendency that the work on digitalization of data on agricul-
tural land has already been started before 2018 and bring-
ing its share to 100% is probably the fastest — already in
2022.

Agricultural machinery is at the second place in terms
of digitalization of agricultural facilities. As 0of 01.01.2018,
the share of information on it in digital form has already
been formed by 25% and in 2023 it is possible to reach the
level of 100%.

The most backward object for which no information
was collected in 2018 (0%) is working and productive ag-
ricultural cattle. Bringing digitized information on this ob-
ject is possible only by the end of the project — 2024.

III. RESULTS

Based on these targets, many practical questions arise:
who will digitize data on organizations, who will be re-
sponsible, at what expense. If there are already significant
developments in the direction of digitizing data on agri-
cultural land (for example, a draft public cadastral map on
the basis of which data can be integrated and transmitted,
and integration databases from the State Traffic Inspector-
ate can be used according to technology data), then digital
data on farm animals will have to be done almost from
scratch. At the same time, it should be taken into account
that all data on animals should be comparable between
agricultural organizations, and more precisely, all animals
should undergo a single certification. In developed farms,
of course, such work is carried out, but in many organiza-
tions, including peasant farms, individual agricultural en-
trepreneurs, personal subsidiary farms, it is at a low level
or completely absent. One of the most striking examples
of the digitalization of agricultural processes is the appli-
cation of the technology “Precision farming and precision
animal husbandry”. Precision farming is understood as an
agricultural management system based on information and
technologies for identification, analysis and management,
taking into account differentiated spatial and temporal soil
variations in a particular field, to optimize costs, increase
the sustainability of agrocenosis and environmental stabil-
ity of production.

Elements of precision farming:

1. Digitizing fields;

2. Local sampling of soil in the coordinate system;
3. Parallel driving;

4. Satellite monitoring of vehicles;

5. Differential spraying of weeds;

6. Differentiated fertilizer application;

7. Differentiated seeding;
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8. Differential irrigation;
9. Differentiated tillage according to soil maps;

10. Monitoring the condition of crops using remote
sensing (aerial or satellite photography);

11. Compilation of digital yield maps.

Precision farming technologies include: parallel driv-
ing, differentiated sowing, differentiated fertilization,
differentiated spraying according to the weed map, differ-
entiated irrigation, differentiated tillage according to soil
maps, harvesting logistics, etc.

The goal of all technologies is to increase the efficiency
of the production process by reducing fuel costs, saving
time, increasing productivity, saving the main resource
used (herbicides, water, etc.).

Despite the existing positive experience of introducing
precision farming technologies, domestic farmers are in no
hurry to introduce the latest technologies into the economy.

A survey conducted by the Kleffmann Group (1,756 re-
spondents) showed that 57% of the surveyed farmers have
no experience in using integrated precision farming solu-
tions. The main limiting factor hindering the implemen-
tation of such solutions, respondents indicated a lack of
funds for innovation. The use of precision animal husband-

ry elements is becoming increasingly popular. The main
component of precision animal husbandry is the creation
of the possibility of efficient execution of production pro-
cesses using modern technology, software and hardware,
and information and communication technologies. The
following main groups of business processes are distin-
guished: the study of the quality of livestock products, the
architecture of business processes of production, identifi-
cation and satisfaction of personal needs of animals de-
pending on their productivity, assessment of the health of
the herd, automation of the milking process, microclimate
regulation and control of harmful gases.

Elements of precision animal husbandry are:
1. Monitoring the quality of livestock products;
2. Electronic database of the production process

3. Identification and monitoring of individual animals
using modern IT technologies (feeding ration, milk yield,
weight gain, body temperature, activity), satisfaction of
their individual needs;

4. Flock health monitoring;
5. Robotization of milking processes;

6. Automatic climate control and control of harmful
gases in livestock buildings.

TABLE I. STYLES EQUIPMENT OF FARMS IN THE NIZHNY NOVGOROD REGION WITH ELEMENTS OF PRE-

CISE AGRICULTURE, 2021

N Elements and technical means Quantity, units Cultivated area, Load per 1 unit, f::r;cse:;?ngge fhfe
used hectares hectares element, %
1. Digitization of fields
1. John Deere Autotrac 1 1930 1930 0.3
2. Trimble CFX 250 34 25903 761,8 2.5
3. Garmin Etrex 10 1 3200 3200 0.3
4. Teltonika FM3200 / 14 6812 486,6 1.1
5. ARNAVI 2 6812 3406 0.5
6. G7Farmnavigator / 1 3155 3155 0.3
7. Trimble CFX 255 1 4200 4200 0.3
3. Parallel driving
8. GPS 115 25982 2259 28.5
9. TeeJet Matrix 430 1970 1970 0.3
10. | Teelet Cenyer Lin 220 1840 920 0.5
11. Teelet Matrix 570 Pro 6837 3418,5 0.5
12. | JDInk 1 5000 5000 0.3
13. | Trimble CFX 750 43 66008 1535 6.1
4. Satellite monitoring of vehicles
14. Glonass system 736 111342 151,3 8.7
15. | SCOUT 21 8200 390,5 0.6
16. | Autograph platform 40 13010 325 1.5
5. Differentiated spraying of weeds
17. | John Deere 730 1 1970 1970 0.3
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18. | Lemken primus A-35 1 2700 2700 0.3
19. | Sprayer-spreader Mist 1 5222 5222 0.3
20. | Sprayer-spreader Trackol 1 3429 3429 0.3
6. Differentiated application of fertilizers
21. Kuhn MDS 735 Spreader 12 1970 164,2 0.5
22. Amazone 7 26850 3835,7 1.8
23. | Sprayer-spreader Trackol 1 3429 3429 0.3
24. | Sprayer-spreader Mist 1 5222 5222 0.3
25. | Amatron-3 Terminal 6 4500 750 1.0
7. Differentiated seeding
26. | Maxima Precision Corn Seeder 1 1500 1500 0.3
27. eArrtl;zsone EDX 9000 Corn Seed- 3 12423 1552.8 18
8. Differentiated irrigation
28. | Valley | 2 | 1337 | 6685 0.7
9. Differentiated tillage according to soil maps
29. | Kvemeland Plow | 4 | 8651 | 2162,7 12
10. Monitoring of the condition of crops using remote sensing
30. DJI Phantom 4Pro Drone 5 11467 22934 2.1
31. | Cropio system 1 4544 4544 0.3
32. | Exact Farming 1 1404 1404 0.3
11. Compilation of digital yield maps
33. | Combine harvester 3 5082 16984 ‘ 1.0

Digitization of fields was carried out in 22 farms or in
23.4% using elements of precision farming. This element
creates electronic contours of fields in agronomic data-
bases for their more efficient use, which allows fixing the
types and timing of field work, a differentiated approach
when using cultivation technologies, fertilization, etc. In
the region, this element is used negligibly little in farms.
The load on 1 unit of equipment is on average 963 hec-
tares, and only about 6% of the total area of agricultural
land is processed.

Differentiation of administrative-territorial entities and
farms of the Nizhny Novgorod region using precision
farming is high. To systematize the state of this process,
according to the reporting data of the Ministry of Agri-
culture and Food Resources of the region, the indicator
“The share of areas cultivated with the use of precision
farming in the total area” was calculated; its values range
from 0 to 1, where 1 is the maximum value involving the
use of precision farming elements on 100% of the area.
Also, 5 clusters with the following values were identified
by expert method by groups 0-0.20; 0.21-0,40; 0.41-0.60;
0.61-0.80; 0.81-1.00 (Table 1). The 1st cluster includes 25
administrative-territorial entities with a low level of using
precision farming, and in all of them the value of the cal-
culated indicator equals 0. This cluster accounts for 43% of
all sown areas of the region. The 2nd cluster is represented
by two entities: the Uren Municipal District and the city
district of Vyksa with the values of the indicator respec-
tively 0.24 and 0.36. The share of sown areas of this cluster
is small — less than 4%. The 3rd cluster includes 9 admin-

istrative-territorial formations (ATF) and they account for
25.7% of the acreage of agricultural enterprises. In the 4th
cluster there are also 9 ATF with 18.3% of the acreage. The
Sth cluster consists of 4 administrative-territorial entities
(7.7% of their total number). Vacha and Spasskoe munici-
pal districts have a high index of precision farming appli-
cation with a value of 1.0, and in Vad and Lukoyanov mu-
nicipal districts, the values are 0.85 and 0.81, respectively.
It is worth noting that the total cultivated area of the Sth
cluster with a high level of precision farming is 8.9% of the
total sown area of the region. Indicators of the efficiency of
grain production by clusters are shown in Table 2.

This table allows stating that traditional technologies cur-
rently provide an average level of yield and efficiency of

grain production — this is the 1st cluster and practically a
“control option”. The initial stages of the precision farm-
ing use, when only individual elements are used, leads to
an increase in cost and does not give the desired economic
effect. It is demonstrated by the 5th cluster, in which the
grain yield is 40.4% higher than the 1st cluster, the cost
price is 13.5% lower, and the profitability is almost 14%
higher than the control option.

Let’s analyze the situation with the use of precision animal
husbandry elements in the region in 2020. Precision farm-
ing is used in 22 municipalities, which are represented by 4
urban districts and 18 municipal districts. The total number
of farms using precision farming is 60 units out of 207 pro-
ducing livestock products (less than 30%), of which only
2 are farms.
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TABLE II. INDICATORS OF THE EFFICIENCY OF GRAIN PRODUCTION IN CLUSTERS FOR THE USE OF ELE-

MENTS OF PRECISION FARMING

Clusters on the use of precision farming elements (numbers and bounda
boundaries of groups by the share of cultivated areas)
Indicators 1 2 3 4 5
0-0.20 0.21-0.40 0.41-0.60 0.61-1.80 0.81-1.00
Number of municipalities, units 28 2 9 9 4
Acreage - total, ha 358679 30645 214221 156867 72726
Including grain crops 194742 11322 130776 91685 46446
Grain yield,
hundred weight per 1 ha 22.5 10.3 25.7 29.4 31.6
Cost of grain sold,
per 1 kilogram of rubles 7.4 10.4 16.7 7.5 6.4
Grain profitability, % 22.4 -11 31.7 325 36.3

IV. CONCLUSION

Assessing the processes of introducing precision farm-
ing and animal husbandry elements into the practice of ag-
ricultural production, it should be noted that, in general,
positive dynamics is observed in the Nizhny Novgorod
region. At the same time, the significant spatial differentia-
tion is observed: a small number of administrative-territo-
rial entities (less than 10%) and agricultural organizations
(almost 20%) actively use precision farming, but almost
60% of both have not yet started this process. To clarify
the causes of this phenomenon, a survey was conducted,
the experts of which were 20 specialists of agricultural
management at the regional and district levels (24%), 17
scientists of agricultural educational institutions (20%) and
47 managers and specialists of agricultural organizations
(56%).

Respondents attribute the main obstacles to the devel-
opment of precision agriculture in the region to insufficient
financial resources in organizations for the introduction of
new technologies due to the high cost of equipment and
software (33%), the lack or insufficiency of qualified spe-
cialists (28%), poor coordination and support for the in-
troduction of precision farming at all levels: federal, the
subject of the Russian Federation and municipal (36%).

It is necessary to clarify that in the Nizhny Novgorod
region there are regulatory legal acts, in accordance with
which support for the introduction of elements of precision
agriculture can be carried out. For example, according to
the decree of the Government of the Nizhny Novgorod Re-
gion dated November 2, 2012 No. 781 “On approval of the
provisions on financial support of the agro-industrial com-
plex of the Nizhny Novgorod region”, part of the interest
rate is reimbursed when purchasing equipment from credit
institutions. Within the measures of state support, agricul-
tural producers of the region can purchase modern agricul-

tural machinery, including those equipped with precision
equipment. According to the decree of the Government
of the Nizhny Novgorod Region No. 729, November 10,
2015 “On the procedure for granting subsidies for reim-
bursement of part of the costs of purchasing equipment and
machinery for the production of flax products”, compen-
sation from 10 to 75% of the cost of the purchased equip-
ment is provided. By the Decree of the Government of the
Nizhny Novgorod region, December 15, 2015 No. 834
“On approval of the regulation on the procedure for grant-
ing subsidies for reimbursement of part of the costs for the
purchase of equipment” provides for reimbursement from
20 to 50% of the costs. Admittedly, these measures do not
solve all the problems of precision agriculture.
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Abstract — In conditions of geopolitical instability
and uncertainty, the state bodies, whose powers include
coordinating the development of the dairy cattle indus-
try and the agro-industrial complex as a whole, bear
an increased level of responsibility in terms of reducing
barriers to the development of production and sale of
milk and dairy products. Acute competition in the mar-
ket forces milk producers entering foreign markets to
apply new methods and technologies for the production
and promotion of their products. In this regard, the
industry needs a new generation of development pro-
grams aimed at: the use of big data and the introduc-
tion of information technologies, improving forecasting
methods, improving systems and methods of manage-
ment, which is a strategically important task not only
in the context of the socio-economic well-being of the
Russian Federation, but also as a condition for preserv-
ing sovereignty against the backdrop of globalization
and implementation of digital development programs
by other participants of the world the market. At the
moment, the primary task in dairy cattle breeding is to
solve the problem of increasing the economic efficiency
of milk production and sale by agricultural organiza-
tions.

Keywords— dairy cattle breeding, prospects, productivi-
ty, digitalization, efficiency

I. INTRODUCTION

Dairy cattle’s breeding is one of the main branches of
agriculture in the Russian Federation. The efficiency of
milk production and sale determines the degree of food
security, which is an integral part of the state national se-
curity. At the moment, the degree of efficiency of this in-
dustry in the Russian Federation is low and significantly
inferior in terms of such indicators as milk yield per cow
and milk production per capita in the developed countries
of the world by 1.5 times. Despite the fact that agricul-
tural organizations are the central element of ensuring the
country’s food security, they do not have the opportunity to
significantly modernize their material and technical base,
reduce high yield and infertility, improve the quality of the

feed base, and increase the level of breeding and genetic
work, which does not ensure their sustainable develop-
ment. Due to the lack of sufficient own funds, the vast ma-
jority of milk producers are unable to independently carry
out technical re-equipment, introduce modern production
methods, increase its technological level, which is one of
the reasons for the reduction in the number of agricultural
organizations.

It should be noted that the scientific works of domestic
and foreign scientists lay the foundations of theory, meth-
odology and applied problems of economic efficiency of
production, industries, enterprises, intersectoral complex-
es. However, the rapidly changing economic and techno-
logical conditions of management, the instability of dairy
farming in many regions of the country dictate the need
to develop practical recommendations adequate to modern
economic conditions for improving the economic efficien-
cy of milk production and sale, which led to the relevance
and practical significance.

II. THEORETICAL BACKGROUND

At the beginning of the XXI century, the world’s
population was 7 billion people. According to scientists’
forecasts, by 2025 the population will increase more and
amount to 10 billion, as a result, foreign and domestic re-
searchers put the problem of the population’s food security
in the first place, which is explained by the growth rate of
the population, significantly outpacing the growth rate of
the production of necessary food. Therefore, ensuring food
security is one of the most important goals of both agrarian
and economic policy of all states, being the basis of their
national security.

The scientific literature describes many problems relat-
ed to the efficiency of the agricultural sector of the econo-
my; there are many contradictory criteria and performance
indicators. The efficiency category itself shows the rela-
tionship between the resources used and the production
goals.we share this point of view that it is impossible to in-
crease the efficiency and competitiveness of the sub-sector
without upgrading farms. In the conditions of the present
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time, livestock complexes should be based on the latest
technologies and technical means. Serious work in this di-
rection is already underway in many areas [1, p. 47].

Thus, U. Safronova and O. Stolyarova argue that effi-
ciency can be achieved with proper and timely updating of
resources [2].

Researcher A. Bolgov believes that it is possible to
solve problems in the industry by developing and using
innovative methods in all areas of production activities of
cattle breeding organizations [3, p. 30].

Currently, many scientists are talking about the prob-
lems of developing and mastering innovations in domestic
dairy farming [4-13].

Innovative and information technologies in the near
future will determine the nature and efficiency of econom-
ic activity of agricultural enterprises. The development of
digitalization in agriculture will allow farmers to achieve
the desired results with the help of various technologies
that reduce production costs.

Based on the works of marginalists, which in addition
to K. Menger include U. Jevons and L. Walras, a theory of
business processes aimed not at the production of goods,
but at satisfying customer needs was formed [14].

Based on the above approaches to understanding the
category of “efficiency”, as well as on the sectoral features
of its formation in dairy cattle breeding, we can say that
the economic efficiency of the functioning of a dairy farm
is the ratio of the economic effect obtained by milk pro-
ducers during its production and sale to the total cost of
resources spent on its production, storage and sale, when
at the same time satisfying the needs of other branches of
the national economy of the country.

In the current economic situation in our country, many
researchers give different classifications of factors affect-
ing the economic efficiency of milk production [15, p. 54].

A factor is usually understood as a cause, or the driving
force of a process, phenomenon, determining its features
or individual features [16, p. 1412].

Factors of economic efficiency reflect the processes of
production and economic activity of the enterprise [17, p.
106].

So, N. Denisova, in her works, pointed out that “fac-
tors are divided into two large groups; these are external
and internal factors. The author attributed the economic
environment, the crisis, Russia’s entry into the world trade
organization to external factors. The internal ones are tech-
nical, technological equipment, social climate in the team
and innovations” [18, p. 17].

A number of researchers adhere to the opinion of N.
Denisova [19-21]. Some authors argue that “integration
processes, product sales markets, selection work, etc.
should be attributed to the factors”. At the same time, a

number of other scientists give the most complete classifi-
cation of factors that affect the economic efficiency of the
dairy cattle industry.

The prospects for the development of digital technolo-
gies in the field of dairy cattle breeding are discussed in the
works of [22-27] scientists who have identified a number
of tasks necessary to achieve the goals of effective man-
agement of the industry. Its essence is as follows: restruc-
turing of planning of management methods; new invest-
ment policy; acceleration of scientific and technological
progress; saving of production of resources. An important
factor affecting the efficiency of the industry is the produc-
tivity of cows.

III. DISCUSSION

Having studied the classifications of factors affecting
the production and sale of milk, we came to the conclusion
that they do not take into account the qualitative shifts tak-
ing place in the Russian economy, the specific features of
the development of dairy cattle breeding.

The classification of the author’s factors is divided into
two groups: external and internal factors. The group of ex-
ternal factors is divided into two subgroups: macro-level —
affects the production and sale of products and micro-level
— affects the sale of dairy cattle products.

At the macro-level, such factors as: social; economic
and political; innovative; geographical are highlighted.
The micro-level includes: consumers; competitors; inter-
mediaries; sellers and it technologies.

In the internal group, organizational, managerial, pro-
duction and technological factors are considered.

In the group of factors affecting the economic efficien-
cy of milk production and sale, the author identified social
factors (population size, migration inflow (outflow) of the
population, and the share of the able-bodied population).
Now, according to statistical data, the state does not ful-
ly provide the population of the Russian Federation with
dairy products.

An important external factor attributed to the group
of economic and political influence is state support, the
development of agricultural organizations as a whole de-
pends on it. Import substitution, a move of the state that
will allow organizations to increase the volume of domes-
tic production and enter new markets for products. It is
a kind of economic strategy and industrial policy of the
state to strengthen the role of domestic production and pro-
tect domestic consumption by exchanging imported goods
with domestic relatives. In the modern economic situation,
the development and implementation of innovations is a
decisive factor in increasing the economic efficiency of
production and sales of products. In the group of external
factors — innovative factors — two necessary categories are
identified: the development of scientific and technological
progress and digitalization.
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According to forecasts of the Ministry of agriculture of
the Russian Federation, using innovative technologies, the
expansion of the food embargo will have a positive impact
on the agricultural and industrial complex of the country.
It is expected that in 5-7 years Russia will be able to com-
pletely replace imported products with the domestic ones.

Digitalization significantly increases productivity; it
has become one of the top priorities for business leaders
around the world. Taking into account the trends in the
formation of the digital economy in the Russian Federa-
tion, it becomes relevant to form a new technological or-
der, which is based on the informatization of economic
efficiency factors. At each stage of the formation of eco-
nomic efficiency in an economy specializing in dairy cattle
breeding, from the point of view of the process approach,
the informatization of factors determining it should cor-
respond to the end-to-end digital technology specified in
the program “Digital economy of the Russian Federation”.
The micro-level group includes factors affecting the sale
of products. Consumers (loyalty, the desire to consume
dairy products); competitors (the level of competition, the
risk of new brands); intermediaries (the price of advertis-
ing, transport services); sellers and IT (mobile and online
trading, personalized offers, the use of big data) have an
impact on the sale of products.

The author proposed a factor — IT. They will assist in
adapting the offer to demand, through the placement of
discounts and special offers, personalized offers (as con-
sumers increasingly expect offers specially prepared for
them), the use of big data will allow analyzing consumers’
behavior and customizing offers for the target audience.
Also using multi-channel trading, for example, mobile and
online trading (a modern person wants to make purchases
at any time convenient) thereby increases the economic ef-
ficiency of milk sales.

In the group of internal factors that influence the eco-
nomic efficiency of production, organizational and mana-
gerial factors are highlighted, for example, the effective-
ness of management. The primary task at present is the
need to form an attractive image of agriculture in order to
attract competent specialists.

Free stockyards belong to a subgroup of production and
technological factors, their presence may be formed due
to the introduction of restrictions on the supply of prod-
ucts. The factor level of automation affects the economic
efficiency of production, as the use of mobile electronic
devices (weighing machines, dispensers, and feed mixers)
reduces the cost of production.

Each organization has different development condi-
tions and, as a result, this affects the efficiency of its eco-
nomic activities. When studying the economic efficiency
of an organization, much attention should be paid to the
factors that affect it.

It is important to apply the principle of “data in ex-
change for support”. The state should encourage agricul-

tural producers to implement digital management plat-
forms (digital management, digital inventory, and digital
logistics). In exchange for objective data obtained auto-
matically, for subsidizing and applying incentive measures.

IV. CONCLUSION

Summarizing the theoretical foundations of the for-
mation of the economic efficiency of milk production and
sale, we can say that at the present stage of the develop-
ment of economic science, domestic and foreign scientists
have a large amount of developments. However, the clas-
sification of factors affecting the economic efficiency of
milk production and sale, clarified by the author, will allow
taking into account the peculiarities of the development of
the dairy subcomplex in the digital economy.

Assessment of the influence of factors determining the
economic efficiency of milk production and sale contrib-
utes to the qualitative construction of the economic policy
of dairy producers, which has a significant impact on the
level of its development.

and increasing the degree of using information tech-
nologies. This requirement is explained by the fact that in-
formation support for the management of the agricultural
economy sector, its composition and structure must clearly
correspond to the implemented functions of the agricultur-
al sector management system at all levels.
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Abstract — The object of research in this article is a
ubiquitous sensor communication network, consisting
of sensor nodes that control the physical space, moving
in space according to a certain law of motion, and a base
station that accumulates information, processes and
makes prompt decisions. The subject of the research is
the energy consumption models of the ubiquitous sen-
sor network, which provides interaction between sen-
sor nodes in the physical and information space. The
purpose of the study is to identify the mutual influence
on energy consumption during information interaction
of sensor nodes, taking into account the law of motion
in space. The paper gives definitions of a certain class
of cyber-physical systems. An estimate of energy con-
sumption for organizing data transmission between a
mobile sensor device moving in space according to a
given Dubins law of motion and a base station is pro-
posed. Also presented is the solution of a two-point con-
trol problem for the kinematic component of a network
cyber-physical system using a discrete-switchable con-
trol function.

Keywords— cyber-physical system, discrete-switchable
control function, Dubins law, energy consumption, movable
sensor node, ubiquitous sensor network

I. INTRODUCTION

The cyber-physical system is a complex system of a
new generation, which includes two key, and possibly
more, components: cybernetic and physical. The physi-
cal component provides real-time data collection from the
physical world and information feedback from cyberspace,
the cybernetic component provides intelligent data man-
agement, analytics and computing capabilities that are cre-
ated in cyberspace.

In 2009, in [1] W. Wolf suggested that cyber-physical
systems may well become the theory that will contrib-
ute to the development of high-performance computing.
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This means that such systems must provide a new level
of performance and efficiency thanks to the complex code
scheme of control computations. Cyber-physical systems
actively interact with the real world in real time and con-
sume real energy. Research [2] gives the following defi-
nition of a cyber physical system (CPS) - these are phys-
ical and engineered systems, the operations of which are
monitored, coordinated, controlled and integrated by the
computing and communication core. Just as the Internet
has changed the way people interact with each other, cy-
ber-physical systems will change the way we interact with
the physical world around us. Complex ones arise in such
areas as transport, healthcare, manufacturing, agriculture,
energy, defense, etc. The design, construction and testing
of cyber-physical systems pose many technical problems
that must be solved in the near future.

The article [3] is devoted to the design of cyberphysical
systems using more advanced models: the PRET model,
which allows you to show how accurately the process of
synchronizing digital logic is performed at the software ab-
straction level; the Ptides model (programming of time-in-
tegrated distributed embedded systems), which shows that
deterministic models for distributed cyber-physical sys-
tems have practical exact implementation.

In the work [4], the Markov model of reliability of a
fault-tolerant cluster performing calculations in a cyber-
physical system is considered. The results of the article
are aimed at the possibility of assessing the likelihood of
a cluster’s operability, ensuring the continuity of compu-
tations and its operation until failure, leading to the in-
terruption of the computational process (control) beyond
the maximum allowable time. The presented solutions are
aimed at homogeneous cyber-physical systems, i.e. on
systems that can be described using deterministic models,
both cybernetic components and physical. However, in real
life, this approach is imprecise, because the physical pro-
cess in most cases is a nondeterministic, nonlinear process.
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II. METHODS

To build a model, it is necessary to solve several in-
terrelated problems. The proposed model consists of three
parts. The first part of the model allows to solve a twopoint
problem of motion control of a kinematic nonlinear sys-
tem, which characterizes the movement of the sensor unit
according to a certain law of motion. For this, the Hilbert
Uniqueness Method is used, which consists in reducing the
problem of local controllability of a nonlinear control sys-
tem to the existence of corresponding periodic trajectories
and studying the controllability of already linear systems
[5, 6]. The second part of the model allows solving the
problem of controlling the cybernetic component, apply-
ing a multi-agent approach to the network communication
layer, introducing the concept of speed control based on
interaction into the structure of explicit speed control of
communication networks, presented in the book [7]. In
this case, each router (server or switch) interacts with its
neighbors and adjusts the queue length based on one-stage
information about the queue of neighbors’ bottlenecks in
accordance with a specific cooperative algorithm that op-
erates at the network layer of a multi-level control system.
The third part of the model is designed to estimate the en-
ergy consumption for the transmission of information from
the mobile sensor node to the base station. For this, the
approach developed in [8].

III. DEFINITION OF A CERTAIN CLASS OF CY-
BER-PHYSICAL SYSTEMS

In this paper, the definitions of cyber-physical systems
are clarified from the point of view of the implementation
of a physical process.

A cyber-mechanical system is a networked system of
mobile devices that change over time their location on a
plane or in space, interacting with each other and the exter-
nal environment, integrating computing, communication
and control technologies.

A cyber-electrodynamic system is a networked system
of devices interacting with each other and the external en-
vironment through electromagnetic fields, which integrates
computing, communication and control technologies.

A cyber-optic system is a hybrid system that includes
elements of the physical world that interact with each other
and the external environment through the use or detection
of the behavior and properties of light, and integrates com-
puting, communication and control technologies.

A cyber-kinematic system is a network system of mo-
bile devices that change over time their location on a plane
or in space, interacting with each other and the external en-
vironment, having a mutual effect on each other, integrat-
ing computing, communication and control technologies.

The presented definitions represent a new hybrid ap-
proach to solving complexly structured problems, in which
it is necessary to take into account the dynamics (devel-

opment) not only physical (spatial and temporal), but also
informational.

For sensor networks with moving nodes, cyberkine-
matic models are needed, which should describe the mo-
tion of these conditions, in the simplest case by rectilinear
equations, but in the most general plan by a nonlinear sys-
tem of differential equations. In the second case, in par-
ticular, the movement of sensory nodes can be described
by the Dubins model.

IV. NETWORKED CYBER-PHYSICAL SYSTEMS

Networked cyber-physical systems are fundamentally
different from standard distributed systems in that the dy-
namics of the network affects the performance and physi-
cal dynamics of the closed-loop system. This interaction of
three components: physical, cybernetic and network, and
such an architecture significantly reduces the complexity
of solving difficult formalized and poorly structured con-
trol problems.

Of course, wireless networks offer lower costs, bet-
ter power management, easier maintenance, and easier
deployment in remote and hard-to-reach locations. Thus,
cyber-physical systems in conjunction with a wireless
sensor network make it possible to implement large-scale
projects and bring decision-making to a new, higher qual-
ity level. In an industrial environment, vital information
can be transmitted over communication channels between
mechanisms, control and monitoring devices, which must
be transmitted in short ’packets”, which requires a rela-
tive bandwidth and connection speed. On the other hand,
transferring large files such as production logs or real-time
media transfer requires very efficient transfer of large
amounts of data [7]. Therefore, one of the most important
requirements is reliability and timely delivery without in-
terruptions [9].

Therefore, one of the most important requirements
is reliability and timely delivery without interruptions.
Choosing the right wireless networking solution in an in-
dustrial environment requires high communication perfor-
mance without sacrificing speed, flexibility, range, or relia-
bility. A wireless CFS is characterized by physical network
limitations, packet loss and latency, which in turn affect
the performance of the entire surveillance / control system.
The aforementioned disadvantages are especially relevant
in the case of wireless communication, where the presence
of collision and common channel phenomena can signifi-
cantly degrade performance and even affect the stability of
the closed loop [10, 11, 12, 13]. Various models and theo-
retical approaches were presented to analyze and study the
stability of the CPS network [14, 15], stochastic protocols
[16], real-time planning [17].
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A. The control problem of networked cyber-kine-
matic systems

Consider the following architecture of the cyberkine-
matic system (Fig. 1). A networked cyber-kinematic sys-
tem consists of a ubiquitous network of nodes used to
monitor or control a given distributed physical system and
a fixed base station.

Suppose each sensory node can be represented as

= a sensor for measuring the local physical variable of in-
terest,

= a controller for implementing a control command,
® transit or hop for forwarding or generating packets,
= anode that has the ability to move in space (robot, quad-

copter, car, tractor, etc.), and performs the assigned tasks
(collection, transfer, aggregation and/or storage, etc.).

Each presented sensor node can interact with another
sensor node, which in turn increases the complexity of the
control task and the problem of formalizing the coopera-
tion infrastructure, which in turn affects packet loss, time
delays, power consumption, etc., and, consequently, on the
performance of the entire cyberkinetic system as a whole.

Consider a control system of the following type [7]
x=fxu,qr1,) 1)

q=g@q.u,.7,) 2

where x is a measure or estimate of a variable of a dis-
tributed physical process (possibly a random variable) that
needs to be monitored or controlled; ¢ is the queue length
on the router / switch (wired / wireless / ubiquitous) com-
munication network; 7, is the network cyber time delay
associated with the delay caused by the communication
network protocol / architecture (eg propagation delay, col-
lision phenomena and queue delay); 7, is the kinetic lev-
el time delay affecting information x due to 7,,, sampling
delay, computation delay, and compression measurement
delay; u_= u(x) and u, = u(q) are, respectively, control
applied at the application and network layers.

Smart Field
m = )))

A @ /é
A\ ¢/
/" possible trajectory of Shac thing

’ movement \

Fig.1. Sensory field

First equation (1) represents the model at the applica-
tion layer, and the second (2) represents the dynamics of
queues at the network layer. In [7] considered the develop-
ment of hybrid control laws u _and u , leading, respectively,

to an application-level control system and a network-level
control system. The setpoints g, and x, are fixed according
to the characteristics required by the network and the ap-
plication management system, respectively. A significant
drawback of this work is the study of the issue of control-
lability only for linear and representative models.

In this paper, the issue of interaction of the nodes of
the sensor network and the organization of data transfer
between them is upset, provided that these nodes move in
space according to a certain nonlinear law of motion con-
trol, which is most close to reality.

Suppose the nodes move according to Dubins’ law and
the directions of movement are bounded. According to the
presented law, there is a mechanism that has the ability to
regulate the movement of a physical component according
to specified parameters. There is also a cybernetic mecha-
nism that allows you to determine the state and position of
a mobile sensor device in space, for example, by determin-
ing GPS coordinates.

B. Node movement models

Wireless sensor networks with mobile nodes are more
efficient than stationary ones. There are various models of
node movement in a wireless sensor network.

The Dubins model is used to control wheeled robots
[18], for dispatching calculations in civil aviation [19], as
well as in applied work on constructing trajectories of un-
manned aerial vehicles in a horizontal plane [20].

The Random Walk Mobility Model assumes that the
node moves in its chosen direction at a certain speed,
which is given by a uniform (or Gaussian) distribution law
for a period of time given at the beginning of the simula-
tion. After the node reaches the border of the area covered
by the WSN, the node changes direction depending on the
angle of reflection from the border [20].

In Random Waypoint Mobility Models, a node starts
moving in the direction of a given point at a speed that
obeys a uniform distribution law. Upon arrival at the desti-
nation, a new point is determined in the direction to which
the node continues to move [20].

The Gauss-Markov model allows you to adapt to ran-
dom processes by adjusting certain parameters. The mod-
eled node is given speed and direction, after a certain peri-
od of time the direction and speed change to new ones that
obey the Gaussian law of distribution of random variables.

The Manhattan motion model is proposed to a great-
er extent for tracking the movement of nodes in an urban
area. Nodes move only in a horizontal or vertical direction,
along marked sections of streets, this model is similar to
the model of movement along the highway, the only differ-
ence between the Manhattan model is that when crossing
streets, the node with a certain probability chooses to turn
right or left [20].
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V. ESTIMATION OF ENERGY CONSUMPTIONFOR
INFORMATION TRANSMISSION

Let/ = Iz, X, X ) denote the path of motion of the sen-
sor node from point x,, to point x_for some time t. Suppose
that there is an optimal trajectory for solving the two-point
problem 7. It is necessary to quickly track the coordinate
location of the sensor node and compare the real trajec-
tory of movement with the given one. If the sensor node
deviates from the optimal trajectory, it is necessary to ad-
just the control action to return to the specified trajectory.
These actions are subject to restrictions related to the com-
plexity of computational processes and an increase in the
speed of execution.

As a model of optimal motion, consider a system of n
nonlinear ordinary differential equations of the form:

ax(t)
at

(3)

filt, %15, %), i = 1,n.

The motion of a system with a given initial condition,
in which deviations from the given initial values have oc-
curred, are called disturbed motion.

If we talk about the return of the sensor node to the
optimal trajectory, then at each moment of time it is neces-
sary to solve the two-point problem and the stability prob-
lem, and, based on the decision, make a decision about
moving the node to a given point. Unfortunately, in real
life, nonlinear conservative dynamical systems are usually
not asymptotically stable. Asymptotic stability generally
corresponds to asymptotically stable motion with respect
to any initial deviations. Any arbitrarily small change in
the initial conditions leads to a change in the motion pa-
rameters, which means that even greater restrictions are
imposed on the information component of the cyber-kine-
matic system and computational loads increase.

This section presents a possible estimate of the energy
consumption for transmitting a data block from a mobile
sensor device to a fixed base station.

Suppose that there is a stable solution to system and
denote it as % (7, ¢(2))>. Then the distance traveled by the
sensor node from the given starting point x0 to the point.x,
will be found as follows:

F= .}i(t,:;ﬁ(t))z —xZ (4)

Substituting (4) into the Friis formula [22, 23, 24, 25],
we can find the energy consumed for transmitting informa-
tion to the base station at the time 7:

5 _ 16Ralrf
tr — 2 (5)
GG

where G, is the gain of the transmitting antenna, G,
is the gain of the receiving antenna, P, is the radio signal
power at the transmitting antenna [W], P_is the power of

the radio signal at the received antenna [W], r is the dis-
tance between the antennas of the mobile sensor devices of
the ubiquitous sensor network in meters, ¢ is the speed of
light, f'is signal flow frequency.

It follows from the Friis formula that reducing the
distance between two mobile sensor devices by 2 times
reduces the energy consumption for transmitting a data
block from one to another by 4 times.

The average energy spent on the transmission of one
data block to the base station from a sensor device located
at a distance » from the base station is denoted as:

e.=Pb,-1 (6)

To obtain the average energy spent on the transmission
of information of all sensor devices, it is necessary to sum
all possible energy consumption at the average values of
the distances from the sensor device to the base station.

VI. CONCLUSION

The paper gives definitions of a certain class of cyber-
physical systems. An estimate of energy consumption for
organizing data transmission between a mobile sensor de-
vice moving in space according to a given Dubins law of
motion and a base station is proposed. Also presented is
the solution of a two-point control problem for the kin-
ematic component of a network cyber-kinematic system
using a discrete-switchable control function. With such a
law of motion of these sensor devices in the sensory space,
the proposed model will significantly reduce the energy
consumption required for the interaction of mobile sensor
devices. In the future, it is planned to present solutions to
the control problem at the cybernetic / network level and
propose models of the total energy consumption for the
implementation of hybrid control, which makes it possible
to take into account all possible limitations and disadvan-
tages at each level.
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